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BIND פּ ? 
ÅBIND  

²DoS רּ︣  ףּףּףּףּףּףּףּףּ

²ṡ Ṣ נּ ṄḮṡ BIND Ṣ 
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2014  Ẉ Ẉ Ẉ Ẇ/Ẉ 
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 JPRSאל ṡDNS Ṣ   Ẉ Ẇ 
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BIND ךּ  
ÅSecurity Architecture of BIND 9  

²JANOG US Regional Meeting #2
אל  

²BIND9 BIND8 פּ  

²BIND8 ṇ ︡  ךּ

( ︡  (︡ףּ

Â ¬16 buffer overflow/overrun bugs in 
changelog  of BIND 8.4.7º 

Â BIND9 Remote Code Execution ︡ 

É !  

²2000/09/16 9.0.0 ṇ  

Â ךּ ךּ  ṏךּ

http://www.janog.gr.jp/meeting/regional-us-2/slides/20160520-janog-us-2-jinmei.pdf
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BIND  
ÅCHANGES 65  ¬[security]º 

ÅBIND 9 Security Vulnerability Matrix  56
CVE-ID  

Å אל  

²28(or 29) assertion failure  

² ṇ 1, ṇ 1 

ÅJPRSאל ṡDNS Ṣ  

²BIND9  

Â ¬ṕ Ṗº 25 

Â ¬ṕ Ṗº ּך 12  

(2005 Ṍ) 

https://kb.isc.org/article/AA-00913/0/BIND-9-Security-Vulnerability-Matrix.html
https://kb.isc.org/article/AA-00913/0/BIND-9-Security-Vulnerability-Matrix.html
https://kb.isc.org/article/AA-00913/0/BIND-9-Security-Vulnerability-Matrix.html
https://jprs.jp/tech/index.html
https://jprs.jp/tech/index.html
https://jprs.jp/tech/index.html
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BIND  
ÅRCE  ךּ

Åassert() (INSIST, REQUIRE) ּצ  

Å ṇ ḭ ṇ  ( ṇ ךּ ︡) 
 

ÅACLּצ אל ACL) ךּ ︣ ) 
 

Å ךּ שּ טּצּ  
    (DNSSEC, Dynamic Update(DDNS))  

Å פּ packet 1 טּצּ  

² : BIND (CVE-2009 -0696 BIND Dynamic Update DoS)  

Å פּ packet צּ פּ שּ טּצּ  

² (אל)פּ ︡ לּ OUT 

Â CVE-2012 -4244,CVE -2013 -2266,CVE -2015 -5986  
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BIND  
ÅRCE ) ךּ )  

² ṇ אל ךּ ḭ אל
לּ ︡ ḭ ︡ךּ שּ ?? 

²systemd , runsv , monit , contrib/scripts/nanny.pl  

² צּ שּ ḭנּךּ טּ
פּפּצּ  

Â ṇ ṇ 5 ṇ 10  פּ

É ︡ ךּ ṇ טּצּ  

Â cache ( שּ )2 ︡  ךּ
 

Â לּ טּצּ  

É וֹ ṏ? ￼ ︡  ךּ
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BIND  
ÅBIND9 ṇ ︡לּ לּ  ךּ

² צּ פּךּ ? ? 

Â ךּשּפֿ︣ כֿ ךּ ḭ
crash bug צּ פּ  ?ךּ︣

   ( פּ ךּ ךּ  (?וֹ

²  ẓ crash bug ṇ  

Â RPZ(2.5 ), DNS64(2.5 ), prefetch , GeoIP, 
OPENPGPKEY RR, DNS Cookie 

² צּ ךּ ףּ  

Â RPZ ḭּש ךּ RRSIG
שּ וֹ   

Â אל ︡
אל ךּ  
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BIND  

 Å ṇ  

² ḱ  

²Dynamic Update  

² Ṅ צּ ףּ ḭ1
וֹ לּךּ  

Â ? ךּ︡ךּףּ?
?(16 ︣) 
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BIND  

ÅRDATA ︡ ךּ  

²NAPTR ︡  

²APL, OPENPGPKEY ︡  

² צRR Typeּךּ︡ Ṅ אל  

Â SPF ṇ פּ ? 

² RDATAךּ︡ ESV  

Â ESV ךּ ḭ ךּ ךּ לּ
︡ ךּ ḭ Ṅּפ טּ וֹ ךּ לּ

וֹ טּצּ  

http://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4
http://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4
http://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4
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Â SPF ṇ פּ ? 
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Â ESV ךּ ḭ ךּ ךּ לּ
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וֹ טּצּ  
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http://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4
http://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4
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BIND  
Åamerican  fuzzy lop   ( )  

²GA ṇ ︡ ḭ
בֿ ṇ  

Â CVE-2015 -5477: An error in handling TKEY queries can 
cause named to exit with a REQUIRE assertion (2015/07/28)  

Â CVE-2015 -5986 : An incorrect boundary check can trigger a 
REQUIRE assertion failure in openpgpkey_61.c (2015/09/03)  

Â CVE-2015 -5722 : Parsing malformed keys may cause BIND 
to exit due to a failed assertion in buffer.c  (2015/09/03)  

² ṏ 
Â Shellshock  ṏפּ

 

 

∕
℮
⌂ 

 

╩
⇔
≡
™
╢
⅜ 

 

ⅎ
⅝
╣
⌂
™
╒
≥
─ 

 

◄
fi
☺
♬
▪
╩

⇔
≡
™
╢ 

http://lcamtuf.coredump.cx/afl/
http://lcamtuf.coredump.cx/afl/
http://lcamtuf.coredump.cx/afl/
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Åamerican  fuzzy lop   ( )  
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Åamerican  fuzzy lop   ( )  
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Å9.11 אלשּ  

Å צRR TYPEּךּ︡ אל  

Åamerican  fussy lop ṇ וֹ
ךּ פּ צּ שּ  

 ẓ ( )DoS  

 

בֿ ṇṇṇṇ 

https://kb.isc.org/article/AA-01370/0/BIND-9.11.0a1-Release-Notes.html
https://kb.isc.org/article/AA-01370/0/BIND-9.11.0a1-Release-Notes.html
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ṇPackage  
Åṡ ṇ ṇ צּ פּךּ BIND9
נּ Ṣךּ אל ףּ ︡ ךּ  ṏצּ︣

Å פּ RHEL ṇ ṇ ḭ 

   18  

פּפּ      

0-1 Ḯךּ 5   

2 כֿ 3  שּ ךּ  

3 שּ 2  ṏ? 

4  2 ṇṇ? ( צּ ṇ) 

5  1 ṇṇṇ? 

6  2 1 וֹ טּ)  ṏ) 

7  1 ḭ ṏ _(:3ӶἻ)_ 

8 ךּ 1  ṏ 

12 ḭ︡ךּ 1  לּ וֹפּ ṏ 

13-15 לּ 1  לּ ︣ṏ 
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Å תּ︣ ךּ ?( ) 

  ︣ 
ÅCVE-2015 -5477: Bind TKEY Query Assertion Failure  

2015/07/29 ( ) ẓ 7/29 AM11 ṡ Ṣẓ 7/31  

כḭֿךּ 7/ 28 ,29( ) RHEL update צּ ךּ  

http://internet.watch.impress.co.jp/docs/news/714526.html  
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ÅCVE-2013 -4854 : A specially crafted query can cause BIND to 

terminate abnormally (2013/07/26)  

 

 

ÅCVE-2011 -4313 : BIND 9 Resolver crashes after logging an 
error in query.c  (2011/11/16 ) 

 

 

ÅCVE-2011 -1910: Large RRSIG RRsets and Negative Caching 
Can Crash named  

 

 

 

 Crashes have been reported by multiple ISC customers.  
 First observed in the wild on 26 July 2013. 

 ISC is receiving multiple reports and working  
 with multiple customers on this issue. 

 

טּ  ISC ḭ ṕSeverityṖ ṡ ṕHighṖṢ  
  ︡ ךּ ︣Ḯ ḭ 
  ḱ ︡ צּ ṇ אל  
ךּ     כֿ  
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Åbind -users@isc.org, dns -operations@dns -

oarc.net ṡ xxxפּ ךּ BINDּצ
וֹ Ṣ 


