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http://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4
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A TYPE T Value [T] Meaning [T Reference [T Template [T] Ezg;ﬁlgatmn
AVC 258 Application [Wolfgang_Riedel] AVClavc-completed-template  2016-02-26
Wisibility and
Control
SMIMEA 53 SIMIME cert [draft-ietf-dane-smime] SMIMEA/smimea-completed- 2015-12-01
association template
CSYNC 62 Child-To-Parent RECTATT 2015-01-27
Synchronization
OPENPGPKEY 61 OpenPGP Key [REC-ietf-dane-openpgpkey-12] OPEMNPGPKEY /openpgpkey- 2014-08-12
completed-template
CONSKEY B0 DMSKEY(s) the RECT344 2014-06-16
Child wants
reflected in DS
EUIB4 109 an EUI64 address [RECT043 EUIG4/euitd-completed- 2013-03-27
template
EUI48 108 an EUI48 address [RECT043 EUI48/euid5-completed- 2013-03-27 -
template
cos 59 Child DS RFCT344 CDS/cds-completedtemplate  2011-06-06
CAA 257 Certification RFCH344 CAA/caa-completed-template  2011-04-07
Autharity
Restriction
LRI 256 URI RFCT553 URVuri-completed-template 201-02-22
TALIMK 58 Trust Anchor LINK. - [Wouter_Wijngaards] TALIMK/talink-completed- 2010-0217
template
RKEY A7 RKEY Jim_Reid RKEY/rkey-completed- 2008-01-21
template
MINFO 56 MINFO Jim_Reid MINFO/ninfo-completed- 2008-01-21
template
TA 32763 DMSSEC Trust Sam_Weiler 2005-12-13
Authorities [http:/fcamea. library. cmu.edus][
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http://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4
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A CVE-2015-5477: An error in handling TKEY queries can

cause named to exit with a REQUIRE assertion (2015/07/28)

A CVE-2015-5986 : An incorrect boundary check can trigger a
REQUIRE assertion failure in  openpgpkey 61.c (2015/09/03)

A CVE-2015 -5722 : Parsing malformed keys may cause BIND
to exit due to a failed assertion in buffer.c (2015/09/03)

~ ~

2 4078
Shellshock ™ © 6

B
=
e
e
B

p >



http://lcamtuf.coredump.cx/afl/
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>
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1JGjpeg! libjpeg-turbo * 2 libpng *
libtiff12345 mozjpeg * PHP12325
Mozilla Firefox 123 4 Internet Explorer 123 4 Apple Safari 2

Adobe Flash / PCRE* 234 sqlite 123 4-- OpensSSL1234567
LibreOffice 1234 poppler 1 freetype 1 2
GnuTLS ! GnuPG1234 OpenSSH123
PuTTY*2 ntpd X nginx 123

bash (post-Shellshock) 1 2

JavaScriptCore 1 23 4

pdfium* 2 ffmpeg 12345 libmatroska *
libarchive 123456 wireshark 2 3 ImageMagick 22345678 .
BIND223 - QEMU!2 lems 2
Oracle BerkeleyDB ! 2 Android / libstagefright * 2 i08 / ImagelO 1
FLAC audio library * 2 libsndfile 123 4 less [ lesspipe 1 23
5tri.r:|gs(+relat{:egtoo]5)13§&§ fle1234 dpkg12
res ! systemd-resolved 1 2 libyaml t
Info-Zip unzip 1 2 libtasn1 * 2 - OpenBSD pfet] 1
NetBSD bpf ! man & mandoc 2345~ IDA Pro [reported by authors]
clamav :2345 libxml2 2456789 glibe X
clang /Ivm 12345678 nasm* 2 ctags !
mutt * proemail X fonteonfig *
pdksh 12 Qtl wavpack X
redis / lua-cmsgpack * taglib*23 privoxy :23
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perl1234567 libxmp radare2 1 2
2 G n ~ SleuthKit 1 fwknop [reported by author] XOorg!?
exifprobe * jhead [*] capnproto X
-4 “ w Xerces-C12 metacam * djvulibre *
exiv ! Linux btrfs 1234678 Knot DNS *
curl 12 wpa_supplicant libdea6s [reported by author]
caus
dnsmasq X libbpg (1) lame
A CV E libwmf * uudecode * MuPDF !
R E C imlib2 * libraw * libbson *
A CV E libsass ! yaral234 W3C tidy-htmls 1

to e vie:

FreeBSD syscons 123

John the Ripper ! 2

2 ’ screen 23 tmux * 2 mosh *
~ UPX indent * openjpeg *
A She” MMIX * OpenMPT 12 rxvt12
dheped * Mozilla NSS t Nettle *
mbed TLS Linux netlink Linux extqg !
Linux xfs * botan ! expat 1
Adobe Reader *
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https://kb.isc.org/article/AA-01370/0/BIND-9.11.0a1-Release-Notes.html
https://kb.isc.org/article/AA-01370/0/BIND-9.11.0a1-Release-Notes.html
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A CVE-2015 -5477: Bind TKEY Query Assertion  Failure
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(2015/7/31 19:24)
Internet Systems Consortium (ISC) HRFE - 2L TWLWADNSY I ~
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http://internet.watch.impress.co.jp/docs/news/714526.html

113

(MANA) z 7/29AMI11 A S Sz 7/31
N 7/28,29C { N ) RHEL updatex " ~ 7.

© 2015 Internet Initiative Japan Inc.

DNSKZ(CVE-2015-5477)[C K DEERE LS
*E-8

tomocha0= A m 1 M‘@

21-domain/21ip/ssl.ne.jp FAQ - powered by phpMyFAQ 2.8.2

http:fifag.21-domain.com/findex.php?action=news&newsid=143&newslang=ja

BIND 9. xDIREMEIC L BDNSY —E ADBED 23RS

20155 7A3182263 0 & D EE L TED FLIBIND 9.xOi5EE
CRT2MECOEEL T, sALELIBICEMBERY TRERES
FOHRLE.

TR T




1 1 4 >

a

A CVE-2013 -4854 : A specially crafted query can cause BIND to
terminate abnormally (2013/07/26)

Crasheshave beenreported by multipleISC customers
First observedin the wild on 26 July 2013

A CVE-2011 -4313 : BIND 9 Resolver crashes after logging an
error in query.c (2011/11/16 )

ISC is receivingmultiplereports andworking
with multiple customerson this issue

A CVE-2011 -1910: Large RRSIG RRsets and Negative Caching
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