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PowerDNS Security Advisory 2015-01: Label decompression bug can cause crashes or CPU spikes

s CVE: CVE-2015-1868

s Date: 23rd of April 2015

o Credit: Aki Tuomi, Toshifumi Sakaguchi

s Affects: PowerDMS Recursor versions 3.5 and up; Authoritative Server 3.2 and up
s PNot affected: Recursor 3.6.3; Recursor 3.7.2; Auth 3.3.2; Auth 3.4.4

s Severity: High
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pdns/dnsparser.ccIDX> ) \B%X

vold PacketReader::getLabelFromContent{const vecto
{

if(recurs > 1@288) the forward reference-chec
. nrow MOADNSException(”Loop™);
void PacketReader::getLabelFromContent(. ... 3
for(;;) {

[ ﬂ unsigned char labellen=content.at({frompos++);

DNS)(“}t—)WG) FX/{)% if(!1abellen)

if{ret.empty())
) ret.append(1,".");

I\/' e
h

\
else 1f((labellen & @xc@) == Bucd) {
Y?ﬁ” uintle_t offset=256%(labellen & ~@xc@) + {un
cout<<"This is an offset, need to

if{offset »= frompos-2)

throw MOADNSException("forward reference d
return getlabelFromContent(content, offset,

¥

https://github.com/PowerDNS/pdns/blob/rec-3.6.2/pdns/dnsparser.cc
https://github.com/PowerDNS/pdns/blob/auth-3.4.3/pdns/dnsparser.cc
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getLabelFromContent ( ... string &ret...) { // retld. LLIBE D RAA > ZLDIRTF L
if BERIFUHUNM000ZBRE { Hl9zthrow }
for(;;) {
DNSXYEZ—SADRXA > &5 1byte (GNIVE) ZEUS

if INIVER == 0(RA(>ZZETIE) { #&7T }
if INJLE & 0xCO (RXA>%aEHE) {

if ISR { fl9Methrow }

SR 5c#IETEL T, getlabelFromContentZ B FIFUH UL
}
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Authoritative Server 3.4.38dU'Recursor 3.6.2Tld. &
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// XXX FIXME THIS MIGHT BE VERY SLOW!

or(string::size_type n = @ ; n < labellen; ++n, frompos++) {
if(content.at(frompos)=='." || content.at(frompos)=="\\") {
ret.append(1, '\\');
ret.append(1l, content[frompos]);

b

else if(content.at(frompos)==" ") {
ret+="\\032";

b

else

ret.append(1l, content[frompos]);

Recursor 3.7.1Tld. std::string::reserve%zHIBRE -
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Auth 3.4.3/Recursor 3.6.2

std::string ret;

for (inti=0;i<MAX;i++){
ret.reserve( ret.size() + n);
ret.append( label );
ret.append("." );

}
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Recursor 3.7.1

std::string ret;
for (inti=0;i<MAX;i++){

ret.append( label );
ret.append("." );

}
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http://blog.powerdns.com/2015/06/23/what-is-a-powerdns-backend-and-how-do-i-make-it-
send-an-nxdomain/
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if(logDNSQueries)
L<<"packetcache MISS"<<endl;

Lock 1(&s_plock);

L<<Logger: :Error<<"TCP server is without backend connecti

s_P=new PacketHandler;

}

bool shouldRecurse;

reply=shared_ptr<DNSPacket>(s_P->questionOrRecurse(packet.g

https://github.com/PowerDNS/pdns/blob/auth-3.4.4/pdns/tcpreceiver.cc
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« PowerDNS Authoritative 3.4.5

« PowerDNS Recursor 3.6.4

« PowerDNS Recursor 3.7.3

Bug fixes: Limit the maximum length of a gname
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