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Benchmark: Response Rate/Hosting(100k)

Response Rate
Linux 3.13.0, Hosting (100k), Intel 10GbE, (2014-06-11)
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B tarballo>0O0—R
« https://www.knot-dns.cz/pages/download.html

B cat README
« yum 2D apt-get 72D Tbuild(CHER/\W T -2 AND
« configure L C make, make install

$ sudo apt-get install git-core libtool autoconf flex bison libssl-dev liburcu-dev
or

$ yum install libtool autoconf flex bison openssl-devel userspace-rcu-devel

$ ./configure && make

$ sudo make install

m Knot DNSAI(C knot JL—HYYERR

m /var/run/knot, /var/lib/knot >+ L2 NUYERL. knot1—H
TEZAHBESCLTHL

$ useradd —g users knot
$ mkdir —p /var/run/knot /var/lib/knot .
$ chown knot.users /var/run/knot /var/lib/knot NT T Communications  Toievtne seiiae Secmes I
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knotc

B knotdd> bO—JLAHI—Fa YT o
« rndc HTTLNIEED
« knotcRDERTE T 7 1)UL *¥1RUV*
v' simple is best!
« TIAILNTIIUNIXRXA >V MER
BV R
« stop, reload, refresh [zone]

« flush
v' journalZ 77 )L%&flush U Czone (TR

« status, zonestatus, memstats [zone]

« checkconf, checkzone [zone]
v knot.confZzreloadd dFICHERTED

* signzone [zone]
v DNSSECODOEZLENE I
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knotc

# /usr/local/sbin/knotc
Usage: knotc [parameters] <action>

Parameters:
-c, --config <file> Select configuration file.
-S <server> Remote UNIX socket/IP address (default /var/run/knot/knot.sock).
-p <port> Remote server port (only for IP).
-y <[hmac:]name:key> Use key specified on the command line.
-k <file> Use key file (as in config section 'keys').
-f, --force Force operation - override some checks.
-v, --verbose Verbose mode - additional runtime information.
-V, --version Print knot server version.
-1, --interactive Interactive mode (do not daemonize).
-h, --help Print help and usage.
Actions:
stop Stop server.
reload Reload configuration and changed zones.
refresh [zone] Refresh slave zone (all if not specified). Flag '-f' forces retransfer.
flush Flush journal and update zone files.
status Check if server is running.
zonestatus Show status of configured zones.
checkconf Check current server configuration.
checkzone [zone] Check zone (all if not specified).
memstats [zone] Estimate memory use for zone (all if not specified).
signzone [zone] Sign all zones with available DNSSEC keys.
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knotd.conf (= XL ET)

system {
rundir "/var/run/knot";
user knot.users;

max-udp-payload 1220;

¥

interfaces {
all_ipv4 {
address 0.0.0.0;

b
all_ipv6 {
address [::];

¥
¥

log {
syslog { any info; }

¥

Copyright © NTT Communications Corporation. All right reserved.
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knotd.conf (W X5 —5—/\)

remotes { ZL—TH—/\DIP7 RLZ, R— hDE
ns2_ipv4 { =
}address 192.0.2.53@53; 192.0.2.0/24 12 EB Ty NEATTH Ok
ns2_ipv6 {
address 2001:db8::53@53;
b
b
V—2DERTE
zones {
storage "/var/lib/knot"; J—3x>0F 4L 2O KU
example.jp { L \ _
fle "example.ip"- V—2EE. V-2 T7 LS

xfr-out ns2_ipv4, ns2_ipv6;
notify-out ns2_ipv4, ns2_ipv6;
¥ CDF RLXICnotifyZix{E9 3
b

ZDT RLANSDY — EREDHFE T D
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knotd.conf (XL —JH—)\)

remotes {
nsl_ipv4 {
address 192.0.2.53@53;
by
nsl_ipv6 {
address 2001:db8::53@53;
b
b

zones {
storage "/var/lib/knot";
example.jp {
file “example.jp";
xfr-in ns1_ipv4, nsl_ipv6;

notify-in ns1_ipv4, nsl_ipv6;

¥
¥
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Automatic forward/reverse records

B iIEEULE) RLUAFDA/AAAA/PTRZHENARL
« BINDTULYD$GENERATEHTZULNRD
- (forward|reverse) <prefix> <ttl> <address>/<netblock>

m Knot DNS 1.5Lp%
B EER:

zones{ example.
file "ns_soa_only_zone";
query_module {

synth_record "forward dynamic- 86400 2001:db8::/32";
synth_record "forward dynamic- 86400 198.51.100.0/25";

b
100.51.198.in-addr.arpa {
file "ns_soa_only_zone";

query_module {
synth_record "reverse dynamic- example. 86400 198.51.100.0/25";

b
8.b.d.0.1.0.0.2.ip6.arpa {
file "ns_soa_only_zone";

query_module {
synth_record "reverse dynamic- example. 86400 2001:db8+/32"; ... crparener I

} NTT Communications iinovacive. veiiabie. Seaniess.
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Automatic forward/reverse records

m =E1T7H:
$ kdig -x 2001:db8:dead:beef::53 @::1 +norec

1 ->>HEADER< <- opcode: QUERY; status: NOERROR; id: 5688
;» Flags: gr aa; QUERY: 1; ANSWER: 1; AUTHORITY: 0; ADDITIONAL: O

;+ QUESTION SECTION:
;; 3.5.0.0.0.0.0.0.0.0.0.0.0.0.0.0.f.e.e.b.d.a.e.d.8.b.d.0.1.0.0.2.ip6.arpa.
IN PTR

;5 ANSWER SECTION:
3.5.0.0.0.0.0.0.0.0.0.0.0.0.0.0.f.e.e.b.d.a.e.d.8.b.d.0.1.0.0.2.ip6.arpa. 86400

IN PTR dynamic-2001-0db8-dead-
beef-0000-0000-0000-0053.example.

;7 Received 159 B
;; Time 2014-06-24 14:11:48 ST
;; From ::1@53(UDP) in 0.0 ms
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disable-any

B ANYTHULEDESNES., ZEOL AR AICTCZDIFTTRY
« 1EBDNSH —/(%Z3H> /=DNS reflection attackDEEHE(C
RN D5LK B
- FJAJ)LBTIlddisable

zones {
disable-any on;

g

zones {
example.jp {
file "example.jp";

disable-any on;
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)

$ sudo /usr/local/sbin/knotd —d

$ sudo tail /var/log/messages

Jun 24 16:29:00 nsl knot[3974]: Knot DNS 1.5.0-rc2 starting.

Jun 24 16:29:00 nsl knot[3974]: Binding to interface 0.0.0.0@53.

Jun 24 16:29:00 nsl knot[3974]: Binding to interface ::@53.

Jun 24 16:29:00 nsl knot[3974]: Configured 2 interfaces and 4 zones.

Jun 24 16:@9:00 nsl knot[3974]: Changing group id to '100'.

Jun 24 16:29:00 nsl knot[3974]: Changing user id to '521'.

Jun 24 16:29:00 nsl knot[3974]: PID stored in '/var/run/knot/knot.pid’

Jun 24 16:29:00 nsl knot[3974]: Changed directory to /.

Jun 24 16:29:00 nsl knot[3974]: Loading zones...

Jun 24 16:29:00 nsl knot[3974]: Zone '100.51.198.1in-addr.arpa.' will be loaded (serial 0)
Jun 24 16:29:00 nsl knot[3974]: Zone 'example.jp.' will be loaded (serial 0)

Jun 24 16:29:00 nsl knot[3974]: Zone 'example.' will be loaded (serial 0)

Jun 24 16:29:00 nsl knot[3974]: Zone '8.b.d.0.1.0.0.2.1ip6.arpa.’' will be loaded (serial 0)
Jun 24 16:29:00 nsl knot[3974]: Starting server...

Jun 24 16:29:00 nsl knot[3974]: Zone '100.51.198.in-addr.arpa.' loaded (0 -> 2014062301).
Jun 24 16:09:00 nsl knot[3974]: Zone 'example.jp.' loaded (0 -> 2014062301).

Jun 24 16:29:00 nsl knot[3974]: Zone 'example.' loaded (@ -> 2014062301).

Jun 24 16:29:00 nsl knot[3974]: Zone '8.b.d.0.1.0.0.2.1ip6.arpa.’' loaded (@ -> 2014062301).
Jun 24 16:29:00 nsl knot[3974]: Server started as a daemon, PID = 3974

ﬂun 24 1E;®9z®® nsl knot[3974]: Binding remote control interface to '/var/run/knot/
not.soc
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ANYADIITR: disable-any
(R(ETIPE
n.n.n.n H—Fvwy N
EEE
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N

ANY query
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ZDMRROD¥IZK:: Response Rate Limiting
(EETIPE
n.n.n.n H—Hwy N
EEE
% > n.n.n.n
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