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Agenda

vARtZY S 3> OE
vnamed.conf ZEIZ U THD
> options {} #f@
»logging {}
»zone {} ¥
» T OB E R
VBEFRT

v'Questions?




Attwv>3>0DOE/

\ i
wxz UL
> HERDNSH — /) \DBEEZ I =NT=EDD.
[ ESEREMETRLE— |
EEZITWBHRRE

N

= [\ cEP . S
. J M e e
> EB1E 9 D RAA > DIERIDNS S — ) R EZ JT
(C. B&DEUERRWP tips Z7HE

> CATRBATULIVLDIMG—,
FBEZRF>TIEL

‘ Photo Credit: Pat Lé via Compfight cc




AXtzw=3>OHMN cont.

TEREEL A
VMERVDNSH —/\ (= Authoritative DNS server)

TOMDEZE B

e/ i \ |
I
/ ‘ ‘ Photo Credit: Dat L& via Compfight cc




Atzwv=3>0OHER cont.

RISt | A

¥ERDNSH —/\&F v w=> 1 DNSH— /(%
BIND9 @ view Bége/h E&{E> TH AUIED TOEDD
H— )\CRESEAZEEARTBETIEHDEFEAN.

PPZULVDTHIIHULEEA

SO TEBIERDNSY —/)\, F+vwv=1DNSH—/(
DEIFEFURVBIHIECI ITHTLNEET,

l Al
, ‘ , ‘ Photo Credit: Dat Lé via Compfight cc
: B




AXtzw=3>DOHA cont.

BAEE N BIND9 UHMEE> CLVRLE. X
' (X BIND9 /\ ADED(CIENFET OrZ

Photo Credit: ryoichi360 via Compfight cc



Atzwv=3> OB cont.

ENSDIT |

named.conf ozz=xs.
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named.conf Z8iR LU THD
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SElDOEREXTHR

nsl.dnsops.jp

dnsops.jp, dnssec.jp @ master

urquell.xn--n83j1c913r6j1b.jp
= urquell.B*>3AL).jp

> 3ALN.jp D master 222D UL DH slave
ZHDoOTWLIED
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named.conf Z#IZR LU THD

options {} &
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nsl.dnsops.jp DS

options
{
directory “/var/named”; // the default

dump—file “data/cache_dump. db”;
statistics-file “data/named_stats. txt”;
memstatistics—Tile “data/named_mem_stats. txt” ;

BINDO %7€ J 7 1 JLDFR/ (X &
rndc (stats|dumpdb) DEAFLSSWVVUMNEE L CEFEATUTS

CATRATEIRTD T,
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options {} &ic F O{EFEZTE

transfers—in [Integer]; |

ifTUCY — 2 #rix% slave EUT “TD" 8. AL R
10 ERVTI ., K=ED slave V—>F18X D ISP = ADIER,
DNSH—/(TIEIBOUEEDHULNWT T,

transfers—out [Integer];

[BEAR(C master “X3B” #., HRUL<FTAJL M 10,
master Tle<csAYV—>ZED>TCLT. U CHNEEZEET
BEROBRT—XATHEBRUEEDSHLLDE,

in (FESETTE>BRNVESENET,
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options {} &ic F O{EFEZTE

max—transfer-time-in [Integer];

Y — 2 EnX w5 D[]

FTIAILE 1200 EEBVDT. B5B5&L£>E8EMNK ULELL S,
CNHE ISP @D slave IRETREDY — D ERnX =T TBIGEIC. &~
Bty 3> (ChHESNBIOEHELSTEHDOATS 3> T,

tcp—clients [Integer];

TCP#E#Ht CDU LY DEIFFEHiE.

BIRHEHEALC 100 IO TZDEXE X CEHIERWVWEDEBULEIT L.
SIFEELULEEFESHAVLLE?
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options {} &ic F O{EFEZTE

masterfile-format TYPE;

V—>TJ71)LDsEh A,
raw & text H'dp D,
master TDF J A )L bF text
slave TDF I A#)L bE raw
EOPZ UL,

ARERY =T F7AIPREDY — > ZIBADRIET(E raw D(F
SHEERREZRSEDINE ULNEEA.

BIND9.10 "5(d map BIEXE50LLY. - o
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master-file-format map;

https://kb. isc. org/article/AA-01120/0/Us ing-the-map-zone—file-
format—in-BIND-9. 10. html

memory mapped file Z{E>S. 500

raw D39 > &L, 5L

7323 BIND D)\—=3 > TEDTIELTRL. 500,
& D& versionup DESEMNSDHAED ?
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named.conf Z8iR LU THD

logging {} R
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urquell.B2>3A0V.jp DiZE

logging
{

22T,
rndc trace TItHN B debug DIZAALINE—EFTICE < 2.

channel default_debu “
file ”dgta/ngméd.run”; 10fETOI &L, OEDVE

severity dynamic; 20029 I 7 1)U& 10MBET,

}i

channel default_channel {
file “/var/log/named. log” size 10M versions 10;
print-time yes;

}i

category default { default_channel; };
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nsl.dnsops.jp DS

logging
{
channel| default_debug {

file “data/named. run”;
sever ity dynamic;
print-category yes;
print-severity yes;
print-time yes;

channel default_channel {

DNS Summer Days 2014 Fa—kJ7JL 19

C CETIEFXRIRRE G

file “/var/log/named. log” size 10M versions 10;

severity dynamic;
print-category yes;
print-severity yes;
print-time yes;




category

category
category
category
category
category
category
category
category
category
category
category
category
category
category
category
category
category

nsl.dnsops.jp Mz

cont.

queries { default_debug; }; S
Yo HTIUESR
LCEIh. TV
BS@% debug (CL\N
oAlE. FEAE

default_channel .

update-security { default_channel;
default { default _channel; };
general { default_channel; };
database { default_channel; };
security { default_channel; };
config { default_channel; };
resolver { default_channel; };
notify { default_channel; };
client { default_channel; };
unmatched { default_channel; };
network { default_channel; };
update { default_channel; };
query—errors { default_channel; },;
dispatch { default_channel; };
dnssec { default_channel; };

delegation-only { default_channel; };
edns—disabled { default_channel; };

notify (IREDY —~
BRXFF v RILICTZL
TEVWNE: -




nsl.dnsops.jp MDiHE cont.

channel xfer_channel {
file “/var/log/named-xfer. log” size 10M versions 10;
severity dynamic;
print-category yes;
print—-severity yes;
print-time yes;
};
category xfer—-in { xfer_channel; };
category xfer-out { xfer_channel; };

V> EnX(CBAIT ORI T 7AILICHENTDEDICR>TE,

ARED slave ZIBR DL DT —/(TEHBICLEZEFDNELLDE,




named-xfer.log (& Z AR

11-dun-2014 00:00:02. 680 xfer—out:

view external:

transfer of 'dnssec.

11-dun-2014 00:00:02. 691 xfer-out:

view external:

transfer of "dnssec.

11-Jun-2014 00:00:03. 174 xfer-out:

view external:

transfer of 'dnsops.

11-Jun-2014 00:00:03. 174 xfer-out:

view external:

transfer of ' dnsops.

21-Jdun-2014 00:00:02. 437 xfer-out:

view external:

transfer of "dnssec.

21-Jun-2014 00:00:02. 463 xfer-out:

view external:

transfer of 'dnssec.

21-Jdun-2014 00:00:02. 837 xfer—out:

view external:

transfer of 'dnsops.

21-Jdun-2014 00:00:02. 837 xfer—out:

view external:

transfer of 'dnsops.

info:

jp/IN’

info:

jp/IN’

info:

jp/IN’

info:

jp/IN’

info:

ip/IN’

info:

jp/IN’

info:

jp/IN’

info:

jp/IN’

client 183.181. 160. 83#43401
. AXFR-style IXFR started
client 183.181.160. 83#43401
. AXFR-style IXFR ended
client 183.181.160. 83#51925
. AXFR-style IXFR started
client 183.181.160. 83151925
. AXFR-style IXFR ended
client 183.181. 160. 83149666
. AXFR-style IXFR started
client 183.181. 160. 83#49666
. AXFR-style IXFR ended
client 183.181. 160. 83148734
. AXFR-style IXFR started
client 183.181. 160. 83148734
. AXFR-style IXFR ended

(dnssec.
(dnssec.
(dnsops.
(dnsops.
(dnssec.
(dnssec.
(dnsops.

(dnsops.

ip) -
ip) -
ip)
ip) :
ip)
ip)
ip) -

jp) :
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logging {} Bic F OEFIEZTE

channel lame_channel {
file “/var/log/named-lame. log” size 10M versions 10;
severity dynamic;
print-category yes;
print—-severity yes;
print-time yes;
};

category lame-servers { lame_channel; };

BESAYV—>0 slave ZR=Z(CFBZ TULTC. lame Y — WS WEEIC
(FBIZEUICUEEEDS R EULDE: - channel &% null (CLTOZ(CH /R0
DEI7Y,

print-category yes ([CUTHIFE. CAROTDNDTEHEMNSTDRD
ELANEER
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named.conf Z#IZR LU THD

zone {} fm
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nsl.dnsops.jp DS

allow-transfer T slave Y —/)\(CDHY — > &%
EZFFE] U CTWVBBIMNIFTRETE TS .

notify 55 JAJL b yes 12D TIRWLTHLI

j:)\:E)

¥ERYDNSH — VRO TT zone “” % localhost
zone “dnsops. jp” { BEED zoneBUL\D FEH A
type master;
file “dnsops. jp. signed”;
al low-transfer { 183.181.160.83; };
notify yes;

}s
zone “dnssec. jp” |
type master;
file “dnssec. jp. signed”;
al low-transfer { 183.181.160.83; };
notify yes;
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urquell.B2>3A0V.jp DiZE

AR nsl.dnsops.jp &—#&EH . allow-transfer (C localhost &

BB IP Address £i2i LU CLVD

zone “hanya-n. org
type master;
file “hanya—-n.org”;
al low—-transfer { localhost; 49.212.57.196; 49.212.140.172; }.;
}i
zone “xn——n8j1c913r6j1b. jp” |
type master;
file “xn—n8j1c913r6j1b. jp. signed”;
al low-transfer { localhost; };

}i

zone “example.net” {
type slave;
masters { 49.212.57.196; };
file “slaves/example.net”;
al low-transfer { localhost; 49.212.57.196, 49.212.140.172; },

slave © allow-transfer Os%EZ LU CL\D
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urquell.B:> AL ).jp DiZE cont.

master @ allow-trasfer

HARBNIC(F slave D7 RLRAZFHZEZEIFIELLY,

M. FEh Y — ik U TR UEVGERER(CEIR,

secondary @) allow-trasfer

HARM(C(E none THEDRRLY,

M. master ERRICFEICTY — X U CHERUIEWEERER
(CEduh,




2014%F 6 A 268 DNS Summer Days 2014 Fa—K!)7JL 28

named.conf Z8iR LU THD

T DD B ER E i
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rndc BdiE

key “rndc—-key” {

algor ithm hmac—-mdb;

secret 7 XXXXXXXXXXXXXXXXXXXXXX=="";
}s

controls {
inet 127.0.0.1 port 953
allow { 127.0.0.1; } keys { “rndc-key”; };

rndc HlE TN B RIRR (CFFA],

WMHEIRSAERC listen 95 address &, 7O X%F0] 93
address zE2 UEXU &£ Do
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rndc BE:E cont.

VAN =3l =
rndc-confgen -a
IRAEITFTLHNS LU !

EDBRNMDE ST (& BIND8 H5 DR RY#EE
ZIANOEDO>TRIEITSLWNTT,. » o
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JU

7 \ﬁgrﬂbk—?/ﬂ?ﬂﬂ

match—clients { any;
match—-destinations { any;

) g

recursion no;

KERDI(Z “recursion no” !
FERUDNSH — /)& U COEEDH ==, w1 DNSH—

JINELUTEMFEBRRVWE. FETY,

fDZITET T AL MERDTLSIRWLNE:-
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F1# 9 D operation W —)L
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named-checkconf

named-checkconf [-h] [-v] [-j] [-t directory] {filename} [-p] [-x] [-Z] |

named.conf DiZP%ZEIETE LU CcEh 9 1 OK.,

XEFIIIZ L T<NSD T, ZELT=5 mdc (reloadfreconfig) 35 Fi
[CHEFELEL LD,

RB. V—IBHREEEZDOIEZR(E named-checkzone TY,
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dig (CKDY —#rix

dig axfr ©@192.168.0.1 example. jp

34

FE)T zone ERXMER C= DD T, allow-transfer H'IE U < 5%

ESNCTVNDIHRE =R T DDICFIA

HEFSUTILDETFENTSUZILERICEITEY —> D7 A
JLDOFRRNME DIZE DRI E . -
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raw ﬂﬁ:_ﬁtd)y ~ J7 /I/) I/O)J 0/

named-checkzone -D -f raw example.jp /[var/named/example.jp.zone.raw

raw CaCihSNICW\BD I 7 A1I)LORRZMEZEUIEWEE(C,

HIRD dig T axfr CEWLWE,
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BIND9 ARM
(Administrator Reference Manual)

BIND 9.10 ARM  ftp://ftp.isc.org/isc/bindg/cur/9.10/doc/arm/
BIND 9.9 ARM ftp://ftp.isc.orgfisc/bindg/cur/9.9/doc/arm/
BIND 9.8 ARM ftp://ftp.isc.orgfisc/bindg/cur/9.8/doc/arm/
BIND 9.6-ESV ARM ftp://ftp.isc.org/isc/bind9/cur/9.6/doc/arm/

named.conf OEED) I 7 L > AT,

T I A ME/REBERESNTLVERIDCT., IKChHdo>I5BD
MEDTWND/N—==3>0D ARM ZHEERLFE U & D,
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BINDO @ Smart signing ZRU\/Z

=\ ]

DNSSECO)¢

K&, BoFAL).jp FEEOH UHS DNSSEC &L TET,

DNS Summer Days 2014 Fa—k)7JL

=B

D]

Domain Information: [ F XA JiEER]

[FAA 4]
[Domain Name]

[B&xEA]
[Registrant]

[Name Server]
[Signing Key]

[Signing Key]

[(Z8FAH]
[B3hHARR]
[R7E]

[ER A& ]

B - fLLN. JP
XN-—N8J1C913R6J1B. JP

Both L \MES
GUILD OF DRUNKS

urquel I. xn—n8j1c¢913r6j1b. jp
40756 8 1 (
872F8B4148E3AB1BFD8BCC45F9454819
CE667B96 )

40756 8 2 (
FCIF449CA7769A38A9028BE1E6220G8C
A98E7D34027D5755C526A7C40E75FBF5 )

2011/01/13

2015/01/31

Active

2014/02/01 01:05:15 (JST)

38
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BINDO @ Smart signing ZRU\/Z
DNSSECOHFE8ER cont.

http://E>3LL>. jp/material /20110205-nisoc/yoppara. pdf
http://B > $LL>. jp/material /20110205-nisoc/CreateZSK. sh. txt
http://B->3LL>. jp/material /20110205-nisoc/SignZone. sh. txt
http://B->$L0L>N. jp/material /20110205-nisoc/crontab. txt

2 3ALN.jp THIFB L TULVS BIND9 @ Smart signing ZHU\/z
DNSSECOERE. E2DEDE5VEEDSA ITHATILIC DT
SRBAUCERN D DX I D TTEHEMNDDINCIEEDE,

dnsops.jp EEIUGETERFTY,
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Questions ?




