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The key words "MUST", "MUST NOT", "REQUIRED", "SHALL",
"SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED",
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2. INTRODUCTION
2. [FU&IC

« 2.1. The history of domain names
R AA > BDRESE

« 2.2. DNS design goals
DNSODERD 73~

- 2.3. Assumptions about usage
FIARICDWTDIETE

« 2.4. Elements of the DNS
DNSOE 3=
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3. DOMAIN NAME SPACE and RESOURCE RECORDS
3. RAAEZEREVYV-IAL IR

- 3.1. Name space specifications and
terminology

ZRIZERID AR & FEE

- 3.2. Administrative gwdellnes on use
MALOEELDA RS1>

- 3.3. Technical guidelines on use
FRAEOEMAOA RS1 >

» 3.4. Example name space
Z a1 ZE Bl DAl

« 3.5. Preferred name syntax
ZBIDIEX
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3. DOMAIN NAME SPACE and RESOURCE RECORDS
3. RAAAZERMEVYV-IALO-R
- 3.6. Resource Records
DY —-XLd—F
- 3.7. Queries
A=y eic)
- 3.8. Status queries (Experimental)
AREBWEHE (EEREEE

« 3.9. Completion queries (Obsolete)
EUOEDE (LS
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3.1. Name space specifications and terminology
3.1. ZRIZERIOIRE RS
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3.1. Name space specifications and terminology
3.1. ZRIZERIOIRE RS
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3.1. Name space specifications and terminology
3.1. BHIZEEOIIREAE

« RAA> %
o J—RDRAA>ZIEED ) — KM
5)L—k_J—RETD)I\X DTN
JLOOU X

- 51) "www", "example" "jp",
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3.1. Name space specifications and terminology
3.1. BHIZEEOIIREAE

o« RAA>BOAEPERIR

s RAAZIESNILZEDIRTIZED

o IN)VIEADT 7Y hOESTEXFIITE
=Nd.

- "www"DREPERIARZ 16 EZN TR I &"3
77 77 77" &E18D,

o INTDRAAZAEIIL— BTEEDD,
L= bDSNILIENUlIXFETHDED.
ANEPRIR(E S A1 22Dz (C0/ A
NOEETZEDS,

- www.example.jp. DAEPFRIR
3777777 86578616d706c65?2

6a /700

- RAAZ DRSS
= RAAZZDADTY MMRIF255KT
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3.1. Name space specifications and terminology
3.1. AEIZERIOTIR EAEE

« AKXF/N\XF
o R XA 2 ADIEBDIRIC IR F/ N FZ2 X B U
TRUN,
o RAA 2 ZZZITHDICES(IERNF/INNF 2
HMERF I NS
« RFC 4343 "Domain Name System (DNS)
Case Insensitivity Clarification”
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3.1. Name space specifications and terminology
3.1. ZRIZERIOIRE RS

o« RXA /%O))UJ(JE/TJ:ODEEE
« INILDER=ZFE., N
Z""THTdD,
- 51) www.example.jp.
o RFAAZAFIL—K (ZBD) SN
JLTRRNDIZSH. By N THRIND
HIN(CIRD,
- 51) www.example.jp."ZED S5\
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3.1. Name space specifications and terminology
3.1. BEIZRIOAIREAEE

%‘@;d |\>(’I/ /4’% C‘_’_*ﬁsd |\>(’I/ /4’% www.example.jp.

g R AA 2%

TEX R XA 2%
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3.1. Name space specifications and terminology
3.1. AEIZERIOTIR EAEE

« X RXAA 2B EA DD DRERD

A

o }BX R XA A EFAVUTS OF: WX
SA—T7AILDAUTZ) PIRZRD X
N GE: UVILI—DERUX ) (C
XF L CAEXT,

o AU IAMRRII A MDA )\ —EU
TIL— NU"DEIRESN D, ADNZEEW e damie ()
FREHICRED"."HNKLKIEMND,
- 51) www.example.jp

- ->FQDN (Fully Qualified Domain
Name. T2 A1 >%) ?
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3.1. Name space specifications and terminology
3.1. ARIZEEOEERERAE

- FQDN (Eully Qualified Domain

Name., STEEBEIRAA2 %)

« R TLARILRAAZEXTZEATLR
XA 2%
- f5: www.example.jp

o DN EZ R UTCHRMEIRTER (TR ?

» RFC 1594 FYI on Questions and
Answers - Answers to Commonly
asked "New Internet User"
Questions
- 5.2 What is a Fully Qualified

Domain Name?
- RFC 1983 Internet Users' Glossary

- Fully Qualified Domain Name
(FQDN
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3.2. Administrative guidelines on use
3.2. IR EOBEBLA RS>

- PIE
s DNSOFEiHTARE U TIEHFEDW ) —iEE oo
JLODZIRFRA Z @ B LIV E VWD HEHC DUV TEL
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3.3. Technical guidelines on use

3.3. FRA LMD 1 RS1 >
- P
s DNSTIRD AT 1T FOBAF(CDULNTIRARTHLY
50
c AT O NEERAAZDYYVESD
+ RRIATEATZ 0 RT3 —IHER
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3.4. Example name space

3.4. ARIZERIDH!
- HEFOHFl. FIEEFRBIDOTER.

| | |
MIL EDU ARPA
| | |
| | |
R R + | R R R +
| | | | | | |
BRL NOSC DARPA | IN-ADDR SRI-NIC ACC
|
tm—————- o e e tm——————- +
| | | | |
UcI MIT | UDEL YALE
| ISI
| |
+-——4---+ |
| | |
LCS ACHILLES +--+----- e o —————— +

I (. I I I
XX A C VAXA VENERA Mockapetris
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3.5. Preferred name syntax

3.5. X LL\ARIDIEX

. IR
o IN)LDEX(C DT
« IN)LERA M
s SNRJLIFARPANET/RA MEDOFRANICHRED,
- RFC 952 DOD INTERNET HOST TABLE SPECIFICATION

- RFC 1123 Requirements for Internet Hosts -- Application
and Support ([CK DR MEDIEFRMNEE NI

- IRA M
s WNFCTIRED
— WX FHDWNIRFETIRESD (RFC 1123)
o MY FHDIWNIEETERND
o DX ZFIEIRYZF, BF. I\ AT HMEXSD
« SN
s SIN)UIZ63INFRE
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3.6. Resource Records
3.6. UY=L J—R
- I
o Y —ZLO— RICDWTOERBAZE ST B,
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3 6 Resource Records g

Y= Zl/ZI »
U‘J — AL d—
I\>(/]//%(j:/ I\%uﬁk/ujua_
Do

o % — RIEUY—XBHOE
FDZIF D, ETHEXLY,

s BFTEDZFICEEDITSN/E
Y — Zlﬁﬁlﬁd)&i D((Q:IDJIJ)/:Z p N
DUV —-AL RRs o L
b\b¢%m3n5 © ( exa'n'lplejp.J \IXN IS/OA:Ins.exl\ampele.jp. -

EFODOPFDORRsDIESE(TIE

example. jp. IN NS |ns.example.jp.
ETERLU. #EIFSNZY i 5 e
EE ; L\ \ 0 ple.jp. .0.2.
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3 6 Resource Records

PAYESY § Pl o
U‘J AL d— RoOREE
= owner (A—7—)

+ TDORRNGDD RAA %
» type (F17)

« COUYV—=XLOA—RDIYV—=XDF AT =559 B
Stanfzi6Ey bDfE, P4 T (IHRNRVUY — X %=
ZiR9 D,

- A, CNAME, HINFO, MX, NS, PTR, SOA

= class

. 7’% NJLTD 7=V —%Z#E5 9 dFs{bsnizieEwy b
Dz

- IN(the Internet system), CH(the Chaos system)



0

3 6 Resource Records

UY=L IR
U ‘J AL d— DR
o TTL
- RROAEFHAR. CDT+ —)L RISWEADI2E W ~EE
2, UVILIN=HFrwvS1FBES({ES, TTLIZRR
MEESNDECTICFrr v 1 U TCKWEREIZRT,
- RFC 2181 Clarifications to the DNS Specification
"8. Time to Live (TTL)"
- [ EREN
- &=/JME: 0
- BeKfE: 2147483647 (2731 - 1)
- By FUEY MM THDIESITIETTLZOERDONRE

= RDATA
c AT EDSAICHIFT DT —H,
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3.6.1. Textual expression of RRs

3.6.1. RRsO7FF+ X hEEIR
« RROFFX RRIRDOAEET

> RRIFIITTREND . EBEITICIRDHZE(C(FHEMZE
Do

example.com.

172800 IN NS a.lana-servers.net.
example.com. 3600 IN SOA dnsl.icann.org.
hostmaster.icann.org.

2012080872 7200 3600 1209600 3600 )
o {TDFEE(ZRRDA —F—,

example.com. 172800 IN NS a.lana-servers.net.

» ZHTIRFEDITIE. A—F—DHIORREBU EA87E
SYARSP

example.com.

172800 IN NS a.ilana—-servers.net.
172800 IN NS b.iana-servers.net.
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3.6.1. Textual expression of RRs

3.6.1. RRsDFF+ X hRiIR
« RROTFFRX MREOER - TTL,H1T, 05X
« A—F—DR(E. TTLESFAT ETT R,
o DS REFATFZ—FEZVIZED,
s TTLIFREZED.
» AT I ITHRIETH D
o IND S XETTLIEDDDOFT =Dz (CHIMNS K
<glg=nsd.
» RROFTFX hERIFDAZI — RDATA

: Y —XF =3B\ IRRORDATAE IS 3>
(FEBINRIROIEZED TE5ER BND.
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3.6.2. Aliases and canonical names

3.6.2. A& &IEINA

- PIE
> CNAMEIZ DL\ TDERBA
« CNAME
« CNAME(ZRI&(CX T B A —F—Z%Z5Hal 9 B,
RRODORDATATZOZ 3> DWind DIEREZERT .
s« CNAME RRH' — RICTFELES. fiDFT—H (&
FEINRESTIERL, N, ER&EETDRIZ
[CIEVVDNTIRRWEIREET B,
o CORBANETF v v 1 SNTZCNAMEISHER B —
JN—(CMEDRREY A T =R T D ERUICEDON
B EHBRAET B
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3.6.2. Aliases and canonical names
3.6.2. A& 1IETA

« RFC 2181 Clarifications to the DNS
Specification
"10.1. CNAME resource records"
« CNAMEODOEkZ BRHEAL

- CNAME ("canonical name") 1ExX#&] (X"alias
name" [Bl%] EREDITRZHITED

- CNAME(Z [RI%] ZRr9IDTIa<. [BIf] (I3
95 [IER$%A] ZR9
- A% IN CNAME 1ET(%
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3.7. Queries

3.7. BLvant

- HIE
s fEULVEDEICDULT

- HULEDTE
= DNSEIWVWENDTE ERNEBFEZEEXAYVETZ—2TA4A—Y Y b
TiE(INSD,

s XwtZ—T 4 - MIBICFEIT DUV DHDE
T4 —I)LREBVENDE/I(S A—-SF ERRZTIEND
oto>3>

s ANV —(CHBIREBEERT 1 —I)LRIEERBENE
bg%ﬁb%opcodec‘:ﬂ?r'(iﬂ54t“\y NONWEESIIAN
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3.7. Queries

3.7. BL\&ht
4Dt 3>
= Question
- BUOEHERZEMOBVENTE/ (S A—4
Answer
o|Z@dMDRR
Authorlty

- MMDIERNY —/\—Z R IRR., answerzZ=>3>®
VR T —5 DSOA RRTHE KLY,

= Additional
- DI 3 DRRZEDSRICEICILDONE LN
UYRR
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3.7.1. Standard queries
3.7.1

AREOEVEDE
: ,\—%@Fnﬁb\/\*)t*(i
» A—=T0v b RXA>2% (QNAME) .
- fUVOVEHES1T (QTYPE) .
- fAlLVENDTEUS X (QCLASS)
- ZRU. —E 9 DRRZZND.
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3.7.2. Inverse queries (Optional)

3.7.2. BELENDTE ((TH01HEEE
- RFC 3425 Obsoleting IQUERY(C X D B&LE
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4. NAME SERVERS

4. Z—/hH—)\—
« 4.1. Introduction
(EU&IC

- 4.2. How the database is divided into zones
F—AHAINR—ADY —>DBE|HFE

- 4.3. Name server internals
= I —)\—DAE
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4.1. Introduction

1. (FU&IC

- BiE
o R— A —)\—&EY -2 (CDUWNTEER L TTLYB,
e Zr—LH—)\—EY—>
o A= B —/)\— (I RAA>DF—IR=ADIJKN
> KJ—-T&HhB,
o T—AIR—=(IYV -2 EFEINBETICHEI SN
F— I —)\—RCHEN SN TLD,
s L= Lt — JIN—DEARBIRFI DI —> D
F—ANDBEWVWENDEICEIETBZETH D,
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4.2. How the database IS divided into zones
4.2. T—ANR—-R %) -2 ICHENTBDAE
- PIE
o F—AINR—R %N = (CHENTDBHEICDVTER
HA9 B,
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4.2. How the database is divided into zones
4.2. T—INR—-R &N =2 (ICHENTBDHE

- LRIZRIDDENI2DDEHE U
J — ROBITIITHOND,
o ALECDHIT(Fexample &jpdDFE

- i NIERBRIZERBORTIL—T
(TR DY —> B,

o V=2 (IREIFHAD T N TDZEID
VR E TR D,

« RFC 2181 Clarifications to the
DNS Specification "6. Zone
Cuts"(CEF(CERBRd D
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4.2.1. Technical considerations

4.2.1. FTVRZEE
« N —>& NI BT —HF4DDEN D
D

Z SANDINTD ) — ROVERT —
: z—\/@ T ) —REEEIT DT —
a é&btﬂj‘)—)&%ﬂﬁ@'%?—goe /

s, V—>208 FEROUIR, )
Iy WAV ECRII =Sy iy By A LD & 4

7\%3“2-_'7’@57 > \
(J)L—"glue">—4 &HEEINSD, )
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4.2.2. Administrative considerations

4.2.2. B LDERE
- FHBHD BB O RAA > ZEBIBUIEWWEEDRID—
(. IEUCLVERY —>%&&EBILU. 3|Y —>0OmBeaE
CEEZHZELUTCESDLDICEAEZEDIETH
Do

- FTLWH DY —> ([GEUEERINEIEINZS. L
WA JEROXR— LAY —/)\—ZHE I &%
TRINETCTCHD.

- RIRDBADEPET(E. ZEMNRZFHFDODICHE
72NS RRs &)L —RRsZHRY — > (AL TH S
D, MADY—2DOEEEIY —-2HY hOmAIT
BEUNSEZDI)L—RRsZIFSFITDAILDICT B,




4.3. Name server internals
4.3. R— LT —)\—DREM
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4.3.1. Queries and responses

4.3.1. BLVEDE ERNE

« 2= LU — )\ OFELLEEFNIZBERVESHE(C

0&FI D ETHB

- BULVENDE EILEIZRFC 10350 XA v tz—=
J#A—Xv NCTEEND.

- BWLVENDTEIIQTYPE, QCLASS, QNAMEZ ST,




4.3.1. Queries and responses
4.3.1. BLEDNEEILE
- IFHIBRRETE— K

« H—)\— & UCRBHEERTE— RIZIEFRTH S,
: O—HIVBRDFEE> TEIZT B,

: Ib\’}ﬁ\r(i__j_ o|Z& . D/\(L_H_:Eﬁb\'fmd)-!j__/(
~NDBRONTNHESD.

s FARTDF— LY —/\—(FIEFRBOEHEEE
2 LRITNIZIRS .




4.3.1. Queries and responses
4.3.1. BlLWSDE ELE

)ﬂﬁﬁi'—— =

: 074’) > hEUTCHRBEMRE— RIIBIRIER

+— R THhB,

. L_O)_:_ RTIE. Z—LH—){—(FUYV)L)\—D
"EELUTEMEL. IT5—HBAWNIEEZIRT,
LA L. SRR,

s COHY—EX(FR—LY—)\—TI(IIHI#EETdH

Do FT— L= )\—IBBRRE—RZFEDITIS

17> hEHIEUTHELLY,
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4.3.2. Algorithm
4.3.2. ZILJUX A
- B
o Z— NH—/)\—DRVWEDE(ICHITZZILTUX
LZERBALTLS.
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4.3.3. Wildcards
4.3.3. D14ILFO—R
- I
o SNV TIAE DFTEE L EF DRRsIZAFRIRIR
WLWZIT D,

« CDOXDIFRRZIA)L FH— R EMS,
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4.3.4. Negative response caching (Optional)
4.3.4. lEBIIGEDF v 0 ((THNHEEE

s BELEZFVYYVS 1B EICDULTOERBA
« irDHD

» The method is that a name server may add an
SOA RR to the additional section of a response
when that response is authoritative.

« RFC 2181 Clarifications to the DNS
Specification
"7.1. Placement of SOA RRs in authoritative
answers"(C&KDET1E
s Y —IAMWMFEEURWNWESEICLANRRICESDHDSOA
L 1— R(Zadditionaltz2 >3 /‘C(?ﬁa<authorltyt
7/3 /(L_%<
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4.3.4. Negative response caching (Optional)
4.3.4. [EHSEDF v ((THlHeE

« RFC 2308 Negative Caching of DNS Querles
(DNS NCACHE) CaFlli725i Bl E B ER

» RFC 10345 D& E A (8 - Changes from RFC

1034)
« X5 JFvw al(doptional T o7=h. RFC
2308 TlFF v 193558 . *HOTrTFvvia
HEURITNERRSIRNVWEKD (must) (Cixo Tz,

- Authoritytz2 =3 > dDSOAL d— RiEFvwwv>1 U7
TR B5R0 (MUST)

- T w21 UESOAL Od— RISISE ISR RTNIERS
20y (MUST) &
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4.3.5. Zone maintenance and transfers

4.3.5. V—2DFRST X

- HIE
o N — 2 BRXR(C DU\ TOERBA

« RFC 5936 DNS Zone Transfer Protocol
(AXFR) TAXFRDIARNTH 7Y TF—bhENT
LD,
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5. RESOLVERS

5. UYJLI\—
« 5.1. Introduction
(EU&IC

« 5.2. Client-resolver interface
D547 IOV)IN— A2AF—T1A

A

« 5.3. Resolver internals
N )L\ —DRER
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5.1. Introduction

1. (FU&IC

- PIE

s UV )V\— (31— —-—TOTTLhE RAAFR—

L©Y—I)N—AANDA>F—TTARADOTOT ST
>3,

s UV)UN—F 21— —-—TO0cLhs5YT)L—
S+ >A—)LdpDWNISZXFAO—)LIC KD EK
2. O—H)LDORA hOT—F&EH
DS DR TARU L VEIRZ IR T,
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5.2. Client-resolver interface
5.2. 25472 M-UVILIN—DA2F—T1T14R

JI‘E%E

HRAY R F QR HE

« TRA RS IRA K7 R ANDZE
« IRA 7 RLUAMWMSIR A hEANDZEHA
I LR YAV G
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5.3. Resolver internals
5.3. UVY)L/\—DAEB
- I
s UV )L)N—DZEZE(CDUN TSR
o B TUY)JLIN—
- Y —2X
» )L T
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RFC 1035MHEIR

1. STATUS OF THIS MEMO
CDOXEDHMIEDT
2. INTRODUCTION
(EU8IC
3. DOMAIN NAME SPACE AND RR DEFINITIONS
RAAHBZERMEIY AL O— ROERE
4. MESSAGES
Avtz—=
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NAST—=T71)L
6. NAME SERVER IMPLEMENTATION
FZ— L —)\—DEE
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i - SZ SR
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1. STATUS OF THIS MEMO

1. AXEDAIE DT

- P&
o CONEEIRAAEZI AT AEZTOTONIL
[CDWCOFElZEh I 3EDTH D,




2. INTRODUCTION
2. [FLU&IC

« 2.1. Overview
vy

« 2.2. Common configuration
HIBDIERK

- 2.3. Conventions
B D R&D
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2.1. OQverview
2.1. HEER
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2.2. Common configurations

2.2. ILHBDIERK
- UYV))L)\—Dm B EHCTHEA ISRk

Local Host | Foreign

I
+-—— - + - + | +--—---——- +
| | user queries | | queries | | |
| User |- > | |- | ->|Foreign |
| Program | | Resolver | | | Name |
| |<-=====———————- | |<=====--- |--|1 Server |
| | user responses| | responses | | |
+-———————- + - + | +-—-—---——- +

I A I

cache additions | | references |

\ I I

- + |

| cache | |

I



2.2. Common configurations
2.2, B OOWERK
. R Aﬂ ) \— D ESHINERK,

Local Host | Foreign

I

+-—— - + |

/ /| I
+-—m—————- + | - + | 4= +
I | | I | responses| | I
I | | | Name | -—————-=- | ->|Foreign |
| Master |--————————————- >| Server | | | Resolver|
| files | | | | <mmmmmmmm -1 |
| |/ | | queries | +-------- +



2.2. Common configurations

2.2. TLBRDIEK
° 7)|/'U'— EXUV)L)N\—DH DRk

Local Hosts | Foreign
I
+-——— - + |
| | responses |
| Stub R + |
| Resolver)| I |
| | ===mmmmmmmm oo + |
+---—————- + recursive | | |
queries | | |
\ I I
+--—————— + recursive +--—-——————- + | +-------- +
| | queries | | queries | | |
| Stub |- >| Recursive|--------- | ->|Foreign |
| Resolver| | Server | | | Name |
| <= | |[<======-- |--| Server |
+m———————- + responses | | responses | | |
4 + | +---—---—- +
| Central |

|
| cache | |
|
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2.2. Common configurations

2.2. B DOIERK
eV — /$ Xz {E DB

Local Host | Foreign
I
+--—-—————- + |
/ /1 I
+--—-—————- + | +---—-————- + | +--—-————- +
I || I | responses| | I
| | | | Name | ————————- | ->|Foreign |
| Master |--————————————- >| Server | | | Resolver |
| files | | I | <======-- | == I
I |/ I | queries | +-------- +
+-————— - + +-—— - + |
A |maintenance | +-------- +
| Fommmmmmmm oo |-> |
| queries | | Foreign |
I | | Name |
- |--| Server |

maintenance responses | +-------- +
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2.3. Conventions
2.3. ROR&D
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2.3.1. Preferred name syntax
2.3.1. ARIDIEX

. PIE
o RAA > ZDIEX
s IN)LDEX

: h%%/%@ﬁﬁl

<domain> ::= <subdomain> | " "
= <subdomain> ::= <label> | <subdomain> "." <label>
= <label> ::= <letter> [ [ <ldh-str> ] <let- d|g> ]

« <|dh-str> ::= <let-dig-hyp> | <let-dig-hyp> <Idh-str>
» <let-dig-hyp> ::= <let-dig> | "-"

= <|et-dig> ::= <letter> | <digit>
» <letter> ::= any one of the 52 alphabetic characters A
through Z in

= upper case and a through z in lower case
» <digit> ::= any one of the ten digits 0 through 9



RRRRRRRRRRRRRRRRRRREA:

2.3.1. Preferred name syntax
2.3.1. ARIDIEX
- SAJL
o SARJUBTRR NZOARANCHED.
. 'ﬁ%%‘@bﬁi% — RNFHDNIEHFTEFSD (RFC
+ BNYFHDNEIEFTHDD
- DX FIEIRF, 8F. I\ AT MEZD
o LEFDIRR NZ DI

- RFC 952 DOD INTERNET HOST TABLE
SPECIFICATION

= RFC 1123 Requirements for Internet Hosts --
A Z:|‘:)lei/cia;)_’cion and Support (CK DR bZDERNE

» INJUIE63XFKii
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2.3.2. Data Transmission QOrder

2.3.2. T—HHRXD|EE

- R
o T—=HDATTY LNV TONREZ AL T
Do




2.3.3. Character Case

2.3.3. KXFIN\XF

- E
s ARXF/NXFDHIDIFTNCDNT
« AXFINXFDXRH
o SNILD R XA AR EDLEBDER(C(FARSIEF
N F% X B UTR0Y,
o R F/INF DT
» AJEEIRIR D R F/ WX FZ#EFF I D
« RFC 4343 "Domain Name System (DNS)
Case Insensitivity Clarification™




BB\,

2.3.4. Size limits

2.3.4. 1 XDHIR

- BIE
o B XDHIPR
» B XDHIR
» IN)L
+ 63A DTy REH
JEZLT]
+ 255A 05w REUR
> TTL
- FEAE32E Y FMREDIEDER
= UDPXvt—=
- 512A 05w REUR



3. DOMAIN NAME SPACE AND RR DEFINITIONS
3. FAA 2 BZER ERRDER

- 3.1. Name space definitions
ZRIZEBOERE

3.2. RR definitions
RRDEE

3.3. Standard RRs

ZAEDRRS

3.4. ARPA Internet specific RRs
Internet$ 8B DRRs

3.5. IN-ADDR.ARPA domain
IN-ADDR.ARPA R XA~

3.6. Defining new types, classes, and special
namespaces - L N \
TUWSAT, OS5 R, Rl ZERIDERAE

]
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3.1. Name space definitions

s =
3.1. AFIZERIDER
- HIE
o RXA>%
= SN
e RAA2BESNILDE
o AwtZ—R0D h%’]’/%(i =D IN)L TN S,

o ZIN)UVE—DDADTTY bOESTEADTTY MOETE
IREN3,

o B RAAZIT)IL— bDONUITN)LTIEND, RAA>HE
(F0DE=D/)\1 N T#NDDB,

s BRSO EAI12E Y MIOITRRAD., ESDOATFTY bDFED
DeEY MISANILZ63ATTY RUATFICHIBET B,

s RAAZDOESIE255A057w KT,
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3.2. RR definitions
3.2. RROTES



1 1 1 1 1 1
0O 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
-ttt — bt~ ——+——+

I

/

NAME /

I
——t——t——t——t-—t-—t-—t-—t-—t-—t-—t-—t-—f-—t-—4-——+
TYPE |
——t——t——t-—t-—t-—t-—t-—t-—t-—t-—f-—-—t——t-—t-——+
CLASS |
——t——t——t——t——t-—t-—t-—t-—t-—t-—f-—t-—t——t-—4——+
TTL |

I
——t——t——t-—t-—t-—t-—t-—t-—t-—t-—f-—-—t——t-—t-——+
RDLENGTH |
=ttt ———p——t—— |
RDATA /

/
——t——t——t-—t-—t-—t-—t-—t-—t-—t-—-—-———t-—t-——+
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3.2.1. Format

3.2.1. 7A=Y Db

- NAME
- FEER. COUY—ILO—RICETSZ/—R
DEH]

- TYPE

» RR TYPEO— RDO—DZZV2ADU TV b
« CLASS
» RR CLASS— FD—DZZV2AU T v b




104

3.2.1. Format
3.2.1. 7A=Y Db
- TTL

« FFEAET32EY REE., VY —-XLO—RH
T w0 SN THEIVERIERRE.
« RDLENGTH
« RDATAD « =)L RDADFTY MRZRIFSEHL
16w RNEEEL,
« RDATA
o YV —RXZRIBAIZERDXZF,
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3.2.1. Format
3.2.1. 7A=YV b
- [EHEL)

= "SOA records are always distributed with a
zero TTL to prohibit caching.”

« RFC 2181 Clarifications to the DNS

Specification "7.2. TTLs on SOA RRs"

o ECICEHEERTNTULVRNWUL. ZDORIDORERL
ITHONTULVRL, ERETTLHOTHD C &= 18
TEINREZTTIERWLL. 0DTTLZFDSOAL O—
RZEIXET D EZERKLTHEWLTIRON,
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3.2.2. TYPE values

3.2.2. TYPEDIE
_

a host address

NS 2 a host address

CNAME 5 the canonical name for an alias

SOA 6 marks the start of a zone of authority
WKS 11 a well known service description

PTR 12 a domain name pointer

MX 15 mail exchange

TXT 16 text strings
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3.2.3. QTYPE values
3.2.3. QTYPE®D1E

- QTYPEFRILVEHOEDquestion/\— hTHTL B,
« QTYPEETYPEDXRX—/\—tzwv |,
« QTYPED"MAILB" &"MAILA"(3EDILTUVRUN,

QTYPE lvalue meaning

AXFR 252 A request for a transfer of an entire zone
& 255 A request for all records



105

3.2.4. CLASS values
3.2.4. CLASSO{B

CLASS value
mnemonics

the Internet

the CSNET class (Obsolete)
the CHAQS class

Hesiod

CH
HS

A W DN =
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3.2.5. QCLASS values
3.2.5. QCLASSD1E

« QCLASS(EZELVEDHOEDquestiontto=> 3> TcHHTL B,
- QCLASSIZCLASSDZ —/t—tzw ~

QCLASS value
mnemonics
b S

255 any class
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3.3. Standard RRs
3.3. R#EDRRSs



e LU
3.3.1. CNAME RDATA format

to—t——t— -ttt —F——p——f——F——F——4——+
/ CNAME /
/ /
t-—t——t— -ttt ——F——4——+

where:

CNAME A <domain-name> which specifies the canonical or primary
name for the owner. The owner name is an alias.

CNAME RRs cause no additional section processing, but name servers may
choose to restart the query at the canonical name in certain cases. See
the description of name server logic in [RFC-1034] for details.



112
3.3.9. MX RDATA format

t-—t-—t——t— -ttt bt —t——F——F——+——+

| PREFERENCE |
t——t——t——t——t -ttt ——————4——4——+
/ EXCHANGE /
/ /

t-—t——t——t-—t-—t-—t-—t-—t-—-—t-———————f——t-——+

where:

PREFERENCE A 16 bit integer which specifies the preference given to
this RR among others at the same owner. Lower values
are preferred.

EXCHANGE A <domain-name> which specifies a host willing to act as

a mail exchange for the owner name.

MX records cause type A additional section processing for the host
specified by EXCHANGE. The use of MX RRs is explained in detail in
[RFC-974] .



e
3.3.11. NS RDATA format

e B e e S  aatet B N e
/ NSDNAME /
/ /
e T aatt B B e e i st bt

where:

NSDNAME A <domain-name> which specifies a host which should be
authoritative for the specified class and domain.

NS records cause both the usual additional section processing to locate
a type A record, and, when used in a referral, a special search of the
zone in which they reside for glue information.



N
3.3.12. PTR RDATA format

s St st S e e e e e e
/ PTRDNAME /
t-—t——t——t-—t-—t-—t-—t-—t-—-—t-———————f——t-——+

where:

PTRDNAME A <domain-name> which points to some location in the
domain name space.

PTR records cause no additional section processing. These RRs are used
in special domains to point to some other location in the domain space.
These records are simple data, and don't imply any special processing
similar to that performed by CNAME, which identifies aliases. See the
description of the IN-ADDR.ARPA domain for an example.



e L
3.3.13. SOA RDATA format

s et St B e e Atk ST e
/ MNAME /
/ /
s et S e e e e e e e
/ RNAME /
to—t——t— -ttt —t——t——t——F——F——F-—+
| SERIAL |
I I
s et St B B e et ST e
| REFRESH |
I I
s it S e e e e et Aatat et
RETRY

I I
I I
to—t——t— -ttt —t——t——t——F——F——4-—+
| EXPIRE |
I I
s et St B B e e R St fatet Satt
| MINIMUM |

I I
e et Sttt ST e e B e
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3.3.13. SOA RDATA format

« MNAME

o CDI—=2DFT—FDAVZFILSEDWNIEITSA
JUTHBIR—LT—)\—DRXA> %,

= RFC 2181 Clarifications to the DNS
Specification "7.3. The SOA.MNAME field"
«- SOAL O— ROMNAMED «+ =)L RIZY —>DY X

S —H—)\DZBIZKE T Do

- V=2 BAROZRIZE NS TIIRN,
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3.3.13. SOA RDATA format

- RNAME
« CDYV—2DEFEBDA—ILI KL,
o BRIE) A—=ILT7 RLAD"@"Z""[CESZHZ D,
- f5]) "foo@example.com"(E"foo.example.com"(Z,
« SERIAL
V) —=>2DAVUDFH)LIE-—DFEEL32EY b
IN—=23>2FS, VX (ICDEZ#ITT B,

COOME(ZREIEIL. sequence space arithmeticz
5> T I B,

- RFC 1982 Serial Number Arithmetic CLEER
([C DUV CEHIIREREANY D D,
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3.3.13. SOA RDATA format

« REFRESH
o V) —>2% ) JL w1 9B3FETD3I2E W MFRHEIE
=R
« RETRY
« REQUTEV L WS aZBiITI X CD32E Y
NETE]EER
« EXPIRE

o V=2 MMERZ IR TR TORRID LRZRT 32
t“\y hd)ﬂﬁFﬁﬁd){Eo
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3.3.13. SOA RDATA format

- MINIMUM
o DY —2DRRZIXETDEZICHENDTTL
DE/IME, FEEL32EY K,
- RFC 2308 Negative Caching of DNS
Queries (DNS NCACHE)ICXDEBEISED
FrwvwS2DOTTLEUTCTBEESINC
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3.3.14. TXT RDATA format

e e et e e e el L EEE EEE Rt e e e e =
/ TXT-DATA /
e et L e e e e e S T

where:

TXT-DATA One or more <character-string>s.

TXT RRs are used to hold descriptive text. The semantics of the text
depends on the domain where it is found.
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3.4. Internet specific RRs
3.4.1. A RDATA format

e et L e e e e e T e e e SUL LE
| ADDRESS I
e et e e T e e R T R et SLE DLt L r

where:
ADDRESS A 32 bit Internet address.

Hosts that have multiple Internet addresses will have multiple A
records.

A records cause no additional section processing. The RDATA section of
an A line in a master file is an Internet address expressed as four
decimal numbers separated by dots without any imbedded spaces (e.g.,
"10.2.0.52" or "192.0.5.6").
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3.5. IN-ADDR.ARPA domain

- P
> IN-ADDR.ARPA RX A > (35| (IP7 RL-XH
S5RA RMEADYY E>DT) DizsHICALSGNS.
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3.6. Defining new types, classes,

and special namespaces

- B
s FTUWS A TPO05 ZA4FRl IR BRIZEEDERD
(Rt
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4. MESSAGES
4. Xwt—=
«4.1. Format
A —NXWY b
- 4.2. Transport
BRIX



ABDAIEDT

2—LH—/\— P +—L5—/\— B

(lEmy—/\—) | (teRit—/\—)
’y \

F—Lt—)(—
(TILB—EX
UYL )

UY)L)(—

NAS—
J71I)L

V—-HDUY—X
L J— Rz

-

UV —-XXLd—F

~

example. jp. “\

IN

SOA

ns.exampele.jp. ..

example. jp.

IN

NS

ns.example. jp.

ns.example. jp.

IN

A

192.0.2.1

~

~

et

/




RRRRRRRRRRRRRRRRRRE

4.1. Format
4.1. TA -V b

e ittt +
| Header |

e e e Pt +

| Question | the question for the name server
o +

| Answer | RRs answering the question
- +

| Authority | RRs pointing toward an authority
e et PPt +

| Additional | RRs holding additional information



7

4.1.1. Header section format
4.1.1. Headerz2=3> A —<wVv b

O 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
s el et B e e et =

I 1D I
e e e e e e e e e e T ey
|OR | Opcode |AA|TC|RD|RA| Z | RCODE |
e e A et L L L L L et et e e e E L ey T
| QDCOUNT |
e e T e L L e T e e ET e ET EET e ET e Er T ey L
I ANCOUNT |
R e T e e e e e s EEE L P E e rs
I NSCOUNT |
e e et ST L L L e et T e S e S T e T E L T eL e
I ARCOUNT |

o=ttt =t~ ——F——F——t-—F——+



R RRRRRRRRRRRRRRRRRRR A,

4.1.1. Header section format
4.1.1. Headerz2o=> 3> A —<v b
« ID
= 16w bOiERIF
- QR
= Query(0)H'Response(1)HhZRrI1EW b
-« OPCODE
« HVVEDEDOIEMEZRI4EY ~,
« AA
= Authoritative Answer (#&RidpBDOE) THDIWZE R
Jg1Ew b,
o XIS UTer— A —/{—hquestiontzo>3> D KA
A 2 RAICH I DIERZIFD CL\BINZERT,




R RRRRRRRRRRRRRRRRAN

4.1.1. Header section format
4.1.1. HeaderZ2o=> 3> A -V b
« TC
s TrunCation - Xwtz—hKE<<THYIDES SN
CEEIRY
« RD
= Recursion Desired - #r—AH—/\—(CHBIIE[VLED
BHE IR EZIBERT D
e RA
= Recursion Available - Z— LAY —/)\—H'BIFEVE
nEZEYR—~UTWWBIHNZERT,
o /
o JFRDI=HDFH, 0(CT B,
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4.1.1. Header section format
4.1.1. HeaderC2o=> 3> A —<Yv b
« RCODE
= Response code - & J1— R
- 0: No error condition
: Format error
: Server failure

1
2
3: Name Error
- 4. Not Implemented
5
6_

: Refused
15: Reserved for future use.



R RRRRRRRRRRRRRRRRRZY

4.1.1. Header section format
4.1.1. HeaderZ2o=> 3> A -V b

QDCOUNT

queonnt’J/El DI M —DZERIFFEHEU
16Ew NEEER

« ANCOUNT
o« answerZo> 3> DI M) —DEZ RIFF=5HEL
16Ew NEEER

« NSCOUNT
authorltyDZI NI >0) YV —-XLd—RD
W r~IHasEU16E W NEEEY

« ARCOUNT
- additionalL1— o> 3>0UY—AL 11— D

HermIHsEHUI6E Y ME ’;551




RRRRRRRRRRRRRRRRRRW,

4.1.1. Header section format
4.1.1. Headerz2=3> A —<wVv b

O 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
s el et B e e et =

I 1D I
e e e e e e e e e e T ey
|OR | Opcode |AA|TC|RD|RA| Z | RCODE |
e e A et L L L L L et et e e e E L ey T
| QDCOUNT |
e e T e L L e T e e ET e ET EET e ET e Er T ey L
I ANCOUNT |
R e T e e e e e s EEE L P E e rs
I NSCOUNT |
e e et ST L L L e et T e S e S T e T E L T eL e
I ARCOUNT |

o=ttt =t~ ——F——F——t-—F——+



RRRRRRRRRRRRRRRRRE .

4.1.1. Header section format
4.1.1. HeaderZ2=>3>»A—<wVv b

$ dig @127.0.0.1 emaillab.jp. NS
g

;; Got answer:
; ; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 33981
;; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 2

;; QUESTION SECTION:
;emaillab. jp. IN NS

;; ANSWER SECTION:

emaillab. jp. 86400 IN NS ns.emaillab. jp.
emaillab. jp. 86400 IN NS ns2.emaillab. jp.

;; ADDITIONAL SECTION:
ns.emaillab. jp. 86400 IN A 49.212.17.32
ns2.emaillab. jp. 86400 IN A 49.212.24.158



RRRRRRRRRRRRRRRRRRE:

4.1.1. Header section format
4.1.1. HeaderZ2=>3>»A—<wVv b

$ dig +norec @ns.emaillab.jp. emaillab.jp. NS
Bt

;; Got answer:
; ; —>>HEADER<<L- opcode: QUERY, status: NOERROR, id: 24693
;; flags: gr aa; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 2

;; QUESTION SECTION:
;emaillab. jp. IN NS

;; ANSWER SECTION:

emaillab. jp. 86400 IN NS ns.emaillab. jp.
emaillab. jp. 86400 IN NS ns2.emaillab. jp.

;; ADDITIONAL SECTION:
ns.emaillab. jp. 86400 IN A 49.212.17.32
ns2.emaillab. jp. 86400 IN A 49.212.24.158



RRRRRRRRRRRRRRRORE

4.1.1. Header section format
4.1.1. HeaderZ2=>3>»A—<wVv b

$ dig +norec @a.dns.jp. emaillab.jp. NS

;; Got answer:
; ; —>>HEADER<L<- opcode: QUERY, status: NOERROR, id: 35302
;; flags: qr; QUERY: 1, ANSWER: 0, AUTHORITY: 2, ADDITIONAL: 2

;; QUESTION SECTION:
;emaillab. jp. IN NS

;; AUTHORITY SECTION:
emaillab. jp. 86400 IN NS ns.emaillab. jp.
emaillab. jp. 86400 IN NS ns2.emaillab. jp.

;; ADDITIONAL SECTION:
ns.emaillab. jp. 86400 IN A 49.212.17.32
ns2.emaillab. jp. 86400 IN A 49.212.24.158
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4.1.2. Question section format
4.1.2. QuestionZo> 3> A -V b

1 1 1 1 1 1
o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5

o=ttt -ttt ——t——F——+——+-—+
I I
/ QNAME /
/ /
t-—t——t——t————t——t————t——t——F——t——t——F——+——+-—+
| QTYPE |
t-—t——t——t————t——t——p——t——t——p——F——t——F——+——+-—+
| QCLASS |
-ttt -ttt ——t——F——F——+-—+



RRRRRRRRRRRRRRRRRRR e,

3. Resource record format
3. UY=L DA—-RIA-VY b

0O 1.2 3 4 5 6 7 8 9 0 1 2 3 4 5

4.1.
4.1

/
—t-—t-—t-—t-—t-—t-—t-—-—t————p——p————t——t——+

R an bt B e e e A e et St e e
I I
/ /
/ NAME /
I I
R e an et St T e e e s S et
| TYPE |
R an bt B e e e A A e e Btat st St t
I CLASS |
R ian s 2 e e e e
| TTL |
I I
R ian s 2 e e et T e
| RDLENGTH |
R et T e e e e A s tatet e L e R ey
/ RDATA /
/

+_



RRRRRRRRRRRRRRRORE:

4.2. Transport

4.2. $raX

- B
o DNSDXwWtZ—HMUDPSH B UWEITCP TERIX =N
DT EZFRBAL TS,



R RRRRRRRRRRRRRRW

4.2.1. UDP usage

e Xwtz—=(3512)\1 MNTHIPEE=N B,

« 512)\A KD KRKEWAVTEZ—2EFUIDESHS
N, "\WA5—(CTCEwW &I TD,

« RFC 2181 Clarifications to the DNS
Specification "9 The TC (truncated) header
bit"([CTCEwW MO EDSWD EEICtEY hEnB
MEDULTOFEANSD B,

« RFC 2671 Extension Mechanisms for DNS
(EDNSO) [C&D., UDPT512)(A bKDKEFLN
AWV —ZEFXDCENTIEETH D,
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4.2.2. TCP usage

« RFC 5966 DNS Transport over TCP -
Implementation Requirements(C KD DNS

over TCPOAIARMEF TN TLD,




R RRRRRERRRRRRRRRRRTA

5. MASTER FILES
5. X AS9—=T7A1)L

«5.1. Format
« 5.2. Use of master files to define zones
- 5.3. Master file example



12
SEDEDIT

R—L—)\— PRt *—/H—/\— |

(Emt—/\—) | (1R —/(—)

DUY—X
NG

R—L—)(—
S 4 O . )
UV ) JY ALk

example. jp. ‘\IN SOA|ns.exampele.jp. ..

example. jp. IN NS |ns.example.jp.

ns.example.jp. JIN |A 192.0.2.1

=~ CE -/

UY)L)(—




RRRRRRRRRRRRRRRRRRR A,

5.1. Format

e T> MJU—(HTEBI(C,
o 7/]’7‘A73\ﬁ%':f't573‘5i% (C(FHEIM () THD.
e VAT LABDTIZA—-EUTAR—RAEST
HXOZEDHEAENDEIMEX D,
c ATORDODIEIOAAS RN TRNDBZENTE D,
s X NI "TIRE D,
s @IEAVU > ZITICRERT,




RRRRRRRRRRRRRRRRRRR =N,

5.1.

o T >
= <b
- $0

Format
S — Dz

ank>[<comment>]

RIGIN <domain-name> [<comment> ]

« $INCLUDE <file-name> [ <domain-name> ]
[<comment>]

= <domain-name><rr> [ <comment>]
= <blank><rr> [<comment>]

. <Ir>DER
« [<TTL>] [<class>] <type> <RDATA>
o« [<class>] [<TTL>] <type> <RDATA>



R,

6. NAME SERVER IMPLEMENTATION
6. R—LT—)—DE=

- 6.1. Architecture

- 6.2. Standard query processing

» 6.3. Zone refresh and reload processing
- 6.4. Inverse queries (Optional)

- 6.5. Completion queries and responses

« RE(FHR—LY—/\—DRFEBEMRITOREFT T
D, Fa1— ~UPILICERMNRVATIRD T,
s (FEE I D,




RRRRRRRRRRRRRRRRRR

/. RESOLVER IMPLEMENTATION
7. UV)LI\—DER
- 7.1. Transforming a user request into a

query
- /.2. Sending the queries
- /.3. Processing responses

- /7.4, Using the cache

« RE(IXR—LU—/)\—DREFEBMRITOANET CTh
D, Fa1— ~UPILICERADIRVIRTIRD T,
[N




R RRRRRRRRRRRRRRRRRRR Uy

8. MAIL SUPPORT

8. X—JLYR— K
. B



RRRRRRRRRRRRRRRRRR

9. REFERENCES and BIBLIOGRAPHY
9. R ESE A

- A
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DNSDEFRLIRD
ZYIF—hb
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RFC 1123

Requirements for Internet Hosts -- Application and Support

- 1 ML

» Requirements for Internet Hosts --
Application and Support

o A A=Y MR MDEKREIE -
I o—2 3> EHR— b
- PIE
o A A=Y NIRRT DR MNEHIEINREE
REBIEZTEHTLD,
s 553 . IR MEYPDNSOHYR— MMIDWLWTH




Y
RFC 1123

Requirements for Internet Hosts -- Application and Support

- 2.1 Host Names and Numbers
A & EER
o IRA NDSEDERET (RFC 9520DclET)
+ TRA MEDBRAIIDXF IR FDHTHDEM. BFEMEZD
S I VAN Yt
: /;_I‘\Z hEDRS(E24XFETTH DM FaDLDI(T/HED

= TRA N
- WY FHANIEFETIEES
- WYFHBNIEHETERNS
c BOXZF(IRNE, HF. I\ A ITHMEX S
=« IRA RNV I DTS
« 63XFFETORA REZINNDIRTNIZRSIRLY (MUST)
- 255NFFEFTCONRA MEZIRONRETHD (SHOULD)
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RFC 1982

Serial Number Arithmetic

« 14 ML
Serial Number Arithmetic
U7 ESEE

*E%%
= RFC 1034 &RFC 1035T (Y —ERX(CHITB
SOAL — kD> UJ7) L ESDLEE(C "sequence
space arithmetic"Zz{£ 2 LEEh =N TLD,

= LM L. "sequence space arithmetic"ZdDED
DIEFENRLN,

» RFC 1982 TCIEZDEEZITD




R RRRRRRRRRRRRRRRRRZA.
RFC 1982

Serial Number Arithmetic
EI':‘EI‘SE-S‘D(:f(:é:c‘:&Jéc‘:
= S U 77)LBES DI
- 32w bOFRFEE UEEER
- FH|(X[0 .. 4294967295] (2732 - 1)
. E—Kfﬁb\bO(L_FJ 95, DFD. 4294967295+1

(0
- IENNODEE(X[0 .. 2147483647] (2731 - 1)

« U 77)LESDOIEDHMENDRANEL T THNIL
[= U 77)LESDEN(increment)] &HIETg 3,
- f5]) [4294967295 — 0] (FEHDH1RDT, [15
il E¥IRFTESD,




RN,
RFC 1982

Serial Number Arithmetic
- U7 ESDEST
« RFC 2182 "Selection and Operation of

Secondary DNS Servers"

- 7. Serial Number Maintenance”

- BIED> CTAREITEIESZMITCLE>IEHmEIC. I
SWESICHIFEIITHENENTH D,
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RFC 2181

Clarifications to the DNS Specification

- 51 ML
= Clarifications to the DNS Specification

> DNSO{LHRDBRRE(L

- B
o CONXE(IDNSOIARDEI-E & U TR ST T LY
DREFICDODNWTERL., HERSNIZXREDEZ

3= 9 Do



155
RFC 2181

Clarifications to the DNS Specification

- 4, Server Reply Source Address Selection
s LILFIR— LS —)NCHBITAILEDEET ) K
L ADIiEIRFGE
-« 4.1. UDP Source Address Selection
- BWVEDEDIEL ) RL XA ZIGEDIXETF RLX
LTty 95,
« 4.2. Port Number Selection
- BUWLVEDEOXETT/RN— FMESZIHNEDIETT/K— b
EBEsEUTED,
- IE(FIERSNIER— RESHSIXESTND.
- DNSODTIL/I>R— . 53




RRRRERERRERRRERERRRRRRRRaA:
RFC 2181

Clarifications to the DNS Specification

« 5. Resource Record Sets
s [@AOINIL, SR AA4TOIUYV - L T— R
DEFXFDZ [UVY—-XXL - Rty ~]
(RRset) EEET D,
« VVEDEICXTUT., BEhEYT DBRRMEEDHDEE
(C(&. RRset® I N TDHDRRZIRT,
s RRsetD I N TDHRRIFEUTTLZEDS,




RRRRRERRRRRRRRRRRRRREN,
RFC 2181

Clarifications to the DNS Specification

- 5.4.1. Ranking data

o T—ADEFEHEDIELICDODVWTIRU TLD. FICITSIEERL.
- Data from a primary zone file, other than glue data,
- Data from a zone transfer, other than glue,
- The authoritative data included in the answer section of an

authoritative reply.

- Data from the authority section of an authoritative answer,
+ Glue from a primary zone, or glue from a zone transfer,

- Data from the answer section of a non-authoritative answetr,
and non-authoritative data from the answer section of
authoritative answers,

- Additional information from an authoritative answer,

Data from the authority section of a non-authoritative

answer, . o
Additional information from non-authoritative answers.



5%
RFC 2181

Clarifications to the DNS Specification
- 6. Zone Cuts

= Zzohe
= zone cut
= "child" zone

= "parent” zone
= zone's "origin"

- 6.1. Zone authority
o V) — > DIERLIC DT
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RFC 2181

Clarifications to the DNS Specification

« /. SOA RRs
= SOAL O— RICE T BEdikZz3D(E1E




Sy
RFC 2181

Clarifications to the DNS Specification

- 7.1. Placement of SOA RRs in authoritative
answers

- RFC 1034 "4.3.4 Negative response caching
(Optional)"dMOABHIEHE D TLID,
- The method is that a name server may add an

SOA RR to the additional section of a response
when that response is authoritative.

o« ZHT 4 TF v v 1DEE(CTESOAL OI— RE
authorityz2o >3 > (CHLTEIET B,
- SOA records, if added, are to be placed in the
authority section.
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RFC 2181

Clarifications to the DNS Specification

« /.2. TTLs on SOA RRs
» RFC 1035 "3.2.1. Format"OREH\EHED TLYD,

- SOA records are always distributed with a zero TTL
to prohibit caching.

« /7.2. TTLs on SOA RRs
o ECICHBEENRNTULVRNUL, TEDXDIRER(IITH
NTULVRON, %%(JTTLD\OTEZ)L_&:EUE@/\‘%
TIFIRVL, ODTTLZHEDSOAL J— RZXET D
CERERLTHLIITR,
- This is mentioned nowhere else, and has not
generally been implemented. Implementatlons

should not assume that SOA records will have a

TTL of zero, nor are they required to send SOA
records with a TTL of zero.
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RFC 2181

Clarifications to the DNS Specification

- 7.3. The SOA.MNAME field

o (AR C(IERME(CTE D TLIDML K HEH =N TS,

» SOAL 1— ROMNAME D + —)L RIFV —> DY
7\/9 *j J\DZRIZHTE I Do

s NV — 2 BROZRIZE S NRETIERLY,
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RFC 2181

Clarifications to the DNS Specification

- 8. Time to Live (TTL)
« RFC 1035(CHITBTTLOEE
« 2.3.4. Size limits
- positive values of a signed 32 bit number.
- 3.2.1. Format
- a 32 bit signed integer that specifies the time interval
- 4.1.3. Resource record format

- a 32 bit unsigned integer that specifies the time
interval

= BRHE(C I B
- FIEE U
- 52/JME: 0
. BAfE: 2147483647 (2731 - 1)
- R LIEY M1 THBEZ(CETTLZOEINDONRE



Ay
RFC 2181

Clarifications to the DNS Specification

« 9, The TC (truncated) header bit
« TCE W MZDUWLWTODEREA



RRRRRERRRRRRRRRRRRR M,
RFC 2181

Clarifications to the DNS Specification
- 10. Naming issues
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RFC 2181

Clarifications to the DNS Specification

- 10.1. CNAME resource records
=« CNAMEDE Kz BR#E1 L,
- CNAME ("canonical name") TIEXX#& 1 (&"alias
name" [B1%] EREDITRIZHICED

- CNAME(Z [5l#&] ZR9 DT, [hl%&] (C3
93 [IEN#&] 2R
- Bll& IN CNAME IEX%




RN,
RFC 2181

Clarifications to the DNS Specification

« 10.2. PTR records
« PTRL O— RE—DZFHFDENDDIFERD,
=« PTRL-O— RODfEIC(IE (CNAMETEEIND)
B2 THD TIRBEIRLN,




e 15%]
RFC 2181

Clarifications to the DNS Specification

« 10.3. MX and NS records

» MXL J— R ENSLO— OB (CNAMETIE
FRcND) BIATHD TFRSIRUN,
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RFC 2181

Clarifications to the DNS Specification
- 11. Name syntax

s DNSIZTRA &M 5FT—4/\, IP7Z RLAMSHRK
AREBNERYETITREDHIEITOEDTIER
A

- DNSIZ AN ERERST —ASIXR—XThhD. KA
IR T — SRR IRBN TIRINTE B,




7L
RFC 2308

Negative Caching of DNS Queries (DNS NCACHE)

- 1 ML

= Negative Caching of DNS Queries (DNS
NCACHE)

« DNSHEIWEHDEDRTFT T+ wvS 1
- P&
o Z2HT 4 TF w1 (CDVWTOFMREE & B
EHxRZI{TDOCLDB,
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RFC 2308

Negative Caching of DNS Queries (DNS NCACHE)

o 5{5%4%034”\5@25""5‘ (8 - Changes from RFC
« 2T+« TF+ v a(IoptionalTH o =M. RFC
2308CTlEFFrwv>19dHFEE. RAOTATFvrwy
> 2B URITNUERSIRNKD (must) (Cixo Tz,
» Authoritytz2 =3 > dDSOAL JI— R EFrwv=>a U
IRFNULTERSIRLY (MUST) o
« w0 UESOAL Od— RIFEE ISR R FNIUE7R
57320y (MUST)
« SOA Minimum”J - —JL R
» BELEDTTLE UTHEDN D,
o« TTR BIDER CEERE SN CLVEHBERE NI,




R RRRRRRRRRRRRRRRRR A,
RFC 4343

Domain Name System (DNS) Case Insensitivity Clarification

- 1 ML

» Domain Name System (DNS) Case
Insensitivity Clarification

s DNSDOARNF/INF% Xl Uik & DR
- B
o RXAA 2 BDAXF/NLF 2 XA UIRUN,
+ ASCIIXXFH SR
s COXEFTDERZRAL. (ITHERZIRECT D,




RRRRRRRRRRRRRRRRRR A
RFC 4343

Domain Name System (DNS) Case Insensitivity Clarification

o E‘ib\éb’d(:ﬁb\t(ikﬁ(—?ﬂ\}i—?’i XBIFARET
SN
o IRD2DD RAA 2 ZDBWVWENEIFEURERERD,
- foo.example.net.
- Foo.ExamplE.net.
-« KR
- [EEREITICOX61-0x7ADEHE DX F (/I\XF) THNUX
0x207Z51<,
o RN F/NXFDMEFT
° gﬁ%‘%@ﬁﬁ DAV FILVDAXFINFZfFTFINET




RRRRRERRRRRRRRRRRRRA.
RFC 4343

Domain Name System (DNS) Case Insensitivity Clarification
« SNILDIRT—THE
- DNSOTJO DL EFBE Y hXFEFEX D,
« XF 11— RH'0x00-0%20,0x2E(.),0x7F-OXFF C& 3
YFZ)\WIRXSWVS 1A TIAT—T I3k
- J\WORXSwWE (¥ + XFEI— RO3TD+ES
. Q)J DASYZa(¥) + XF (ASCIIEI=Fa]gEX F D5
> 451
- )W ORXSwSa"\" = "\092" or "\\"
+ EUAR"." - "\046" or "\."
¢ ANR—=R" "= "\032"




RRRRRRRRRRRRRRRRRR M
RFC 4343

Domain Name System (DNS) Case Insensitivity Clarification

« Use of Bit 0x20 in DNS Labels to Improve
Transaction Identity

s ELYDInternet Drafth' '\ DTIRES=NTCLVE,
-« BF"dns 0x20"
+ KXZFDO1— RIS LTOX20EY h&EIITD E/N
YFD1— R,
. 0x41 (A) + 0x20 = 0x61 (a)
s Fr VI ARAXZONANDMEER LB
BN ET B,
s BUVVENTE EZDRIZFICBVDWTANF/N FExi
5931 Z=FIAT B,




R RRRRRRRRRRRRRRRRRA:
RFC 4343

Domain Name System (DNS) Case Insensitivity Clarification

- Use of Bit 0x20 in DNS Labels to Improve
Transaction Identity
« V)L —=(FRVWED B ICRKXF/INF=ZES A
LTERET Do
+ FOO.ExAmplE.nEt.
o« RV — /) \— (ZEWED B DO&BIZ A F/NF
ZFUEEFIE-LUTCEZET D,
+ FOO.ExAmplE.nEt.

o UV )L\—(FRWEDOE &BIEDXFF) = hE U
&%gbfﬁﬂ(zﬂn 192, ERNIADEIE LT
2 50
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RFC 5452

Measures for Making DNS More Resilient against Forged Answers

- 1 ML

= Measures for Making DNS More Resilient
against Forged Answers

« DNSZ4ADEIZE(CX I DM ds# b a4

- PIE

« DNSZEARIERIGEZZTF1TDZ &S U T
R I BIEICDUVTCEA I B,




R RRRRRRRRRRRRRRRRR
RFC 5452

Measures for Making DNS More Resilient against Forged Answers

- 9.1. Query Matching Rules

» RFC 2181 "5.4.1. Ranking data"dDNSOEFE 4478l %
Bt 9 DRIC

s UV)UIN—DEXRIIRODLIDRBBEVENDEDOEEDINT
(. ISEDN LU TLVRIFNIEIRRS7RLY (MUST)
- BIWVEDBEDIER T RLRICHH T BIXETT RLX
- BWENDTEDIXET) RL RIS I B9 RLX
- BEWEDHDEDEET/R— MIX I BFEHN— ~
- BIWLWEDHOEID
- BULEDHE DA
- BWEDEDOISRESAT

s —EURRWISEIFIARIE EHIRT UIR NS5 780N
(MUST) .
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RFC 5452

Measures for Making DNS More Resilient against Forged Answers

- 9.2. Extending the Q-ID Space by Using
Ports and Addresses

= UV)L)IN—DFEE (MUST) :
» NNEEANDOREIWEDEI(C(E. ERRICHIHTECrIgERR
PR D KEWVEBID/R— hESHS FHIARBEIRMIXETT
M— hESZFED

- FEIIF(CIERORBIVEHhEMNE CIIEZSI(IC(E. B D
BRRDFETN— FESZFED
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Measures for Making DNS More Resilient against Forged Answers

- 9.3. Spoof Detection and Countermeasure
- DYV)UNSFEF Rz U5, UDPREILVEDEZ
EL., TCPTERITSETELL (MAY)
» TCPIFFEFRIC KT I DM A R
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RFC 5936

DNS Zone Transfer Protocol (AXFR)

- 51 ML
» DNS Zone Transfer Protocol (AXFR)
= DNSDY —>8mx 70 )L (AXFR)
- E
= RFC 1034 &RFC 1035(CHIFBAXFROEENA
T2 THD. IREVUTERURITNEIRSRVLE
ZAhHD. HEERMEZHEL TS,
o CDOXEIFAXFROFIUWEER TH D,
o [FhUUL] (FAEEER TS SAXFREEEEDIERHETR
EERZCExT DHREEKRSUT,
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DNS Transport over TCP - Implementation Requirements

- F1 ML

» DNS Transport over TCP - Implementation
Requirements

- DNSODTCPERIX - Rk EEKFEIH

- B

o DX E(EDNSDTCPTOEMXDERSEIR % B3
9 Do

» TCPHY/R— bHSHOULD T 7cdZMUSTIC T
Do
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DNS Transport over TCP - Implementation Requirements

- 4. Transport Protocol Selection

«» INTOIBEFEOEHMNDDNSDZEZRE(FIUDPETCPOMMm A

ZHR— MURRITINERSR0Y (MUST)

@W JIN\—DFEE(L., [HEDOHY A X%&E—DDUDP/\
T I\(‘_HY&Jé*j/rZ(C%UBE LIRWKDICTCPEYR—
USRS IRLY (MUST)

- BIRREREY —/(— (BDVNETAT—H—) DOERF.
TCPZFIHTEB3H—/)\—HDBDOKRERHAADILEZE
TCPAFIATED S A 7> MIETDIDOZIHITIRANK
S(C. TCPEYR— MURRITNIZIRSIRLY (MUST)

« XATUYVIVIN—DEE(L. BBOOSA7> M LER
OH—/)\—EDOHEEZEREZSIRE URLWEDICIHEYTT
X%, TCPEYR— MURRITNIZERRSIRLY (MUST)




DNSOERGTHRS LUV 7Z7YvIT— b (Fi8§)

RFC 1982 / PS RFC 4343/ PS
Serial Number Arithmetic Domain Name System

(DNS) Case Insensitivity
Clarification

RFC 1034 / STD 13 V

DOMAIN NAMES - ‘/

CONCEPTS AND RFC 2181 / PS

S
FACILITIES & larifications to the DNS RFC 5452/ PS

J Specification § Measures for Making DNS
RFC 1035/ STD 13 4 _ More Resilient against
DOMAIN NAMES - A b ‘ Forged Answers
IMPLEMENTATION AND \- S

SPECIFICATION N RFC 2308 / PS

‘ Negative Caching of DNS \ RFC 5936 / PS

Queries (DNS NCACHE) . DNS Zone Transfer
RFC 1123 /STD 3

Protocol (AXFR)
Requirements for Internet
Hosts -- Application and
Support

Il RFC 3425 / PS
. Obsoleting/IQUERY \ RFC 5966 / PS
w7 — DNS Transport over TCP -

— 7
Implementation
—> i3 Requirements



155

DNSDHEREER
(KL EONTNSED)



R RRRRRRRRRRRRRRRRRR A\
RFC 2671

Extension Mechanisms for DNS (EDNSO)

« 1 NIL
» Extension Mechanisms for DNS (EDNSO)

- DNSODOILREENE (EDNSO)
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Incremental Zone Transfer in DNS

« 14 NIL
= I[ncremental Zone Transfer in DNS
« DNSDZEDY — > HRX
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RFC 1996

A Mechanism for Prompt Notification of Zone Changes (DNS NOTIFY)

- 1 ML

= A Mechanism for Prompt Notification of Zone
Changes (DNS NOTIFY)

« V) — 2 ZBEDBEAMEE (DNS NOTIFY)
- iE
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ZEZBEI DNOTIFY opcodeZiRET B,
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RFC 2845

Secret Key Transaction Authentication for DNS (TSIG)
« 51 N

= Secret Key Transaction Authentication for
DNS (TSIG)

- DNSOWEIR(IC LD NS> TS 3250
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Generic Security Service Algorithm for Secret Key Transaction
Authentication for DNS (GSS-TSIG)

- 1 ML

= Generic Security Service Algorithm for Secret
Key Transaction Authentication for DNS
(GSS-TSIG)
- DNSOfWZE#E NS > Y 0> 3 > E8ED D
GSS-API (GSS-TSIG)
- E
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HMAC SHA TSIG Algorithm Identifiers

« 1 L
» HMAC SHA TSIG Algorithm Identifiers
« HMAC SHA TSIGJ7)L1U X Iai#nl+F
- 2
» TSIGCHMAC SHAZIRD HEZIRET D,
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Dynamic Updates in the Domain Name System (DNS UPDATE)

- 1 ML

» Dynamic Updates in the Domain Name
System (DNS UPDATE)

- DNSICH T DEBIESFT (DNS UPDATE)

v
= UPDATE opcodeZfE> T. EE LY —>DRR
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RFC 3007

Secure Domain Name System (DNS) Dynamic Update

- 1 ML

» Secure Domain Name System (DNS)
Dynamic Update

o 41 7772 DNSEIHIER
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