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Phreebird Suite

mDan Kaminsky KM # &R LI-DNSSECZ A HIZEEITB-HDY—/L

otOarI4Fal— 3> TENMEI HDNSSEC Proxy
(BEFF DDNSDRTEXIZERE 5 & TDNSSECH IS MFET)

o/NEIER = - ELEM D (Phreebird E{A TY—X3—K1400%7)
O LD DEERIGHAEERE

- DNS over HTTP

- DNS over X.509 over SSL

OBSDTAM R

dnsseclab.org A ? dnsseclab.org A?

Phreebird DNS

dnsseclab.org A 182.48.47.26 dnsseclab.org A 182.48.47.26
+ EHL3—F(RRSIG)
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dnsseclab.org A ? dnsseclab.org A?

Phreebird DNS

dnsseclab.org A 182.48.47.26 dnsseclab.org A 182.48.47.26
+ EHL3—F(RRSIG)
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EAFIE@Cent0S35.5

WA AR—IU

# wget http://}.mp/9vI6L6

# tar zxpvf phreebird_suite 1.02.tar.gz
# cd phreebird_suite 1.02

# ./depbuild.sh
# make:make install

IR AR

# phreepheed -g

WC )

# phreepheed -b 127.0.0.1:50053

¥ ListentR— kA 572U ESnamed(&50053%ListenL TLVA A8 5E
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1. DNSICEERWLEDHLE
# dig -p 50053 @localhost www.dnsesclab.org +dnssec

2. PhreebirdZfSiLNVEHE

# dig @localhost www.dnsseclab.org +dnssec
3. ValidatorcTHEERWE Nt

# dig @validator www.dnsseclab.org +dnssec

4. DS/DNSKEYDEF
# dig @localhost dnsseclab.org ds or dnskey

5. ValidatorTHEEBULEHE(FELLZELRACY)
# dig @validator hoge.dnsseclab.org +dnssec
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7€ (DNSICE#ZRL VS DHHE)

# dig -p 50053 @localhost www.dnsesclab.org +dnssec

.. Got answer:
., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41405
;; flags: gr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 3

;; QUESTION SECTION:
;www.dnsseclab.org. IN A

;; ANSWER SECTION:
www.dnsseclab.org. 3600 IN A 182.48.47.26

; AUTHORITY SECTION:

dnsseclab.org. 3600 IN NS ns2.dnsseclab.org.
dnsseclab.org. 3600 IN NS nsl.dnsseclab.org.
(LLTRS)
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5% (PhreebirdicRAL & D)

# dig @localhost www.dnsseclab.org +dnssec

.. Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21153
;; flags: gr aa rd; QUERY: 1, ANSWER: 2, AUTHORITY: 3, ADDITIONAL: 3

;; QUESTION SECTION:
;www.dnsseclab.org. IN A

. ANSWER SECTION:

www.dnsseclab.org. 3600 IN A 182.48.47.26
www.dnsseclab.org. 3600 IN RRSIG A7 33600 201012222354(k&)
. AUTHORITY SECTION:

dnsseclab.org. 3600 IN NS nsl.dnsseclab.org.

dnsseclab.org. 3600 IN NS ns2.dnsseclab.org.

dnsseclab.org. 3600 IN RRSIG NS 723600 201012222320 (F&)
(LLTRS)
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5 (ValidatorCTHERVL & bHHE)

# dig @validator www.dnsseclab.org +dnssec

.. Got answer:
., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 37076
;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 3, ADDITIONAL: 1

;; QUESTION SECTION:
;www.dnsseclab.org. IN A

;; ANSWER SECTION:

www.dnsseclab.org. 1847 IN A 182.48.47.26
www.dnsseclab.org. 1847 IN RRSIG A7 33600 20101222(kg&)
. AUTHORITY SECTION:

dnsseclab.org. 1847 IN NS ns2.dnsseclab.org.
dnsseclab.org. 1847 IN NS nsl.dnsseclab.org.
dnsseclab.org. 1847 IN RRSIG NS 723600 201012221 (B&)
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7% (DSHH{F)

# dig @localhost dnsseclab.org ds

;; Got answer:

., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33307

;; flags: gr aa; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;» QUESTION SECTION:

;,dnsseclab.org. IN DS

. ANSWER SECTION:

dnsseclab.org. 3600 IN DS 553827 199EC5167D2828ABBC
6ESAECECCFFF9A20764EEGE

dnsseclab.org. 3600 IN RRSIG DS 723600 20101223004908

20101125004908 55382 dnsseclab.org. glgzVX5+ShhjHrIRhKHp9oNa3zLh
vOKfP3DYyKxwJG6x3/g42KxfXU3r5 UmyCEXLsGde42INnSWSe+ERM(ER)
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7€ (DNSKEY®DERS)

# dig @localhost dnsseclab.org dnskey

;; Got answer:

., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47401

;; flags: gr aa; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; QUESTION SECTION:
;,dnsseclab.org. IN  DNSKEY

;; ANSWER SECTION:
dnsseclab.org. 3600 IN  DNSKEY 256 3 7 AWEAADS8|s87tbU/11/J

RI/HXDy4HW{30W4Zrx/V04E1980R6+h/Bbmtz 08lvTdzA35JYuj4VaNW (ER)
dnsseclab.org. 3600 IN RRSIG DNSKEY 7 2 3600 2010122223

0555 20101124230555 55382 dnsseclab.org. djZODWqvB4izucM5t3axf(#g)
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7€ (DNSKEYDER{F) X fthks X1/ TOHH

# dig isc.org DNSKEY

;; Got answer:

., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54465

;; flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;» QUESTION SECTION:

J1Sc.org. IN  DNSKEY

* ANSWER SECTION: ZSK

isc.org. 7072 IN DNSKEY 256 3 5 BEAAAAPWwIVZOcyC ()
isc.org. 7072 IN  DNSKEY 257 35 BEAAAAOhHQDBrhQ (B&)
isc.org. 7072 IN RRSIG DNSK| KSK 200 20101220230155
20101120230155 12892 isc.org. Sfuc6cOzgrkK+9Fb0xz+rdvz3jCYVNLIT(BK)
isc.org. 7072 IN RRSIG DNSKEY 5 2 7200 20101220230155

20101120230155 14457 isc.org. jnNw3duXbcD2wMkWzC32wrwqUjKdN(E&)
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FE (ValidaterCHEELEVL R XA 2BERVVEDE)

# dig @validator hoge.dnsseclab.org +dnssec

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: SERVFAIL, id: 4681

;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 1

;» QUESTION SECTION: ! ?
;hoge.dnsseclab.org. IN A

;; Query time: 30 msec

. SERVER: 182.48.47.65#53(182.48.47.65)
- WHEN: Thu Nov 25 12:35:37 2010

» MSG SIZE rcvd: 47
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FE (FELEVRACY) XK AL O

# dig @validator hoge.edu +dnssec

;; Got answer:

., ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 37832

;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 8, ADDITIONAL: 1

;» QUESTION SECTION:

;hoge.edu. IN A

. AUTHORITY SECTION:

edu. 898 IN SOA a.edu-servers.net. nstld.verisign-grs.co
m. 1290656409 1800 900 604800 86400

edu. 898 IN RRSIG SOA 71900 20101202034009 20(F&)

4ABIJHN8DS5BNN7IINILPPSF6SONE7GEOSI.edu. 898 IN RRSIG NSEC3 7
286400 20101202023446 20101125022446 44056 edu. MJq0IQP4wYpv(BR)
(AT & HE)
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FE (FELLEVRX12) XNSECIMERL

# dig @localhost hoge.dnsseclab.org |fgrep "IN NSEC3"
6697ts2is7hvngjtgok247189d9tkvis.dnsseclab.org. 0 IN NSEC3 1 0 1 1290
66G7TS2IS7THVNGJITGOK247L89DITKVLU A RRSIG

[ZIXRELC

nsvipjbg4f4np3jig9bburhug2kev2th.dnsseclab.org. 0 IN NSEC3 1 0 1 1290
NSVIPJBG4F4HPSJIQ9BBURHUQ2KEV2TI RESERVEDO A NS CNAME
SOA NULL WKS-PTR HINFO MX TXT AAAA LOC SRV NAPTR CERT DS
SSHFP IPSECKEY |G NSEC DNSKEY DHCID NSEC3 NSEC3PARAM

SPF FFRL

alalm6ugrp79gkjhbdg6miibc6tinsgf.dnsseclab.org. 0 IN NSEC3 10 1 1290
AIALM6UGRP79GKJHBDQ6MIIBC6TINSQH A RRSIG

_— A%V TEEE
FZERL

ml Copyright © 2010 NRI SecureTechnologies, Ltd. All rights reserved. 14




7% (ldns_chase)

# ldns_chase www.dnsseclab.org
|---www.dnsseclab.org. (A)
|---dnsseclab.org. (DNSKEY keytag: 55382 alg: 7 flags: 256)
|---dnsseclab.org. (DS keytag: 55382 digest type: 1)
|---org. (DNSKEY keytag: 61598 alg: 7 flags: 256)
---org. (DNSKEY keytag: 21366 alg: 7 flags: 257)
---org. (DS keytag: 21366 digest type: 2)
|---. (DNSKEY keytag: 40288 alg: 8 flags: 256)
|---. (DNSKEY keytag: 19036 alg: 8 flags: 257)
---org. (DS keytag: 21366 digest type: 1)
|---. (DNSKEY keytag: 40288 alg: 8 flags: 256)
|---. (DNSKEY keytag: 19036 alg: 8 flags: 257)

All OK

www.dnsseclab.org. 3597 IN A 182.48.47.26
243772704 IN  RRSIG A7 33600 20101222165448

20101124165448 55382 dnsseclab.org. (E&):{id = 55382}
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BDNS over HTTP
OGETAYYRFTBASE64TO—KLf-DNSY I ZEFHK1T
®DNS over UDPIZHARTHEBLELV/ S T+—T 2 X (QPS)A A5
eDan Kaminsky KA Frf@ 3 % Recursion Venturestt TH—E X2 {it

BDNS over X.509 over SSL
® I ANEA
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B0 74FaL—avERBRTH-ODEYTIYAZEELCLY
OZSKIFE—DHDEEYV—2TEH
OKSKHVEELY
ONSEC3(FERL (White Lies)

B —E RS IEZ L

_ Phreebird Suite BIND/NSD+a

BEADBRZS O A

A=k DNS£{KT—>D V—2mIER - B
i 32 NG FH-BE-FEHH
DNSSECD 5L X O
ATFUR ? O

i 55 14 % s ? O
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BIEATNETH?

OpenDNSSECOFI A A X— NRIESRE

o Twitter / DNSSEG.JP: &

= C M | D twittercom/dnssec jp/status/G0034220754 o A

HSM
\ | W suviens amanz L |

Enforcer Ewitt B B - —
(R B A A N witkter; F—iy FAT-)L RESERR BE ~LT OFTOH
T7AIL or V—Vkz OpenDNSSEC )

Pyt [Auditor  Signer | % HBAREDFHRE
- S http://www.opendnssec.jp/ [ZfE#Hh % 1B

MLTULKFEED & #dnssec_jp

603 Ph Mow 2dth, 2000 webhs EfE o —F

J— EEEFONSSECOR©OBAE (1. dnssecp
CNETEEDLTREZDY— %

B 200 Twitter ZHHEE @@L 700 3F-43 -3 MR EREI AT R FIRRE T -
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OpenDNSSEC.JPDIV TV Efmin® (THSHW) £ 7=

R IR KRESAERTFTRY ATLKRARI)

€« c ﬁ‘ ) www.opendnssec o/ home /ope ndnsse cho—sette|

OpenDNSSEC.JP COY-AHERE

FyN F—dy =
BWATZaTIL OpEﬂDNSSECE&E77“UL’
OpenDNSSECERE F7-1
I
T b ud Hix
1 ERE 271 LRE
2 confxml
3 kasp.axml
4 zonelist.x

WEIILEE
OpenDNSSECH B E7 I MEBET T, SAEZ7/L PO ISED R FISO60EFRLE 7.

conf.xml OpenDNSSECT £1{#587E

kasp.xml - FRDA) L —ERE

zonelist xml =g I DA NAERTE

zonefetchxml | V=W ¥FE - EETIE T OO RE

softhsm_conf SoftHSMDL A LA SR E u
o
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®Phreebird Suite 1.02
®http://s3.amazonaws.com/dmk/phreebird_suite 1.02.tar.gz

BPHREEBIRD SUITEL1.0:
INTRODUCING THE DOMAIN KEY INFRASTRUCTURE

® http://www.slideshare.net/dakami/phreebird-suite-10-introducing-the-domain-
key-infrastructure

mBlack Ops of Fundamental Defense:
Introrucing the Domain Key Infrastructure

® http://www.slideshare.net/RecursionVentures/dki-2
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