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NICT =
JavaScript Same-Origin Policy

http://x.example.com/a.html
http://x.example.com/dir/b.html

https://x.example.com/c.html

http://x.example.com:81/d.html

http://y.example.com/e.html
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JavaScript

Java (LiveConnect, Applet)
Flash Player
Adobe Acrobat

® Same-origin policy

19-NOV-2007 DNS Rebinding Attack

o

®95%
LiveConnect (JVM): 40 60msec
Flash Player 9: 200msec
IEG, IE7, Firefox 1.5/2, Safari 2: 1sec
LiveConnect (without JVM): 1.3sec
Opera 9: 4 sec
[1]
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®DNS pinning
DNS
TTL
[ pinning
IEG/IE7/Firefox 1.5/Opera 9/Safari 2
®Flash Player XML policy
SWF
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®\Web [1]
® 91%
Flash Player, LiveConnect, Java+proxy
Flash Player 9 86.9%
® IP
10 IP 100
botnet
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DNS (1)

dnswall[2]
CNAME
A/AAAA RR
NXDOMAIN

o ?
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DNS (2)

11.22.33.44
auth.44.33.22.11.in-addr.arpa IN A 11.22.33.44

abc.example.org.auth.44.33.22.11.in-addr.arpa
IN A 11.22.33.44

o Java
Flash Player
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DNS

O®DNSSEC
authoritative zone
® ?

O®DNS ?
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Web

®pinning 1
document.domain = document.domain;
DNS

O®HTTP Host Header

@ JavaScript
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[1]
ACM CCS 2007
http://crypto.stanford.edu/dns/

[2]dnswall
http://code.google.com/p/google-dnswall

[3]
http://wizardbible.org/33/33.txt
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