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@ IN NS nsl.sharp.co.jp.
@ IN NS tgl.sharp.co.jp.

jp IN CNAME ualsharp.hs.llnwd.net.

zone apex(CCDNZ#EzLY---«(CNAMEEZZV)) [HDHDHDH D]
TH. zone apex(CCNAME(FE TR0
B | iR XA > Tzone cutg NUELZ X "3 |

“h[miUMilLl

©lnternet Initiative Japan Inc.



[l R 5 S B

= ’e‘b{ DNSSECE# L7=3 | | RRSIG jp.sharp/CNAME alg 8, id 26718:
The Signer's Name field of the RRSIG RR
(sharp) does not match the name of the

DNSKEY DNSKEY

= zone containing the RRset (jp.sharp).
E DNSKEY
= $ORIGIN sharp.

A @ IN SOA ..

ﬁiXMMWm @ IN NS nsil.sharp.co.jp.
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https://lists.nlnetlabs.nl/pipermail/unbound-users/2020-November/007018.html
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(#ig?)TLDDzonelCIZCNAMEL J— REWTIZWLNFRVNS L
b\'C\g' 1. DNS Service - TLD Zone Contents et

Notwithstanding anything else in this Agreement, as indicated in section 2.2.3.3 of the gTLD
Applicant Guidebook, permissible contents for the TLD’s DNS service are:

L i

1.1. For the “Internet” (IN) Class:
1.1.1. Apex SOArecord
1.1.2. Apex NS records and in-bailiwick glue for the TLD’s DNS servers

1.1.3. NSrecords and in-bailiwick glue for DNS servers of registered names in the
TLD

TEITHEN

1.1.4. DS records for registered names in the TLD

1.1.5. Records associated with signing the TLD zone (e.g., RRSIG, DNSKEY, NSEC,
NSEC3PARAM and NSEC3)

1.1.6. Apex TXT record for zone versioning purposes

1.1.7. Apex TYPE65534 record for automatic dnssec signing signaling

thanks JPRS BE_[‘;&I\@_C.‘T/U httDs://newgtlds.1canr].org/s1tes/default/flles/agr‘eements/
agreement-approved-31jull7-en.pdf#page=40
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https://newgtlds.icann.org/sites/default/files/agreements/agreement-approved-31jul17-en.pdf
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1. CNAME Flatting(C3 i UTEHEBIDNS (U —EX)

2. HTTPS (Type65) RR
HAEA#R: HTTPSODIEIGHZiHEIMYI D “HTTPS DNSL
:I_‘ K" DiREMR @ IN HTTPS @ cdn.example.com.
FEEDONIE U HDEFE
e iOS 14

e Chrome
e FxMDWindows, LinuxTCIIiERTEYd

o JIVH—ERUYVILINICIIFEBIREISETND
A: 57% AAAA: 29% HTTPS: 12%
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https://tools.ietf.org/html/draft-ietf-dnsop-svcb-https-01
https://asnokaze.hatenablog.com/entry/2020/07/19/234103
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DEIN, BITOBAEEBEFHZHALLIIZ=U)N,
BERERCESDEPETHURGDFEE A,

FHI10:24 - 20204108278 - Twitter Web App

1M8HDOUYA—F 31405IAYA—k 619 DL\

DT Y41 MEGREEORHSE

20204108278

WE, —SORECHNT, BtHzIHA Hd&h‘cémb\cb\oﬂﬁgh‘%ib‘cbD%Tf.,
BRF. St JH—)(—BROESB(CHEL. 225 28 (D7 BR (= BRS
UTHED., BEIDBBEEEICRBESNZRAHTI.

RS, BHE(CHETNZHEERD. WIi-FilkgEOFF/ON, RADBRE TREIT I BENTTNET.
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https://www.saddns.net/

SAD DNS®DICMP rate limitzHW]/Z

Y4 RFvRIVIEZEICDULT - knqyf263's blog
https://knqyf263.hatenablog.com/entry/2020/11/19/200900

CDAS1 R(E8EIknqyf263KMblogitE & X LHIEIEITTT
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https://www.saddns.net/
https://knqyf263.hatenablog.com/entry/2020/11/19/200900
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TXID(2/16) * source port#{(65535-1024) = 2~32

source portESZHAN(RAE)T S 2ET. > hOE—%
2A16+2/16 (=2/17) ICFF5N3

#EA753%: ICMP port unreachable&. &®Drate limitzZFIH
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source portDHEflEE (1)

1. ZUV\WTRL\portlcUDPI\T Y h&#%(T DT 35 EICMP port
unreachablehi®R3

LML, Chic(Erate limith'hh > TUWLWT. LinuxTIETT A4
JL k50packet/20msec

2. 20msecBlAIC, [EBES5Dsrc IPT. 50EDERSDdst
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source portDHEHIGE (2)
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HATEKIFZRHEL/CentOSTI(E
. 6: global rate limith 2L\ TRER U
- 7: 3.10RIEWHESHD 8: EHD

What versions of the operating system were affected?
Linux 3.18-5.10 << 5.912&£ES

Windows Server 2019 (version 1809) and newer (*)
macOS 10.15 and newer (*)

FreeBSD 12.1.0 and newer (*)

*: we did not test older versions
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DNS Cookie

X{SAIDICMP port unreachableZ #xh{b GEMT)
ICMP(v6)Z28hEMU TIEAATT (&<ICIPV6)

ICMP port unreachable®rate limitdS >4 Afk
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https://tools.ietf.org/html/draft-vixie-dnsext-dns0x20-00
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=b38e7819cae946e2edf869e604af1e65a5d241c5
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https://dnsops.jp/event/20130529/dnssec2013springforum-yamaguchi-1.pdf
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Table 3: Production Resolver Attack Results

Exp. RTT Probe loss |Name sever|Average [Success
range mute level |time taken |rate
Base(D) |0.2-1.2ms|~0% 80% 504s 20/20*
Base(M) |0.2-1.2ms|~0% 80% 410s 20/20*
Mute Lv.|0.2-1.2ms|~0% 75% 1341s 18/20*
Mute Lv. |0.2-1.2ms|~0% 66.7% 2196s 20/20"
Mute Lv. [0.2-1.2ms|~0% 50% 8985s 9/20"
Altered |37-43ms [0.20% 80% 930s 5/5*

*: 1-hour threshold. #:

3-hour threshold. D: Day. M: Midnight
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Figure 6: Response Loss Rate under Different Query Rate

[Alexa top 10kdDS55. OAXAFE66.7%=ZBRI=DI(I.
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