DNS Summer Day 2020
NXNSAttack ® 7K - &

BmAZHXACK
BT~y g
BiE T ACK
I —




| &S Kik

B =28 1~290F8E
B NXNSAttack@ 5 BR S5~67 2 fE
B NXO OAttack? 7~80 12K

0 RRUH—RELTRRDBZZHEVTLWERIDTREBNZEZAMNVETRE
EEIFESIOTI N . DNSOEZLE-LOTEDBY (FEEISEFEFT .

Copyright © 2020 XACK, Inc. All Rights Reserved. 1




opyright © 2020 XACK, Inc. All Rights Reserved.



| Bt S HXACK S4H#EA Aick

|
FLHER
B Ry T—HF7 Y —S3 0 AT LSBT AV IR T 7R

AR GREEO>TUET,

XACK RADIUS KRR D AT LA E M EERADIUS Y —/\—

XACK DHCP DHCPv4/V6 i 5t s & 4 BEDHCPH—/ 38— (GUIxt )
XACK DNS BIEEEEM T EX17DNSH—/\— (GUIRIS)
XACK DNS Zone Editor <ILFTFUMREL AT L (GUI)

XACK EAP Tester RADIUSOZAT7 b Z2al—4—

Copyright © 2020 XACK, Inc. All Rights Reserved. 3




XACK DNS & m#g ﬁ@
I

XACK DNS O 451K

B JI)LRISYFEHFEDEEDNS Y —/\—

B TRA—[RAL—THERMERE- T IV JLIN—HERE - T4 T —F —#RE etc...
B EDa2—)LIEIZLS#BED RLEIZEHAIEE

B IR ETRE—EBHEE T4+ T —F — LA SO E LS ET,. BENEET IV —
VIZDOWTIFERSHDEE. TITEVNY —UITDVWTIEEIHICEREE. F

B REH—/\—HaE
B 1IDDAVAZVATEHROY—/IN—DBFHELTLEIHLDESITIRFSZEMNAIRE
B RESEEIROLEE - KFEHRTOEAEEHY

Copyright © 2020 XACK, Inc. All Rights Reserved.



NXNSAttacké&

opyright © 2020 XACK, Inc. All Rights Reserved.



NXNSAttack (& Aick
I

B D)LYV IILIN—EEB Y —/N\—ZFREFICHETETHHFEFE
B AU DE—TYMIIER Y —/\—7
B JHo R —/N—(CHTH=, FELEWRZRBIONSLO—F(NXNS) K EIZH 5
LEEEREFIRT ZET, TILYYV ILIN—EIEREH —/N\—EDREIZZ LD HOYEY
FRESTHENOIKHE
B RFCEYICEEBICAFIBRETSSELEOMEZIZH->TLES

B DNSTORIILDNREREWN=LSEED T, EEGHOEENCOMEEHEREAELT
B XACK DNS

BIND

Unbound

PowerDNS Recursor

Knot Resolver

B RAR—U LB TR
B 5. SHBADEE TIER Y —/\—DT7RFLREREIZCELEHLEDADI(E
ALO—FDH& (AAAAL O—RZERRLELN) ELET,

Copyright © 2020 XACK, Inc. All Rights Reserved. 6



NXNSAttack (& ek
I

s\ WEE

Copyright © 2020 XACK, Inc. All Rights Reserved.



NXNSAttack (& ek
I

3

KEEHNAELT-
VR —/\—

Copyright © 2020 XACK, Inc. All Rights Reserved.



NXNSAttacké& (& ek
I

3

Copyright © 2020 XACK, Inc. All Rights Reserved.



NXNSAttacké& (& ek
I

3

WEIZFAINTLES
L)Y JLIN—

7

Copyright © 2020 XACK, Inc. All Rights Reserved.



NXNSAttacké& (& ek
I

8

Copyright © 2020 XACK, Inc. All Rights Reserved.



NXNSAttack& (&
I

Gub.example.com. NS subOOl.xack.jp\
sub.example.com. NS sub002.xack.jp.
sub.example.com. NS sub003.xack.jp.

sub.example.com. NS subXXX.xack.jp.

. J

[ example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved.




NXNSAttack (& ek
I

3

f “sub.example.com.” [& \

“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

qubXXX.xack.jp.” [ZRELTVET ! )

( example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 13



IIIIII q

NXNSAttack (& ek
I

s QNAME="001.sub.example.com.” QTYPE=“AD

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &

[ example.com |

“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§1?E LTLVET ! )

Copyright © 2020 XACK, Inc. All Rights Reserved. 14



IIIIII q

NXNSAttack (& ek
I

3 %ub.example.com.”(DAIz:l—F"E%&i'C 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &

[ example.com |

“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§1?E LTLVET ! )

Copyright © 2020 XACK, Inc. All Rights Reserved. 15



‘ g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§EE LTLVET ! )

T

QNAME="001.sub.example.com.” QTYPE="A"

[ example.com

Copyright © 2020 XACK, Inc. All Rights Reserved.



‘ g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§EE LTLVET ! )

T

“001.sub.example.com.”"MALaA—K % Z T !

[ example.com

Copyright © 2020 XACK, Inc. All Rights Reserved. 17



NXNSAttack& (&
I

4 “sub.example.com.” [&
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

k“subXXX.xack.jp.”] .:§1I LTLVET ! )

~

| example.com |

T

‘ g ——"

\ACK

“001.sub.example.com.”"MALaA—F%#H % T 'j

sub.example.com
sub.example.com
sub.example.com

sub.example.com

. NS sub001.xack.jp.
. NS sub002.xack.jp.
. NS sub003.xack.jp.

. NS subXXX.xack.jp.

Copyright © 2020 XACK, Inc. All Rights Reserved.




‘ g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§1I LTLVET ! )

T

“sub.example.com.”[&
“sub001.xack.jp.”&"sub002.xack.jp.”&
“sub003.xack.jp.”&

\.‘.. o ” : \ 1 :
[ example.com J subXXX.xack.jp." IZEREL TS K !

Copyright © 2020 XACK, Inc. All Rights Reserved. 19



‘- g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

QNAME="sub001.xack.jp.” QTYPE="A"

e

qubmx.xack.jp.”.i .:§1?E LTLVET ! )

[ example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved.



‘- g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

“sub001.xack.jp.”"MALI—F%# % T !

e

qubmx.xack.jp.”.i .:§1?E LTLVET ! )

[ example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved.



‘ g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§EE LTLVET ! )

N\

QTYPE="sub001.xack.jp.” RCODE="3" (NXDomain)

[ example.com

Copyright © 2020 XACK, Inc. All Rights Reserved.



‘ g ——"

\ACK

%ub.example.com.”d)m/:l—P’é?ﬂli‘c 'j

NXNSAttack& (&
I

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§EE LTLVET ! )

N\

“sub001.xack.jp." A TS A RIEFEELELK !

[ example.com

Copyright © 2020 XACK, Inc. All Rights Reserved. 23



‘- g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

QNAME="sub002.xack.jp.” QTYPE="A"

awea

qubmx.xack.jp.”.i .:§1?E LTLVET ! )

[ example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 24



‘- g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

“sub002.xack.jp.”"MALaI—F %% % T !

-

qubmx.xack.jp.”.i .:§1?E LTLVET ! )

[ example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 25



‘ g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§EE LTLVET ! )

N\

QTYPE="sub002.xack.jp.” RCODE="3" (NXDomain)

[ example.com

Copyright © 2020 XACK, Inc. All Rights Reserved.



‘ g ——"

\ACK

%ub.example.com.”d)m/:l—P’é?ﬂli‘c 'j

NXNSAttack& (&
I

4 “sub.example.com.” [& )
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

qubmx.xack.jp.”.i .:§EE LTLVET ! )

N\

“sub002.xack.jp." A TS A RNEFEFELELK !

[ example.com

Copyright © 2020 XACK, Inc. All Rights Reserved. 27



‘ g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

/ “sub.example.com.” [& \
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

“sub003.xack.jp.”"MALI—F%##HZ T !
“sub004.xack.jp."MALI—KRZE#H X T !
“sub005.xack.jp.”"MALI—F%##H % T !

i

“sub003.xack.jp." A TS A RNEFEELELK !
“sub004.xack.jp." A TSR RIEIFELELK !

k“subXXX.xack.jp.”] .:§1I LTLVET ! )

_example.com | “sub005.xack.jp. A TS BRI IFAFEL AL & !

Copyright © 2020 XACK, Inc. All Rights Reserved.



‘ g ——"

\ACK

NXNSAttack& (&
I

“001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )

“sub001.xack.jp.” &
“sub002.xack.jp.” & - -
“sub003.xack.jp.” & BAT! BUNOK! SHZT! >EUVWK! -

BAT! S>BUOK ! SEAT! B! >
k“subXXX.xack.jp.” [ZRELTVET ! )

[ example.com

Copyright © 2020 XACK, Inc. All Rights Reserved. pXe)



‘ g ——"

(ACK

s %ub.example.com.”o)m/:l—P’é?ﬂli‘c j

“sub001.xack.jp.”"®MALO—F%&# 2 T !
“sub002.xack.jp.”"®MALO—F & X T !
YsubB03-xackjpPAI=KEHZ T L

NXNSAttack& (&

/ “sub.example.com.” [& \
“sub001.xack.jp.” &
“sub002.xack.jp.” &
“sub003.xack.jp.” &

cache_ns_name_limit = 2

ksubXXX xack]p”l FELTLET ! ')

./ 5

“sub001.xack.jp." A TLS A RNIFELE LK !
“sub002.xack.jp." A TSI A RNFIFELALK !

|_example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 30




NXOOAttack ?

opyright © 2020 XACK, Inc. All Rights Reserved.



| NXOOAttack ? Aick

s IS ot=oKERR !
—>NSLA—FLAN TELRIBROBIEN R ARG D TE ?

n HWELEEOLIWLIEHR
1. MELAZTRETED (HBERNRELGDIY—N—FROIDAHETIEETED)
2. FOREEIZTIVIJILIN—DBRIERREITLY,
NXDomainZ {2 L3 ZiEMIFAIENTES
3. LNV ILIN—DBEDOLI—FEB{oNSET
BHEBWEHLEETOIIIITHITSIENTES

Copyright © 2020 XACK, Inc. All Rights Reserved. 32




| NXOOAttack ? Aick

|
1. FZEEZRTETES (HWEBEXNRELDY—N—ZFROHNDAHETIEETES)
2. FOREREELIZTIL)VILIN—DERIERRZITLN, NXDomainZJ{A K5 I2iEmITAIENTES

,—

3. TLUYANA—ABROLI—FEBONAETHMEMV A HEETILSIHITHLNTES

B {5 : NXNSAttack
v NSDNAMEIZRZE4L£FHBTFETED (V=2 DERY—/\—IZHITENB)

v' NSDNAMEZHFZELLZWTHAIRHINZT SHIET, 7LV )L/ A—HNSDNAMED
A/AAAAL O—RZfRRLIZITE  NXDomainz AL T RITHISENTES

v EBEIZKEIINSLO—FZ{153 5L T BHDA/AAAALO—KREB{S5NEETY
L) IILN—DREHEBWNEHLEEITOIEIICTHENTES

—SEHER !

Copyright © 2020 XACK, Inc. All Rights Reserved. 33



‘ g ——"

\ACK

| NXOOAttack ?

| “001.sub.example.com.”"MALaA—F%#H % T 'j

4 “sub.example.com.” [& )

“sub001.xack.jp.” &
“sub002.xack.jp.” & - -
“sub003.xack.jp.” & BAT! BUNOK! SHZT! >EUVWK! -

BAT! S>BUOK ! SEAT! B! >
k“subXXX.xack.jp.” [ZRELTVET ! )

[ example.com

Copyright © 2020 XACK, Inc. All Rights Reserved. 34



| NXOOAttack ? Aick

|
1. MELFRTETED(HEANRELZ Y —/IN\—ZFROIDHETIEETED)
2. FOREREELIZTIL)IILN—DETFIRRZITLY, NXDomainZJFA K52 mITAZIENTES
3. ZILNVILN—DEHOLIO—FE®/oNSETEHEIBNEHLEEZTILSIHITLHENTES

B NXCNAMEAttack
v CNAMEIZEEEXFRETEDL (V-2 DERY—/\—ICAIITHEN D)
v CNAMEZHZEELEGWTH AR HIZTHET, ZILUYV IILIN—CNAMEZBERLIZIT
= . NXDomainZ & A LIIERITAHIENTES
X CNAMEIZEE. 1 D2DEZFIZDEFIDLMRETET . EHEIRVEHLEZITOILSIZH
T3 5IEMNTELRN

—FRMHRERK 5

Copyright © 2020 XACK, Inc. All Rights Reserved.



‘- g ——"

(ACK

| NXOOAttack ?
|

“001.sub.example.com.”"MALaA—F%#H % T j

ﬁ)l .sub.example.com. CNAME 001.xack.jp J

|_example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 36



‘- g ——"

(ACK

| NXOOAttack ?
|

“001.sub.example.com.”"MALaA—F%#H % T j

“001.sub.example.com.”M IEE# £ li
"001.xack.jp.”TY !

|_example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 37



‘- g ——"

(ACK

| NXOOAttack ?
|

“001.sub.example.com.”"MALaA—F%#H % T j

“001 sub.example.com.”M IEE# 4 li
"001.xack.jp.”TY !

“001.xack.jp.”"MALa—F%##Z T !

-
e

“001.xack.jp."EA TS A RNEFELGLK !

[ example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 38




‘- g ——"

(ACK

3 %ub.example.com.”d)m/:l—P’é#ﬂli‘c j

FELGL-TEL!

/

| NXOOAttack ?
|

“001 sub.example.com.”M EE{H 4 li “001.xack.jp.”"MALaA—F%# % T !
"001.xack.jp.”TY !

./“OOIXaCk]p " ATOSBRTETEIELARLVE !

[ example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 39




| NXOOAttack ? Aick

|
1. MELFRTETED(HEANRELZ Y —/IN\—ZFROIDHETIEETED)
2. FOREREELIZTIL)VILIN—DERIERRZITLN, NXDomainZJ{A K5 I2iEmITAIENTES
3. IV ILN—DBEHOLO—FEBoNSETEHEIRNVEHLEEITOIIITHITAIENTES

B NXPTRAttack
v" PTRDNAMEIZMZEXZHRETED (V—2DERBY—/\—IZHITEND)
X )1V JLIN—IEPTRDNAMED L Rl fR iR E 1T H 7z
X Z3ZHELELEBAMNITHOALGLY

—FRMHRERK “

(PTRDNAMEZ fERL £5ET B LT TV r—avEnHnd=ii g ?)
Copyright © 2020 XACK, Inc. All Rights Reserved.

40




‘- g ——"

(ACK

| NXOOAttack ?
|

“001.sub.example.com.”® PTRlx:l—P’é#Sli'C]

E)Ol .sub.example.com. PTR 001.xack ]p

|_example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 41



‘- g ——"

(ACK

NXO OAttack ?

s @b.example.com.”o)PTRlx:l—P’é#Sli'C]

|_example.com |

“001.xack.jp." 1=k !

=

EOOI .sub.example.com.”"®PTRL O— Hd:

Copyright © 2020 XACK, Inc. All Rights Reserved. 42



‘- g ——"

(ACK

NXO OAttack ?

I “001.sub.example.com.”® PTRlx:l—P’é#Sli'C]

“001.sub.example.com.”MPTRL O—K (&
“001.sub.example.com. PTR 001.xack.jp."=>T&k !

“001.xack.jp." 1=k !

l/

[ example.com |

Copyright © 2020 XACK, Inc. All Rights Reserved. 43

[“001 .sub.example.com.”"®PTRL O— Hd:




| NXOOAttack ? Aick

|
1. FZEEZRTETES (HWEBEXNRELDY—N—ZFROHNDAHETIEETES)
2. FOREREELIZTIL)VILIN—DERIERRZITLN, NXDomainZJ{A K5 I2iEmITAIENTES

,—

3. ZIWVILNR—ABHOLIA—FE/oNSETEREBNEDLEZITOIIITHIIIHIENTES

H NXH N BAttack
v HERCRZEERZRETEDL(JV—DERY—/N\—[ZHITENS)
v HERBREEELGZWTHAIRTININZTHET, /LYY IL/NA—HINXDomainzF 1§55 &5
[CHEMIFTAHZENTES
vV EIEBICKEZECHBBLI—FEHFE5ETSHIET. BEHORBRBLI—REELONDHET
HEEAEWEDLEZRYEL, )LV LNA—DEHRERNEHLEZEES
_EMTES e sk

Copyright © 2020 XACK, Inc. All Rights Reserved. Ll



NXO OAttack ?
|

B E[EICO-TH=
$GENERATE 0-255

20200525215405. 961683 000100821 [INFO] :
20200525215405. 961719 000100821 [NOTICE]:
20200525215405. 989364 000100821 [INFO]:
20200525215405. 989401 000100821 [NOTIGE]:

20200525215405. 989364 000100821 [INFO]:
20200525215405. 989401 000100821 [NOTIGE]:

B —IMRETIEEEFET,

foo IN HENR

G XXX. XXX. XXX. XXX:38936:U 61620 38 Query Q 1/0/0/1
G XXX. XXX. XXX. XXX:38936:U 61620 97 Query R 1/0/1/1
G XXX. XXX. XXX. XXX:50525:U 28425 38 Query Q 1/0/0/1
G XXX. XXX. XXX. XXX:50525:U 28425 97 Query R 1/0/1/1
G XXX. XXX. XXX. XXX:50525:U 35813 38 Query Q 1/0/0/1
G XXX. XXX. XXX. XXX:50525:U 35813 97 Query R 1/0/1/1

B -EERICHZBIZFEZ AN EWNSEMITT,

ight © 2020 XACK, Inc. All Rights Reserved.

- 0. xack. jpo. A IN
NXDomain AA - -
- 1.xack. jpo. A IN
NXDomain AA - -
- 2.xack. jp. A IN
NXDomain AA - -

A\

Illllllq




hlllll "

{ACK

Illlllq

=D

Copyright © 2020 XACK, Inc. All Rights Reserved. 46




Qll

= LD Hick

B NXNSAttackld. RFCGRYICEmBIZRARIFRRZITEIELI=TIL)V L
N—DMEFICE->TLES.DNSTARIILDINEE NN EF
B FAINTLSOIEDNSDIRE L1 B ES
B DNSTOrI)LDOE#LSEZHRH

B —HOT7FIOVATIRELOFEGIERBESNTOELED, COFMITRAREMN T HEDLFRELNTT ..

B SEORREKTRFACHKERZEFA. SEILIVYIT7IL—LOESE
RFELTENET,

Copyright © 2020 XACK, Inc. All Rights Reserved. L7



‘ il 1111

https://www.xack.co.jp



