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[DSC]
« https://www.dns-oarc.net/tools/dsc
« Pcap library Base

« Data

Qtypes/Rcodes/Opcodes/ Qname
Message sizes/EDNS parameters/Known types of DNS
Source addressess,subnets /IP transport/TCP,UDP ports
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(1B E]

- NI http://dnstap.info/

« Query/Response® - O— k Zoutput
« Protocol Buffers Base

 Light weight (drop > block)

DNSTAP D t#H
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[2.Support Ver]

Supported by DNS Software

SW Ver B2 Lb6AX
BIND 0.11 http://dnstap.info/

Unbound 1.5.0 http://dnstap.info/

Knot DNS 1.5.0 http://dnstap.info/

Knot Res 1.2.5 http://dnstap.info/
NSD 4.1.23 https://www.nlnetlabs.nl/news/2018/Dec/04/nsd-

(latest 4.1.27) 4.1.26-released/
CoreDNS 0.1.0 https://coredns.io/2017/08/03/logging-with-dnstap/
PowerDNS - not support?
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[3.Configured] (1/2)
- BIND -

Required library packages protobuf, protobuf-c, fstrm
« Configured:

S ./configure --enable-dnstap

« named.conf:

options {
dnstap { all; };
// dnstap { auth; resolver query; resolver response; J;

/" where to capture to: file or unix (socket) */
// dnstap-output file "/tmp/named.tap”;
dnstap-output unix "/var/run/dnstap.sock”;

dnstap-identity "tiggr";
dnstap-version "bind-9.11.2";
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[3.Configured] (2/2)

- Unbound -

Building Unbound with dnstap support requires that the fstrm and protobuf-c
libraries be installed first.

 Configured:

S .Jconfigure --enable-dnstap

e unbound.conf:

dnstap:
dnstap-enable: yes
dnstap-socket-path: "/var/run/unbound/dnstap.sock"
dnstap-send-identity: yes
dnstap-send-version: yes
dnstap-log-client-query-messages: yes
dnstap-log-client-response-messages: yes
dnstap-log-forwarder-query-messages: yes
dnstap-log-forwarder-response-messages: yes
dnstap-log-resolver-query-messages: yes
dnstap-log-resolver-response-messages: yes
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[4.Utility tools] (1/4)
Receiverh* 5 Data% &t 72 9 Utility tools

. golang-dnstap @ AT

S dnstap [-yajl -u /var/run/unbound/dnstap.sock -w file tap

» dnstap-read @ BIND utility"

S dnstap-read [-m] [-p] [-y] file.tap

» dnstap-ldns @ ldns utility"

S dnstap-ldns [-qyx] -r file.tap

->golang-dnstapz DHh' > TH 3
]
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[4.Utility tools] (2/4)

ra
I
Bk
/

golang-dnstap Moutput formatid3t&E%E
1. simple txt

S dnstap [-g] -u /var/run/unbound/dnstap.sock
15:53:33.912506 CQ 127.0.0.1 UDP 28b "google.com." IN A
15:53:34.112489 CQ 127.0.0.1 UDP 28b "google.com.” IN AAAA
15:53:33.912524 CR 127.0.0.1 UDP 44b "google.com." IN A
15:53:34.112502 CR 127.0.0.1 UDP 56b "google.com.” IN AAAA

> RIS
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[4.Utility tools] (3/4)

pd
I
Bk
/

golang-dnstap Moutput formatid3t&E%E
2. ymlverbose

S dnstap -y -u /var/run/unbound/dnstap.sock
type: MESSAGE
identity: "unboundl”
version: "unbound 1.5.0"
message:
type: CLIENT_QUERY
query_time: lltimestamp 2019-06-28 06:53:51.784424
socket_family: INET
socket_protocol: UDP
query_address: 127.0.0.1
query_port: 46401
query_message: |
;; opcode: QUERY, status: NOERROR, id: 0
; flags: rd; QUERY: 1, ANSWER: 0, AUTHORITY: O, ADDITIONAL: 0
;; QUESTION SECTION:
.googlecom. IN A

->multilineldIBL g 5 L)
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[4.Utility tools] (4/4)

I

golang-dnstap Moutput formatid31&4H
3. jsonverbose (2019.04.05 merge!!)

S dnstap -u /var/run/unbound/dnstap sock

{"type": MESSAGE Jidentity":" unbound]1 "version":"unbound 1.5.0""message"{"type":"RESOLVER_QUERY""query_time":"2019-
O6—28T08:OO:52.164606Z”,”socket_family”:"|NET","Socket_protocol":”UDP”,”response_address”:”156.154.100.5”,"response_port”:5
3,'query_zone":"jp.""query_message":";; opcode: QUERY, status: NOERROR, id: 5411¥n;; flags: cd; QUERY: 1, ANSWER: 0, AUTHO

RITY: O, ADDITIONAL: 1¥n¥n;; QUESTION SECTION:¥n;g.dns.jp ¥tIN¥t AAAA¥N¥N;; ADDITIONAL SECTION:¥n¥n;; OPT PSEUDOSEC
TION:¥n; EDNS: version 0; flags: do; udp: 4096¥n"}}

-> BEWALIE T 37 5jsonh K T £ 5
->nestiBiEIEFELNT 5L
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[5. positive & negative]

[Cons]

o ATy —HSWIiIsupportig#H e B> k—)L(compile)hE
(LB EEVLT=LWersionT!) « W< DHlibraryh BN THE
. Ring Buffers(drop > block) T — » lostzFFRT B
NIZRT LWL - ReceiverfMEATIBEDTRD ?
 socketic#zIF 2D T. storageE£i8 (process restarth'wE?)
L7 L)
- golang-dnstapZ f& 2 [LSWIEHKTE
TdataBX D i L Al &E
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[1.7—F T 7 F v](1/3)
« Clickhouse
- column-oriented database
- N https://clickhouse.yandex/
- Pros
- select/bulk insert/compression is high performance
- Cons
- update/delete/join not support
- Case
- “cloudflare” 1M dns gps
- “.cl (cTLD)” Peak of 1.2 Tb/s. =)

*1) https://blog.cloudflare.com/how-cloudflare-analyzes-1m-dns-queries-per-second/
*2) https://www.usenix.org/sites/default/files/conference/protected-files/sreconl8americas_slides_espinoza_bustos.pdf
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[1.7—F T 7 F v](2/3)
« Apache Kafka
- pub/sub messaging system
- "3\ https://kafka.apache.org/
- Pros-
- Low Latency/high performance/Scalability
- Consy
- No Complete Set of Monitoring Tools/Dependency on Zookeeper
- Case
- “cloudflare” 1M dns gps =)
- “LINE” 250 billlion/day. -

*1) https://data-flair.training/blogs/advantages-and-disadvantages-of-kaftka/
*2) https://blog.cloudflare.com/how-cloudflare-analyzes-1m-dns-queries-per-second/
*3) https://www.slideshare.net/linecorp/multitenancy-kafka-cluster-for-line-services-with-250-billion-daily-messages

© OPTAGE Inc.



GIE: (4 :
1.7 —% 72 F v](3/3) #iaMm

DNS :
Query/Respose

UﬂbOUﬂd ~f ‘: HTTPS

kafka cluster célickhouse clustér

e rrrsnnnrrnaggrrannnannns | o T ............... ; T ...............
y @ ClickHouse 5 Grafana

fluentd §€Ii’”c'ifka- .
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[2.performances&st]
Performancesstz C D < 5 WIIERE

Performance Requirements / gps

Peak Now Design
All node
One node

->Query/Response & HICHUF I % 28D L J— RIS BE
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3.7 —F T U F ¥ (Re:)](1/7)

Fluentd TTld7c o (DB6h o7 ..)
« exec input plugin

<source>

@type exec

command sudo -u unbound /usr/local/go/bin/dnstap -u /var/unbound/dnstap.sock
format none

tag dnstap.hostname

</source>

« tail input plugin

<source>

@type tail

format none

tag dnstap.hostname

path /tmp/hogehoge txt

pos_file /tmp/test/dnstap.tail.pos
</source>

->multiproccesiZ Xt L T LY
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3.7 =% T U F v (Re:)(2/7)

Fluentd TTld7c o (DB6h o7 ..)
 kafka oputput plugin

<match dnstap.”*>
@type kafka2
brokers kafkal1:9092 kafkal2:9092 kafkal3:9092
default_topic test
<format>
@type json
</format>
<puffer>
@type file
path /tmp/td-agent ¥” buffer
</buffer>
required_acks 1
</match>

->30Krcord/sec< 5WHER ?
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[3.7—*F 77 F v (Re:)](3/7)

1. FluentdiZf84> % output

 fluent-agent-lite
- pros: perl. low cost(cpu,memory), high performance
- cons: fluent -> kafkaD EENE

« Flume
- pros: high performance
- cons: jvm3EEE, front-endiZJVMZ LWNZDIBEI$H S ?

2. DataBFD D5 T
JSONR R hZ2BAZT 578, record/sec Zz S\ EBparse Tinput/outputid
HIEH D B
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I
golang-dnstap kafka output module® 3=
->golang-dnstap Zfork L 7c

- parse -->golang-dnstapiy TEE&
- output -->golang-dnstap TR
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[3.7 =% T 7 F v (Re:)](5/7)

parsefLI2 L T. filtering + flat (CZ#

27

{

“typell: 1]
"identity": "
"version":"

"response_time”: ;
"socket_family":
"socket protocol '
"query_address:
"query_port":

"re message": ";; opcode: QUERY, status: - id: .¥n;;

flags: ; QUERY: 1, ANSWER; ITY: 0, ADDITIONAL:
0¥n¥n;; QUESTION SECTION:¥n; YUIN¥t B¥n¥n; ANSWER
SECTION:¥ngoogle.co.jp. ¥t298¥tIN¥tA¥1216.58.196.227¥n"

}
}

“type™: "
"identity": "
‘version™: "
‘msg_type":”
‘timestamp”: "
"socket_family":"
"socket protocol )
"query_ addre -
”query p ;
“rcode’:
“id™

e
‘query_name”: |
“flags_aa”: @,

“flags_tc”™:

“flags_rd” @,

“flags_ra”:

“flags_ad™ @,

“flags_cd”™: @,
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3.7 —F% 77 F v (Re:)](6/T7)

https://github.com/st3930/golang-dnstap/tree/feature/toml_kafka

*HEXRDH DD TITEIEDOD > TL T W
BT —=)LRIFINTEN REHZTLLEETWL
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3.7 —F T 7 F ¥ (Re:)](6/7)

kafka h* 5 clickhouse N DEY D 3A &

- > “clickhouse kafka engine” Tl 7c®7c o 7
- offset@EXD AH S5 £ LA LY ? SegmentD & ICK1E
- clickhouse_sinker) %z X3

*"HMEHAIDTIEEIET 1 — RNy Iz

*1) https://github.com/housepower/clickhouse_sinker
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kafka-producer i kafka-broker :  kafka-consumer
I : : zk
: Unbound : HTTPS
DNS :
Query/Respose A

zk I
zk I
zk I
célickhouse clustér

O

C"CkHOUSE @Grqfqnq

clickhouse_sin ker
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« dnsperfT
- BIND <-- qaps
- Unbound <-- gps

« Grafana TR T#H# %
- FF)T7ILEZALT

© OPTAGE Inc.



=Rl ) 33

+ DNSTAPIZ. R O— FIEERZEIE I Btools& LTHEDBAIBIEMICED
« AL BICIFRA MU —LAIRICEAT S/ UNTUHRE (DNSE IFEREERE L)
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« golang-dnstap kafka output® install

S sudo yum install golang --enablerepo=epel

S export GOPATH="gopath"

Ssudo -E go get -d github.com/Shopify/sarama

S sudo -E go get -d github.com/BurntSushi/toml

S sudo -E go get -d github.com/st3930/golang-dnstap

S cd SGOPATH/src/github.com/st3930/golang-dnstap

S sudo git checkout -b feature/toml_kafka remotes/origin/feature/toml_kafka

S gitbranch -a

S sudo -E goinstall github.com/st3930/golang-dnstap/dnstap

S cp -p SGOPATH/src/github.com/st3930/golang-dnstap/toml/dnstap.toml /etc/dnstap.toml

S sudo -u [unbound|named] -c /etc/dnstap.toml -u " unix_socket_path'
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