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Twitter: @siskrn
GitHub: https://github.com/sischkg/
DNS Summer Day, DNSOPS.JP BoF CHZ https://dnsops.ip/
FIRER
— CVE-2015-1868(PowerDNS)
— CVE-2016-2848(BIND)
— CVE-2017-15120(PowerDNS)
— CVE-2018-1110(Knot Resolver)

— (CVE-2018-14644(PowerDNS)
— CVE-2018-5744(BIND)



https://github.com/sischkg/
https://dnsops.jp/
https://doc.powerdns.com/recursor/security-advisories/powerdns-advisory-2015-01.html
https://kb.isc.org/docs/aa-01433
https://doc.powerdns.com/recursor/security-advisories/powerdns-advisory-2017-08.html
https://gitlab.labs.nic.cz/knot/knot-resolver/issues/335
https://doc.powerdns.com/recursor/security-advisories/powerdns-advisory-2018-07.html
https://kb.isc.org/docs/cve-2018-5744
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— Knot Resolver 2.4.0[CEVWTHEESNIEARESDHF
— CVE-2018-14644(PowerDNS Security Advisory 2018-07)
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American fuzzy lop (http://lcamtuf.coredump.cx/afl/)
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HackerOne®PowerDNS Bug Bounty Program (https://hackerone.com/powerdns)



http://lcamtuf.coredump.cx/afl/
https://hackerone.com/powerdns
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IPA : [BERCF21VUSFT v D722 : FAQ
https://www.ipa.go.jp/security/vuln/fuzz_faq.html#001
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« BIND 9.7.x, 9.9.x, 9.11.%x, 9.12.%, 9.14.x
« Unbound

« PowerDNS Recursor 3.x, 4.X

« Knot Resolver

« dnsdist

« dnsmasq

e coredns
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PowerDNS Security Advisory 2017-08: Crafted CNAME answer can cause a denial of

service

— https://doc.powerdns.com/recursor/security-advisories/powerdns-advisory-2017-08.html

Knot Resolver: fix CVE-2018-1110: denial of service triggered by malformed DNS
messages (2{4 D)

https://lists.nic.cz/pipermail/knot-resolver-announce/2018/000000.html

- https://gitlab.labs.nic.cz/knot/knot-resolver/issues/334

- https://gitlab.labs.nic.cz/knot/knot-resolver/issues/335

Knot-Resolver 2.3.0 crashes in module/stats.

libknot(knot-dns 2.6.7ii)MD"knot_dname_to_str memory overflow" (CHCE]

- https://gitlab.labs.nic.cz/knot/knot-dns/raw/v2.6.7/NEWS

- https://gitlab.labs.nic.cz/knot/knot-resolver/issues/354



https://doc.powerdns.com/recursor/security-advisories/powerdns-advisory-2017-08.html
https://lists.nic.cz/pipermail/knot-resolver-announce/2018/000000.html
https://gitlab.labs.nic.cz/knot/knot-resolver/issues/334
https://gitlab.labs.nic.cz/knot/knot-resolver/issues/335
https://gitlab.labs.nic.cz/knot/knot-dns/raw/v2.6.7/NEWS
https://gitlab.labs.nic.cz/knot/knot-resolver/issues/354
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Knot ResolverhZE#% T 9 32

® https://qgitlab.labs.nic.cz/knot/knot-resolver/issues/366

® knot-resolver 2.3.0 aborted with "kresd: libknot/packet/pkt.c:84:
pkt_wire_alloc: Assertion "len >= KNOT_WIRE_HEADER_SIZE'
failed."

® Knot Resolver 2.3.0 A FH XI5

® DNSSEC ValidationBxhF(CFE

o XIEMULEHERDHDIRET. DNSAYVAHHA X KDINERICEZEZE
gL HFEIFRT


https://gitlab.labs.nic.cz/knot/knot-resolver/issues/366

PowerDNS Security Advisory 2018-07 (1)

« Crafted query for meta-types can cause a denial of service

« https://doc.powerdns.com/recursor/security-advisories/powerdns-
advisory-2018-07.html

« XJ&: PowerDNS Recursor 4.0.0 - 4.0.8, 4.1.0 - 4.1.4
- DNSSEC Validation&®hF (CF4 (dnssec=validate)
- BEODRHFZBWBETY —> EZDFDZAIFRRICKENT D(BOGUSIRLY)


https://doc.powerdns.com/recursor/security-advisories/powerdns-advisory-2018-07.html

PowerDNS Security Advisory 2018-07 (2)
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PowerDNS Security Advisory 2018-07 (3)

QTYPE=Meta, Deprecated TypeDRBEW\ENDE (X T DY —/ \DIHE

QTYPE BIND9.11.4-P2  NSD 4.1.25 PowerDNS 4.1.4  Knot DNS 2.7.2

TSIG FORMERR NODATA NODATA NODATA
TKEY FORMERR NODATA FORMERR NODATA
OPT FORMERR NODATA NODATA NODATA
MAILA  NOTIMP NODATA NODATA NODATA

MAILB  NOTIMP NODATA NODATA NODATA



PowerDNS Security Advisory 2018-07 (4)
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PowerDNS Security Advisory 2018-07 (5)

1. 5—%5"v ~hdDPowerDNS Recursor(cxf U CRWEHEZXE
$ dig @target.example.com JP OPT
2. A= NMIIPOIERHY —/) \NO T %ZiX{E UFORMERRZ (S
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PowerDNS Security Advisory 2018-07 (6)

XJR

— PowerDNS Recursor 4.0.9, 4.1.5~"\)\—=>3> 7w S

- Meta, Deprecated TypedDiz&.
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« A specially crafted packet can cause named to leak memory
 https://kb.isc.org/docs/cve-2018-5744
. 1EHD Key Tag Option ZIFDODNSTTUEZRETDEAEIY -2
o MR

~ 9.10.7 - 9.10.8-P1

- 9.11.3-9.11.5-P1
- 9.12.0-9.12.3-P1



https://kb.isc.org/docs/cve-2018-5744

BINDXEU—4 (2)

Key Tag Option

« RFC8145 Signaling Trust Anchor Knowledge in DNS Security
Extensions (DNSSEC)(https://tools.ietf.org/html/rfc8145)

— Root KSK Rollover®iz&
— ¥ UU\Trust AnchorZzValidator A& E UTehERE I DIzHICE A

 ValidatorhY&ERE L TL\BTrust AnchordKey TagZz. EDNSODA TS 3
> CHERLY — ) \\1@ A

Ao o o Ao +
| optcode=14 | opt-length=4 | keytag=1111 | keytag=2222 |
Ao mm e o fm e e +


https://tools.ietf.org/html/rfc8145
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« OEDDOAYVE—DH(CNEDKey Tag Optionh'dr Bdi5E. 1~N-1&H
MDKey Tagn DAEURD —2

« IRRIKU—=TUTBEB(CE. m¥FIDKey Tag Option(CZ < DKey TagZziB
jijl

leak
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Code=14 | Len=6 0x0001 0x0002 | O0x0003 Code=14 | Len=2 0x0004
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1st Key Tag Option 2nd Key Tag Option




BINDXEUU-7 (4)

- Key Tag OptionZLIBH(C, Key TagRADAEUZEDHTEHNEF T
w2 UIRWZS, XEVUD—=TOWFEE

static isc_result_t
process_keytag(ns_client_t *client, isc_buffer_t *buf, size_t optlen) {

if {optlen == @ || (optlen % 2} != @) {
isc_buffer_forward{buf, (unsigned int)optlen};
return (DNS_R_OPTERR);

1

client-»keytag = isc_mem_get{client-»mctx, optlen);
if {client-»keytag != WULL} {
client-»keytag_len = {uintle_t)optlen;
memmove(client-»keytag, isc_buffer_current{buf), optlen};
1
isc_buffer_forward({buf, (unsigned int)optlen);
return (ISC_R_SUCCESS);

https://qgitlab.isc.org/isc-projects/bind9/blob/v9 11 5 P1/bin/named/client.c#L2110

21


https://gitlab.isc.org/isc-projects/bind9/blob/v9_11_5_P1/bin/named/client.c#L2110
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« Socket/Thread’x EZFIALIETOT S AIC—FHRBAHADCENTETZ
« DNSSEC/2 EDNSOIBfR (L, F£lECnhs,
o DITOLTICTEE

1. DNS Summer Day 2018

2. JANOG Interim 42.5

3. DNS;EREIMRE(2019/02/14)

4. #ssmjp~DNSDzEZE < &=~

5. JANOG Interim 43.5(ZRX=M)
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- JILUVILIDFHDIRSNIZIENTCVEASF
CVE-2017-15120(PowerDNS)
CVE-2018-1110(Knot Resolver)

. CVE-2018-14644(PowerDNS)

4. CVE-2018-5744(BIND)

e

« PowerDNS Bug BountylC CReward x 3
HOMNEST2UFEUE > PowerDNS



