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$ dnsdist -1 192.168.56.14:53 192.168.56.11 192.168.56.12

o ETET7A)L (Jetc/dnsdist/dnsdist.conf)
setLocal("192.168.56.14:53")

newServer{address="192.168.56.11", qps=1000, weight=3, pool="recursor"}
newServer{address="192.168.56.12", weight=1, pool="recursor"}
newServer{address="192.168.56.11:5300", pool="auth"}
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[root@centos6l14 ~]# dnsdist -c
> setServerPolicy (wrandom)
> showServerPolicy ()
wrandom

>

> showServers ()

# Name Address

0 192.168.56.11:53 up 4.0 1000 1
1 192.168.56.12:53 up 1.0 0 1
2 192.168.56.11:5300 up 0.0 0 1
All 3.0

> showBinds ()

# Address Protocol

0 0.0.0.0:53 UDP

1 0.0.0.0:53 TCP

>

0

0
0
0

Queries

State Qps Qlim Ord Wt Queries Drops Drate

0.0
0.0
0.0

Lat Outstanding Pools

3.3
6.3
0.0

0 recursor
0 recursor
0 auth
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[rootldcentos6l4 ~]# dnsdist -c
> topQueries (3)

1 open-xchange.com. 7 23.3%

2 dsndist.org. 4 13.3%

3 www.powerdns.com. 4 13.3%

4 Rest 15 50.0%
>
> grepq ('powerdns.com')
Time Client Server ID Name Type Lat. TC RD AA Rcode
-285.5 192.168.56.11:39156 21180 www.powerdns.com. A RD Question
-285.4 192.168.56.11:39156 192.168.56.11:53 21180 www.powerdns.com. A 126.7 RD No Error.
-126.3 192.168.56.11:35998 27297 www.powerdns.com. A RD Question
-126.0 192.168.56.11:35998 192.168.56.12:53 27297 www.powerdns.com. A 288.5 RD No Error.
-120.9 192.168.56.11:37341 29585 www.powerdns.com. A RD Question
-120.9 192.168.56.11:37341 192.168.56.11:53 29585 www.powerdns.com. A 0.4 RD No Error.

>
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@ 192.168.56.14:8080 x  + B =
&« G O FEESNTVEL | 192.168.56.14:8080 #r
YY) dnsdist 1.4.0-beta1
POWERD“ 11 dnsdist comes with ABSOLUTELY NO WARRANTY. This is free software, and you are welcome to redistribute it according to the terms of
the GPL version 2.
Uptime: 2 minutes, Number of quenies: 67 (0.00 gps), ACL drops: 0, Dynamic drops. 9, Rule drops: 0, Blockfilter drops
Average response time: 1.27 ms, CPU Usage: 0.70%, Cache hitrate: 0%, Server selection policy: leastOutstanding
Listening on- 0.0.0 0:5300, ACL: 192 168 .0 0/16, -1/128, 172 16.0.0/12, 100.64.0.0/10, 10.0.0.0/8, fc00:-/7, 169 254.0.0/16, fe80::/10, 127.0.0.0/8, 0.0.0.0/0
QPS5 / SERVFAILPS # Name Address Status Latency Queries Drops QPS Out Weight Order Pools
Orec11 19216856.11:53 up 43.04 23 0000 O 3 1 recursor
1rect12 192.168.56.12:5300 up 4359 35 1000 0 1 1 recursor
2 auth1 192 168 56.11:5300 up 0.00 0 0000 O 1 1 auth
# Rule Action Matches
0 Src 192168 00/16 to pool recursor 58
n A A A f\ f\ A A f\ # Response Rule Action Matches
0,
CACHE HITRATE / CPU % Dyn blocked netmask Seconds Blocks Reason
example com 114 9 Pseudo-Random Subdomain Attack
- Kernel-based dyn blocked netmask Seconds Blocks
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R AL UPBWEDLETIPT FLRIZKE L1555
addAction({"example.com", "example.org'}, PoolAction("auth"))

addAction("192.168.0.0/16", PoolAction("'recursor"))
addAction(AllRule(), RCodeAction(DNSRCode.REFUSED))
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function maintenance()
addDynBlocks(exceedQRate(30, 10), "Exceeded query rate", 60, DNSAction.Refused)
addDynBlocks(exceedQTypeRate(DNSQType.ANY, 5, 10), "Exceeded ANY rate", 60, DNSAction.Drop)
end

[root@centos6l4 ~]# dnsdist -c
> showDynBlocks ()

What Seconds Blocks Warning Action Reason
192.168.56.11/32 39 5 false Send Refused Exceeded query rate
>
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addLocal("192.168.56.12:53")
addTLSLocal("192.168.56.12:853", "/etc/dnsdist/server.crt”, "/etc/dnsdist/server.key")
addDOHLocal("192.168.56.12:443", "/etc/dnsdist/server.crt’, "/etc/dnsdist/server.key")
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