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ThreatSTOP

Weaponize Your Threat Intelligence

Threatkaxel:




“Interesting” Times Threat E1Ke)z
e “EternalBlue”: NSA Exploit from “The Equation Group”.

* CVE 2017-0144

* https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0144

e Patched by MS on 14 March 2017 in MS17-010

* https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

* Wannacry hits 12 May 2017

* We got lucky with the kill switch.

* Petya/GoldenEye hits today, using same vector

* Initial vector was compromised update host for Ukrainian accounting SW using PHP vuln.

* Then spreads using EternalBlue Vulnerability

* New ShadowBrokers Dump coming over next 2 weeks

» “Between 07/01/2017 and 07/17/2017 a “mass email” will be send to the “delivery email address” of all
‘confirmed subscribers” ”


https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0144
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

Adaptive Security Architecture Continues to Evolve
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The Problem Threat ExKel=

Adding layers to a defense-in-depth strategy
has become increasingly complex and costly
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Often requires adding expensive new software and hardware
that needs to be managed by skilled resources

Rarely delivers synergy with other existing security solutions

Security solutions are becoming specialized to protect
against only certain threat types or vectors

Automating security usually requires sacrificing control



So What Are These Simple Things

= Vulnerability Management = Backups
= [nternal Network Segmentation = System Hardening
= Central Log Management = .

Application Whitelisting

ldentity and Access Management
DNS Filtering/Monitoring
Good Systems Administration

(Yes, the list is bigger than this, but notice there is no
"Advanced Persistent ..." or "Machine Learning" in here)

Gartner



An Opportunity Threat K¢l

* Everything converges at IP and
DNS

* The only things that CANNOT be
encrypted and still have

) connections complete.
Encryption
* Used regardless of how the user
connects, or what they are doing.
* Ubiquitous, well understood, and
supported on all platforms and
networks.

Applications

Services

Ethernet

e The correct foundation to enforce
policy throughout the network

LTE/Mobile

Avian carriers




Every System Uses DNS...and Increasingly, so Does Malware ThreatpKelx

» Every device / application relies on

DNS infrastructure
FQDN Lookup

e Most DNS servers do little or no
filtering to determine whether the
domain or IP is malicious

IP Address

e Cybercriminals use DNS to create
more sophisticated threats and for
command & control infrastructure

7 | 2016 ThreatSTOP All Rights Reserved




| | | Threatk3Ke1
ThreatSTOP DNS Firewall: Solution Overview

Threat o1 AR,
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O 8| 2016 ThreatSTOP All Rights Reserved



Use Case: Compromised Host in the Network Threatk1Kel:
Malware relies on DNS to establish communication channels

phonehome.com
phoneotherhome.com
Ima.badactor.ru
commandcenter.com

&

207.158.45.5

ThreatSTOP DNS Firewall prevents malware from communicating
with its command and control infrastructure

9] 2016 ThreatSTOP All Rights Reserved




Threatk3Kel:

The Three Things to Get Right to Do Threat
Intelligence Well
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Threat k3Kel:
How It Works

ThreatSTOP & Customer SIEM
Threat Intel Feeds Threat Enrichment
STOP
.i Intel Reporting 1‘
\ Curator Policy Engine
! Generator ‘ /
Operationalized (I:\luesttv?/r(?rir Device Logs for
Threat Intelligence g Blocked Threats
k' DNS Devices r

Servers

Firewalls

6/29/2017




How ThreatSTOP Delivers Threat Eife]:]

DNS Firewall Service IP Firewall Service Roaming Endpoint Service

Compatible with BIND and Compatible with Firewalls, Block or redirect malicious DNS
Microsoft (2016) DNS Servers Routers, Switches and Load queries in real-time

o . Balancers .
Block malicious domain requests Local DNS resolution, no VPN or
and IP responses at the DNS-layer Block malicious connections, 3 party DNS servers needed

Choose to block, redirect, or pass- TBelUE) 1 G CI3 H NG IR Compatible with Windows and
thru based on domain or IP Choose to block or allow by IP Mac OSX devices

Shared Functionality

Customize security policies by selecting from 185+ threat categories, plus your own
feeds and user-defined lists. Centrally manage all policies and devices.

Includes web-based reporting of blocked threats across all devices, Check loC
security research tools, and easy-to-use email alerts and notifications




Add Security Layers Threat 1Kol

ThreatSTOP is not a replacement, but an . Firewall switch

. . L. . outer WITtCheS
addition to your existing security layers b DNS Server
ThreatSTOP increases the effectiveness m——————

of security you already have by reducing
the volume of threats reaching them

Internet

Malware

Branch/Dept.
Policies




Easyas 1, 2, 3

Customize a security policy,
choosing from 180+ categories
including your own lists or feeds

Run the ThreatSTOP service on
your existing firewalls, routers,
load balancers & DNS servers

Threatk3Kel:

ThreatSTOP updates the IPs and

domains in your policy automatically,

using real-time threat intelligence

Ransomware
Botnets
Phishing

DGA Domains
Russia

China

AN NI NI NI NN

junper il gppaloalto

Infoblox “;2- Ml Windows Server2016

10 FERTINET gheqpoint

l’l>

Y@’ et systems R Mlicrosoft Azure @

plus dozens more...

Global Threat Intel Network Device

Integration
Web Reporting (M
of blocks
AR

\




Threatk3Ke.

Complete Security Solution

Client IP Summary - @ L

Copy Results to Clipboard

Check 10C (Indicator Of Compromise) - 72.167.191.69

1000
10.22. 12 67 - Sev
900 v
s00 The resulting information cannot be reused for commercial purposes without permission.
700 Targets
600 Active

500 10C Range First Identified Last Time Present Present in Targets
400 72.167.191.60 July 07, 2016 October 06, 2016 TSCritical Ransomware TP Addresses
300 72.167.191.69 July 07, 2016 October 06, 2016 BOTNETS-RU rd

200 72.167.191.69 July 07, 2016 October 06, 2016 BASIC-RU
| | " | || | | I I | | “ | | | || | 72.167.191.69 July 07, 2016 October 06, 2016 Ransomware IP addresses
I||||“I||||||.|'| il .|I|II|.I|III|.|||I| il Ill' Ilu."hl..ul ||.||| ..|1|||I||"|I|I|I|||| Lt} ||| lluull I-l-I..II || | I ||I|I|IIIIII|I| |.{||.||||..|| ([T l||I|| | |||H||l A1l II L] 72.167.191.69 L0 E BT Cclobor DO R2010 L=CiteliCenesol
72.167.191.69 July 07, 2016 October 06, 2016 BOTNETS ThreatSTOP Alert - TS Alert Test
72.167.191.69 July 07, 2016 October 06, 2016 BASIC
Reset | Apply Filters | Show |10 ¥ |entries
Historic
Date Range . . . . .
! Click here to view more details about this alert in the portal
24 Hours 7 Days 30 Days 10C First Identified Last Time Present Present in Targets
Start HLETPLS 72.167.191.69 March 22, 2016 August 02, 2016 PhishTank
o . 72.167.191.69 February 08, 2016 March 24, 2016 DShield Top 4000 You are receiving this alert because the number of log lines matching your
: 72.167.191.69 April 17, 2015 May 14, 2015 ADVANCED-RU filter criteria has exceeded your custom threshold.
Severity 72.167.191.69 April 17, 2015 May 14, 2015 ADVANCED
5 4 3 2 1 0 8 72.167.191.69 December 13, 2014 December 30, 2014 AlienvaultScanspam Threshold Matched Log Lines

I B B B R~
Related Records

| ' |

Include User Defined Lists £l
o This section shows IP addresses (A records) resolved for the requested domain. It does not perform a complete lookup of all DNS recol
Devices assodiated with the domain Filter Value
All Devices v Severity 4 o 10C ionshi Address Last Time Present Present in Targets
Client 10 0 72.167.191.69 does not have any related records Start Date 2016-07-10 22:58:52
1P Start Severity 2 0 Policies and Devices End Date 2016-08-09 22:58:52
PEd Severity 1 0 et .-
" p. Target Present in Policies Severities 5.4,3,2, 1,0, User Defined
0 0 TSCritical Ransomware IP Addresses P configured on device SRX-TDS
Target Groups [R—— Direction Inbound, Outbound
All Groups - 10.1.103.65 SRX-EXP configured on device SRX-IDS
Queried Name . . 0 BRSICRL SRX-EXP configured on device SRX-IDS Devices Devicel, Device2
Search . -
R _ Ransomware IP addresses TSBasic Internal IP Start 216.73.241.61
SRX-EXP configured on device SRX-IDS
Internal IP End 216.73.241.61
TSBasic
Actions Allow, Block

Web-based Reporting Threat Research Tools Configurable Alerts




Deploy ThreatSTOP Everywhere Threat FBLeY:

Protect every square inch

of your hybrid network

paloalto  E& Microsoft Azure A1 'lcll's. élc;' JunipPer
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Fully Integrated Threat 1Kol

Trying to replicate ThreatSTOP’s end-to-end

solution is expensive and difficult to manage

Aggregated Threat + Firewall Rule + Reporting and
Intelligence Management Visibility

ANOMALI FIREM O N splunk>
’%“ THREATCONNECT" 0 2 I gOSe C Arc S | g h 1—%:




Affordable, Easy to Implement ThreatkaKels

Focused on preventing infections and breaches

* Not content filtering, not a web proxy, not reactive security. Blocking by IP at
the first packet, and DNS at the queried name, means no tearing apart or
redirecting traffic.

Not Just Another Threat Intel Feed

* Qur platform operationalizes threat intelligence data by automatically piping
newest malicious IPs and Domains to existing enforcement devices that
control the flow of DNS and TCP/IP traffic.

No Heavy Lifting Required

e SaaS platform deploys native as an RPZ (DNSFW) and via CLI or API (IPFW) as
a cloud service. No new software or hardware to manage.



The Company

Cloud-based SaaS: protect networks
using live threat intelligence to block
malicious connections in real-time

@ 1,200+ customers ranging from SMB
to F10 across all industries

Patents on using DNS for
dissemination of network security
policy data — scalable and reliable

Threatk3Kel:

9 Funded by the two original investors

in Google

Seasoned management team & deep
security expertise. Chief Scientist Paul
Mockapetris invented DNS

Partnerships with leading cloud,
firewall, router, DNS server, switch
and load balancer vendors

O 2016 CONFIDENTIAL ThreatSTOP All Rights Reserved



Threatk3Kel:

M ThreatStop DNS Firewall
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