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The DNS

® The DNS is made of several components that must work well, in
order to have a system that performs optimally as a whole. The
main components of the DNS are:

® The root zone

® Top Level Domains (TLDs)

® Second Level Domains (SLDs)
® Recursive DNS service

® Registries, registrars and DNS operators are also part of the
equation, because they are the source for the majority of the
information in the DNS.

® Most end-users don’t know about the DNS, but if the DNS is
underperforming, the Internet is not working for them.




The DNS
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Monitoring of gTLDs

® The new gTLD program redefined ICANN’s responsibilities
regarding monitoring the performance of the DNS, DNSSEC,
WHOIS and EPP services (critical services).

® The new gTLD program also redefined the Service Level
Requirements for Registries regarding these critical functions.

® The specific details about the Service Level Agreement and
ICANN’s responsibilities regarding monitoring could be found
in Specification 10 of the new gTLD base registry agreement:

https://www.icann.org/resources/pages/registries/registries-agreements-en
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How does ICANN monitor gTLDs?




Anatomy of the DNS service (authoritative)

® An authoritative server provides authoritative information
about a DNS zone.

example.com:

- 192.0.2.1
I]]]]m p— ns1 .example.com p—

e 2001:0DB8:1::1
e ] 198.51.100.1
I]]]m pl— nsz.example.com =203.0.113.1
=3 _J 2001:0DB8:2::1
= h

m]m == NS 3.example.com =192.0.2.2
=




Service Level Agreement

©DNS SLA:

Parameter@ SLRAmonthlyasis)?

DNSBervicevailabilityl O@nin@owntime100%@vailability)R
DNSEhameBerverZvailability?l £&32EninDbf@owntimel»®9%)E
TCPNS&Zesolution@RTTE £715008ms,ForEtdeast®5%DRhe@ueriesk
UDPEDNSEesolution@RTTE £5000ns,HorEtHeast®5%DdRhe@ueries?
DNSRipdateRimel? £H0@nin,ForEtdeast®5%D®helprobesk




DNS Monitoring

The probe node network consists
of approximately 45 probe nodes
around the world.

If 51% or more of the DNS testing
probes see the service as
unavailable during a given time,
the DNS service will be considered
unavailable.

SPEC10: Probes for measuring DNS
parameters shall be placed as near
as possible to the DNS resolvers on
the networks with the most users.




DNS service availability

Parameter? SLRgmonthlytbasis)z

DNSBervicevailability? Onin@lowntimed100%Gavailability)&
. . one DNSthameBervervailabilitydl £&32@ninDf@lowntimed»®9%)a
® DNS service avallablllty: TCPNSResolution®TTE | £A500ans,For@itieast®5%mitheRueriesd
UDPENS&esolution®RTTE £500@ns,Fortleast®5%DheRueriesd
DNS@pdate@imel £B0Enin, For@tHeast®5%DRheDrobes?
SPEC10: For the service to be
considered available at a 'fffr_"fle_'fc_’rf'_ ________________
particular moment, at least, N 1 192.0.2.1 :
1 I]I[Im "ns1.example.com — :
two of the c.v'elegatfed name ! Fi—] | 2001:00B8:1:1 1§
servers registered in the DNS ! :
_— 1
must have successful results i = 198.51.100.1
from “DNS tests” to each of | =] [ oo 20801180
. . . | - 2001:0DB8:2:1 )
their public-DNS registered -
I'{4 V24 ° W
IP addresses” to which the Ml b= N3 ccmiocon b= 192.0.2.2
name server resolves. [E= B xs 1%
0

< -f | 12




DNS name server availability

® DNS NS availability:

SPEC10: Refers to the ability
of a public-DNS registered
“IP address” of a particular
name server listed as
authoritative for a domain
name, to answer DNS queries
from an Internet user.

Parameter? SLRgmonthlytbasis)z

DNSBervicevailability? Onin@lowntimef100%Evailability)R

DNSthameBervervailability?l £&32@ninDf@lowntimed»®9%)a

TCPE@NSEesolution®RTTH £@500ns,

Horatieast®5%mfEheRueriesk

UDPENS&esolution®RTTE £500@ns,Fortleast®5%DheRueriesd

DNS@pdate@imel £50mnin,For@tdeast®5%mDRhedrobes?

example.com:

=

I]I[Im = nsl .example.com

—

=S

I]I[Im = nsz.example.com

—

=

IIIIIM = N Ss.example.com

192.02.1 |

-
I
I

—— R N _§ _§ N _§ _§_J

2001:0DB8:1::1
198.51.100.1

=203.0.113.1
2001:0DB8:2::1

= 192.0.2.2

—

351%

| 13




UDP/TCP DNS resolution RTT

Parameter? SLRgmonthlytbasis)z
. DNSBervicevailability? O@nin@owntimed100%Gvailability)&
© TCP DNS reSOIUtlon RTT DNSthameBervervailabilitydl £&32@ninDf@lowntimed»®9%)a

TCPE@NSEesolution®RTTHA £71500@ns,Horthtdeast®5%DEheRueries?
UDPENS&esolution®RTTE £500@ns,Fortleast®5%DheRueriesd

SPEC]_O REfer s to the RTT DNS@ipdate®imel £B0amnin,For@tdeast®5 %D fEhefrobesd
(Round-Trip Time) of the example.com:
sequence of packets from the  e======—emmmmmee e

== 192.0.2.1

I]I[Im "ns1.example.com al
= 2001:0DB8:1::1

start of the TCP connection to
its end, including the
reception of the DNS response

198.51.100.1
for only one DNS query. If the Tl = NS2.cxamplocom p=203.0.113.1
RTT is 5 times greater than (k= | 2001:0DB8:2::1
the time specified in the = -
relevant SLR, the RTT will be Wil &= NS3.cxamplecom = 192.0.2.2

considered undefined.

r




UDP/TCP DNS resolution RTT

Parameter? SLRgmonthlytbasis)z
. DNSBervicevailability? O@nin@owntimed100%Gvailability)&
® UDP DNS resolution RTT DNSHameBerver@vailability?] £332@nindf@owntimed»B9%)2

TCPE@NSEesolution®RTTH £7500@ns,Forthtdeast®5%DEheRueries?
UDPENS&esolution®RTTE £500@ns,Fortdeast®5%DheRueries?

undefined.

SPEC]_O Refers to the RTT DNSEipdateltime £B0@nin,For@tHeast®5%DfEheDrobesk
(Round-Trip Time) of the example.com:
sequence of two packets, P ——————————-- T mmm e 1
|
the UDP DNS query and the i % et o, L 192021 |
corresponding UDP DNS | -+ _] 2001:0DB&:1:1 1
. I |
rf?sponse. If the RTT is 5. | () 7 198511001 |
times greater than the time | JUE-f = 152 .camecon p=203.0.113.1 !
specified in the relevant SLR, ! (== -~ 2001:0DB8:2:1 1
the RTT will be considered | (e . :
: IIIIIM p— nss.example.com 1 92022 i
|
| |

r




® DNS test:

example.com:
SPEC10: Means one non- -

recursive DNS query sent to a % L s 1 oxample.com .L1_9_2'_0;2;1__:
particular “IP address” (via (k=2 _J 2001:0DB8:1:1
UDP or TCP) A query Wlth a ] M 198.51.100.1
“DNS resolution RTT” 5 times - J = NS2.cxamplecom p=203.0.113.1
higher than the e _J] 2001:0DB8:2::1
corresponding SLR, will be =3 n

considered unanswered. % = NS3.oamlecon (=192.0.2.2

—




DNSSEC

© DNSSEC:

SPEC10: For a query to be
considered answered, the
signatures must be positively
verified against a
corresponding DS record
published in the parent zone.

example.com:

=S

I]I[Im = ns1 .example.com

—

=S

I]I[Im = ns2 .example.com

—

=

IIIIIM = N Ss.example.com

192.02.1 |

-
I
I

—~_ R _N_§_§ N N} J

2001:0DB8:1::1
198.51.100.1

=203.0.113.1
2001:0DB8:2::1

= 192.0.2.2

—




DNS update time

Parameter? SLRgmonthlytbasis)z

DNSBervicevailability? Onin@lowntimef100%Evailability)R
. DNSthameBervervailabilitydl £&32@ninDf@lowntimed»®9%)a
® DNS update time: TCPNSResolution®TTE | £45008ns HortdeastB5%DitheBueries?
UDPENS&esolution®RTTE £500@ns,Fortleast®5%DheRueriesd
DNS&ipdate@imel £B0min,For@tdeast®5%mDRhe@robes?
SPEC10: Refers to the time
measured from the reception example.com:
of an EPP confirmation to a ] | 1192021 !
I""m = 1S | .example.com (i - . —_———
transform command on a ] 2001:0DB8:1-1
domain name, until the -
name servers of the parent - 198.51.100.1
. P I]I[Im i nsz.example.com — 20301 131
domain name answer “DNS (== | 2001:00B8:2:1
queries” with data consistent -
with the change made. W 53 cxampiecon b= 102.0.2.2

—




EBERO

©® EBERO:

If the DNS service of a TLD
fails for more than 4 hours
on a rolling week basis,
ICANN may appoint an
Emergency Back-end Registry

[ e e

Operator (EBERO) to e e
maintain the correct
operation of the TLD. % %
= ==
_____ il ——
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Monitoring other components of the DNS
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Monitoring other components of the DNS

® ISPs and DNS Operators SLD.TLD:
should monitor the D D P
. . 1 -
authoritative servers for ) IS 192.0.2.1 :
. I Imm —nS1.exampIe.com — I
their SLDs. (== 2001:0DB8:1:1 |
! _
|
| T 198511001 !
® ISPs and DNS Operators | B b= 18 2.0xamplocom p=203.0.113.1 |
may use the same 4 [ J 2001:00B8:2:1 |
methodology used by = -
ICANN to monitor new -+ = NS 3.cxample.com  p=192.0.2.2

gTLDs.

x51%




Monitoring recursive DNS servers

® The recursive DNS service plays an important role in the
perception of a healthy Internet service for end-users.

® ISPs and DNS Operators may monitor the recursive DNS
service using the same methodology that ICANN uses for
gTLDs with some differences:

1. The probe nodes should be placed close to the end-
users of the recursive name servers.




Monitoring recursive DNS servers

2. A domain name hosted on authoritative servers outside of
the internal network may be used to monitor the recursive
DNS servers. Preferably, the domain name used to monitor
should be registered by the ISP or DNS Operator.

3. The cache of the recursive DNS server should be considered
when monitoring a recursive DNS server. For example, the
domain name used to monitor could be configured with a
low TTL in order to force the recursive DNS server to
execute the resolution process for the domain name.




Monitoring recursive DNS servers

4. If DNSSEC is supported by the recursive DNS server, the
domain name used to monitor should be signed with
DNSSEC.

5. Negative testing in the case of DNSSEC should be
performed. A domain name with failing DNSSEC signatures
should be used for negative testing.
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Monitoring system

® The monitoring system used by ICANN is operated in-house.

® The monitoring system is actively developed by Zabbix SIA,
and it is based on the Zabbix monitoring platform.

® All code is open source, and published under the same
license as the Zabbix monitoring platform.




Alerting

® The monitoring system sends email alerts to the registry
operators.

® The monitoring system escalates the alerts via voice (phone
call) to the registry operators.

® In addition to the threshold of 51% probe nodes detecting a
problem, the monitoring system creates an incident after 3
consecutive failing test cycles (test cycle is calculated every
minute).
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Conclusion

® The health of the DNS system requires that several

components operated by different actors are performing
optimally.

® ICANN monitors and proactively works with the gTLD
operators when DNS issues are detected.

® ISPs and DNS Operators may use the same methodology to
monitor the other components of the DNS (i.e. recursive
servers and authoritative severs for SLDs).




Thank You and Questions

Thank You and Questions

4( Reach us at:

Email: gustavo.lozano@icann.org

Website: icann.org
ICANN

twitter.com/icann gplus.to/icann

facebook.com/icannorg @ weibo.com/ICANNorg

linkedin.com/company/icann ®® flickr.com/photos/icann

youtube.com/user/icannnews slideshare.net/icannpresentations
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