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Deploying DNSSEC

Registrars that support end user DNSSEC management, including entry of DS records

Last updated: 17 Jan 2013
Registrar Accepts DS records for

123domain.eu

(DE)

de, eu, be, se, cz, fr

AB Mame ISP
(SE)

_be _biz com _eu _net _org .se .us

Binero (SE) .5e, U

DK-Hostmaster
(DK)

Domaininfo AB
(SE)

.se ey .us biz .com .net

DM (US) .org, .se

All domains are automatically
signed. (1) (2)

A list of DNSSEC DS supported
domains could not be located on the
site.

Also supports DS record entries for
domains you may host elsewhere.

(12)
(1@

2013 F 1A DR TL U AR SAITIZ40TLDODNSSEC®T ity o
2014F5IZARIZEFHIEN. LY ARMSAITIZ63TLDADNSSECK [its &> 7=,
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— http://dnsops.jp/event/20130718/20130718-dnssec-sato-1.pdf
- T—%Y—XEFELCLAlexa ToplOOB R AL D A +EFI A

e http://s3.amazonaws.com/alexa-static/top-1m.csv.zip
e 2014/6/13B D) AT—RZEHELT=

¥REIIREE (validator)
bind9.8 (Scientific Linux6.1)
$dig +dnssec @localhost
$dig +dnssec @localhost DS
$dig +dnssec @localhost DNSKEY

FEFAL. 7T DiIbA AT—3X /R)Y—ALaA—FE LUV
RRSIGLO—FDOHEEAZEELT -,
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Alexa ATV VIELI00BRFAL DA T—FANER
_ |o013%5H10  |2014%6H13A
NoError 959,252 978,834
NXDomain 18,113 15,964
ServFalil 1,361 1,743
T Dt - A~BR 18,602 3,459
=X 1,000,000 1,000,000
NOErrorR7—2RXAHMDDNSSECRT—2ARNER
_ [2013%5H10  |20L4%6H13H
NoError 959,252 978,834
ZERBHRAE 7,636 (0.80%) 9,766(0.997%)
Secure 5,827 (0.61%) 7,868 (0.80%)
Insecure+bogus 1,809 (0.19%) 1,898(0.19%)
BRABFHEAMBD 23.7% 19.4%

Insecure KA/ N E|E
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1 google.com 524927
2 facebook.com net 50855
3 youtube.com ru 39121
4 yahoo.com org 38276
5 baidu.com de 34041
6 wikipedia.org ip 19326
7 gg.com uk 19148
8 taobao.com br 17137
9 live.com pl 13604
10 twitter.com fr 13421
11 amazon.com it 12555
12 linkedin.com in 12204
13 google.co.in info 10464
14 sina.com.cn cn 9209
15 hao123.com au 8168
16 blogspot.com nl 8061
17 weibo.com es 7693
18 tmall.com ir 1327
19 sohu.com eu 5010

20 yahoo.co,jp ca 4842
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(C+A) serure®E |(C+B) SecureBl&

om
nI
cz
br
se
fr
gov
net
org
eu
pl
be
de
edu
nu

524927
8061
4631

17137
3460
13421
858
50855
38276
5010
13604
2984
34041
2342
359

2203
1719
1506
962
923
372
355
260
259
167
125
90
87
73
62

1573
1620
1441
951
417
351
349
188
170
139
117
70
69
58
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0.42%
21.32%
32.52%

5.61%
26.68%

2.77%
41.38%

0.51%

0.68%

3.33%

0.92%-

3.02%

0.26%

3.12%
17.27%

0.33%
17.03%
31.28%

3.55%
23.88%

1.10%
39.85%

0.38%

0.42%

2.71%

2.50%
0.22%
1.99%
11.63%

0.30%
20.10%
31.12%

5.55%
12.05%

2.62%
40.68%

0.37%

0.44%

2.77%

0.86%-

2.35%

0.20%

2.48%

2.51%

0.20%
16.50%
29.75%

3.52%

8.91%

1.01%
37.70%

0.25%

0.26%

2.10%

2.12%
0.18%
1.74%
0.00%

71.40%
94.24%
95.68%
98.86%
45.18%
94.35%
98.31%
72.31%
65.64%
83.23%
93.60%-
77.78%
79.31%
79.45%
14.52%

59.95%
96.90%
95.10%
99.36%
37.32%
91.92%
94.62%
66.51%
63.03%
77.27%

85.00%
82.00%
87.50%

0.00%
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43 paypal.com 1227 usaa.com
141 mozilla.org 1342 nasa.gov
284 comcast.net 1388 stanford.edu
324 nih.gov 2027 yandex.com
649 ca.gov 2109 walmart.com.br
865 comcast.com 2110psychologytoday.com
978irs.gov 2135ed.gov
1103 weather.gov 2217 cdc.gov
1150 state.gov 2266 berkeley.edu

1170noaa.gov 2391 vmware.com
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 http://validator-search.verisignlabs.com/

— D59 % TPrefetchdf=7—%4% JtIZvalidator®
— NBEMNT=201249 A i 5 Tl£3.66%

Preliminary Results

& ors (4.562) BIND dl.188) Validating ASes (2.16H)
MWon-Yalidators (99,448 Unbound (43,754 Mixed Walidating ASes (6.243)
Hominum €1.202) Hon Yalidating ASes (91.59%)

W Other (13.88%)

Yalidators/Non-Yalidators: 132517277361 ind/Unbound/Noninun/0Other: 5397/5734/157/1819 VYalidating/Hixed-Validating/Non-VYalidating ASes: 200/578/8478

Percentage of resolvers doing DNSSEC wvalidatio falidatio DNSSEC wvalidation at AS level

— 2014£-6JEJ REA. 56%tbb1a"iﬁébfl,\%)
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DRSORS:jp DNSSECREIETopics(FHfiFY) 96
» First-Fragment piggybacking attacksffi8 BEssEenEsss:

— http://www.ietf.org/proceedings/87/slides/slides-87-saaqg-3.pdf

— UDP/N\T7rybDRENIESNT2F B U O/ N TrybDRBELTRE/ TVt E
FYIAFE A ETRELGUEEFSIZRIE D,

— DNSSECIFXUDPRA/BA—FH A4 XELTIL4000/ N1 A HEREH (X
(SHOULD ¥RFC4035kY) TdhHhHT=8 . UDP/ Ny QELIBEIN S5 —A N
BEIND, COEH . RBOEZEZZTARRELTEREZINTIS,

— WEDZELLTHREITDbogust>, Nz FIALT=DoS AttackD AJ 8ETE

* JP DNSH—/N\—[ZFEEENSHDS RROTTLIEDZ &
— http://jprs.jp/tech/notice/2013-11-06-jpdns-ds-ttl-change.html
— TTL{E1H 28R ~NZEE(2013/11/17 KVY)
— KSKDOF—A— LA —N\—UEBETELALEAEEGIIHT O EKR(EEIBR
D X #E)
— KSKA—= LA —/N\—[ZhBGHEREHOBMBILEAGFTEOXE
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DOSOPS.jp FEH A

¢« ZTLD-LLAXRJDDNSSECKHGILINEEIZHEA TETLVA,

— BIFTLDTOERGEAERIZIAZ . FrgTLDTIL:E AR IR (CDNSSECIE W)
AEEDEDTLDLAILTRIEARMNMIEL = (FELEITE,)

— ZLOANSTODSE R Y —ERTHXETLDAME ML TETLNVS,

— TLDIZ&DTIEIRIEL P RS EIUVR AN BEFR BN RELTLSTLDE,
o frid.se. .eUDEKILLD RN DIERIZKHRAE,

e L. EDLERIFIEBDNSH—/ ., validatorffl CEELEEETH
M5, google public DNS(8.8.8.8) Tvalidation A& & Zi> T\,
AG YA EDO¥ERDNSH— /A SN F N5,

. —ﬁfDNSSECOD/\’TJ|~75\79/70)$EE’JI HAR[BEE D TRE SN
THY. SERLEBRDFREN/IDE

o FgTLD®.govTHF—A— LA —/\—faillD K545k bHHH.
JPRSODTTLEMEDHALE . KMLE=FHO)RAVEBZET HKO7GEH
HAEIRFE-OTLVS,
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* |ANA TLD DNSSEC Report

— http://stats.research.icann.org/dns/tld report/

* Reqistry Services Evaluation Process (gTLD)
— http://www.icann.org/en/registries/rsep/

« KTLDLP AR JwebH A+
—  http://www.iana.org/domains/root/db/ DS H

« |ICANN47 DNSSEC WorkShOpiéilfi (2013/7/14-18551&)
— http://durban47.icann.org/documents

« |ICANN48 DNSSEC Workshopiéilfi (2013/11/17—215?”&)
— http://buenosaires48.icann.org/en/schedule/wed-dnssec

e |ICANN50O DNSSEC Workshop;ﬁﬁlﬂ (2014/6/23—255%1&)
— http://london50.icann.org/en/schedule/wed-dnssec

« Windows 2012 R2 Resolve-DnsName & %}
— http://technet.microsoft.com/en-us/library/|j590781.aspx

- ERBDYAb

— www.ohmo.to
http://www.ohmo.to/dnssec/maps/

SHOEMICERT DIFEHRY—RZE—&BIILTVET,

¢« ERBDDLPE \ e
— twilog.org/taxiJPN (twilogH LU BEEH D @roprossEAHYMEITETNETY)
e http://twilog.org/tweets.cqi?id=TaxiJPN&word=dnssec

LRRURLTSEDOERICERT HIERY—ADDSPENHERTEET,
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