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Announcements STANDARDS
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FIPS PUB 140-4 - Annoucement Expected FY14

FIPS 140-4
FIPS 140-2 FIPS PUB 140-2 - Effective 15-Nov-2001
FIPS 140-1

International
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Security Requirements for Cryptographic Modules

MVLAP accredited Cryptographic and Security Testing (CST) Laboratories
e perform conformance testing of cryptographic modules. Cryptographic modules
Module Validation Lists are tested against requirements found in FIPS PUB 140-2, Security

Modules In Process Requirements for Cryptographic Modules [ & PDF |. Security requirements

B FIPS 140-2
— RNIST (B RER MR RN EDHHEE
— BEBOLRIL: HEHEHLEEIR—XEBREIXLevel 2005
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A Review of Hardware Security Modules Fall 2010

http://www.opendnssec.org/2011/01/12/a-review-of-hardware-security-modules/

C.1 Certification levels - The validations anly covers the actual cryptographic chip, not the
complete H5M including administration, backup etc. It is also worth to note that the certifications
are firmware specific and the modules need to be re-certified for each new firmware version.

Module Findings by the test team

AEFP Keyper FIPS 140-2 Level 4,

FCC part 15 Class B, BSEN60350 Safety, BSENG61000 Susceptibility Performance B,
BSEN55022 Level B Emissions

Safenet Luna FIPS 140-2 Level 3 when using Trusted Path Authentication with PED keys (see
security model) and Level 2 if using password authentication. CC EAL 4+
Thales nShield FIPS 140-2 Level 3, CC EAL4+.

Utimaco CryptoServer | The model we tested, CryptoServer Se-Series LAMN, is in the process of being FIPS
140-2 Level 3 validated. The CryptoServer C5-5eries LAN is FIPS 140-2 Level 3 and
ZKA (German Credit Association) validated”.

C.2 Supported authentication methods — All of the modules use password protection on the
PKCS5#11 token for application usage.

Module Findings by the test team

AEP Keyper Smartcards for Security Officers and Operators. A minimum of two separate cards
are required for security related operations.

Safenet Luna Password or client certificates for appliance administrators.

Password or PED keys for HSM admin and partition owners.

A PED key is essentially an integrated smartcard used to authorize operations
using the PED (Pin Entry Device).

Thales nShield The Administrator and Operator Card Sets consists of smartcards.

In addition softcards can be used for key wrapping.

Utimaco CryptoServer | All administrators/users can be authenticated using the following methods:
Password (plain, SHA-1, HMAC)

Client certificates stored on smartcard or in a key file.

EG) Direct smartcard logon onto the CryptoServer
B sRRILOFOY T T kRS 3
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B DPS(DNSSEC Practice Statement)&ld. DNSSECO:ERRNBEEBAXIEL.
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Infoblox ez Dashboard

Company 1 = IPAN DHCP | File Distribution
F"

Data Management Smart Folders Grid Administration Logout

Members/Servers Name Server Groups  Shared Record Groups

DNS Home > default

foo.example zone f /7 %

(Grid DNS Properties)

Records « Toqgle Expert Mode

General
Goto Lo @ Enable DNSSEC
I - - @ Enablo HsM Signing
poclab NSEC Record trusttest.foo.examp e 4 ) ey
host NSEC Record pociab.foo.example SR e B i i
fip NSEC Record host.foo.example A Key-signing Key 1 ( year(s) Q
asaa NSEC Record fip.foo.example AA] Rollover interval
NSEC Record aaaa.foo.example Ny Zone-signing Key ( RSA/SHA1 (5) E 1024— bits
NS Record gmc.infoblox.net ) R
NS Record dnsSdemo.infoblox :;Et;:;?r]\;r‘\:r:(:y ! R — *B
trusttest Host 1.0.0.2
m— — 2222 Signature Validity 4 (" day(s) 3
host Host 10.0.0.1 @ Enable DNSSEC validation

DNSKEY Record 256 3 6 AwEAAa4Y
DNSKEY Record 257 3 8 AwWEAAChH

M | |
(] Accept expired signatures

Trust Anchors

aaaa AAAA Record dead.beef:
wWwWwW A Record 10.0.0.1 @ Zone Secure Entry Point Algorithm blic Key
ftip A Record 10.0.10.1

No data
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HSMZFAL-& S DER
H JP DPSo)ﬁ] https://jprs.jp/doc/dnssec/jp-dps-jpn.vl1.2.html

422. FNEFNDERIITHEZAESR

ELRERBPLUEICIIBYUIRIZTOREE, EBADEHLET S,
KSKDTZOTAR—avEBUERIEZRTTAEIE. ChIZTFTITAR—2a A SHLEFNA 18
BET B

4.2.3. L2 DOTRENHNTEERANERER LB

BEERRERETHERIL, BEEITOABLICKRESNDG, BEE BREOFERICEWLTIX., #EE21TS
ABZRIANSZ. THERESN-BEEBIRFEEINS,

4.2.4. ¥ERR D 5> Bt

ELREREUELTITIA—aVASBRE L, F—ABNREGShBIEFEL, ChizkY, &
ZBRERBYEDAIZEDIKSKDTITAR— 3 EFRAET S,

HSMTIEChcZ RIS SRR Y- Lt -
HeEL LTIt o EHONI= AMMRIHELERERT

B Root Zone@)DPS https:/iwww.iana.org/dnssec/icann-dps.txt

4.2.2. Number of persons required per task

(FEZ)

Tier 6: Physical access to cryptographic hardware (HSM) and activation material requires one out of two of the

Safe Controller #1s, and one out of the two Safe Controller #2s in addition to the Trusted Persons required at Tier
5and?7.

Tier 7: Activation of HSM requires three out of seven Crypto Officers.
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