ccTLD incident

Matsuzaki ‘maz’ Yoshinobu
<maz@iij.ad.jp>
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— google, yahoo!, microsoft, kaspersky
— dell, hp, coca-cola &EMEM




http://www.dell.com.my/IZ7 Ot ALT=5

C www.dell.com.my
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Hello malaysia,you think you are more advanced than us? Respect our workers,we will respect you!
Running it since 2007 )

Greetz :

-

localbost 8O0Eprogramemer.met
& UNDERGROUND HACKERS 2007 - 2013

http://www.digitalnewsasia.com/security/dns-poisoning-mynic-admits-servers-compromised




s Fyyas

RAXZU T TIE>EGLMNENDSE

DNS?

— http://plus.evozi.com/204/malaysia-domain-
mynic-registry-hacked-numerous-my-sites-
redirected/
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ns6.jaring.my.
dns.mynic.net.my.
dns2.mynic.net.my.
ns5.jaring.my.
ns20.iij.ad.jp.
ns-my.nic.fr.
ns2.cuhk.edu.hk.
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whois

R

a [Domain Name] google.com.my

b [Registration No.] D1A145756

c [Record Created] 21-SEP-2010

d [Record Expired] 21-SEP-2013

e [Record Last Modified] 01-JUL-2013

k [Primary Name Server] SKEYO000029646
nsl.healthimpactnews.com 173.199.168.220

| [Secondary Name Server] SKEY0O000029647
ns2.healthimpactnews.com 173.199.168.220
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a [Domain Name] google.com.my

b [Registration No.] D1A145756

c [Record Created] 21-SEP-2010

d [Record Expired] 21-SEP-2013

e [Record Last Modified] 01-JUL-2013

k [Primary Name Server] NS1IGOOGO.SER
nsl.google.com 216.239.32.10

| [Secondary Name Server] NS2GOOGO.SER
ns2.google.com 216.239.34.10

maz@iij.ad.jp
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* http://mynic.my/en/news.php
Dear Valued Customers,

We are regret to inform you that we have today
discovered some problems with our system which
had resulted in an unauthorised change in some of
the domain name’s servers information without the
permission of original registrant (owner of domain
name). This may lead to website redirection as
experienced in a few reported cases.
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.my DOMAIN NAME INCIDENT RESOLVED

SERI KEMBANGAN, Selangor, 2nd July 2013 — MYNIC has
resolved the .my domain name incident which resulted in an
unauthorised change in some of the domain name’s servers
information without the permission of the original registrant
(owner of domain name).

The problem, which affected several .com.my and .my domain
names, has led to website redirection as experienced in a few
reported cases yesterday. However the affected domain name
information has been successfully restored on the same day.
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