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It's DNSSEC Not DNSSUX
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DNSSEC doesn’t have to be DNSSUX.

2% - https://devcentral.f5.com/blogs/us/it-rsquos-dnssec-not-dnssux
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o BIG-IP v11.1.0 SHA-2 Support (RFC 5702)
D.NS.SEC specmcanon EDU Algorithms for DNSSEC keys
“finalized” circa 2004/2005 TLD Signed RSA/SHA-256, RSA/SHA-512. RSA/SHAL
2011/8 BIG-IP v11.4.0
ORG BIG-IP v11.0.0 Network HSM3 i F %
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Cache Poisoning
CERT Advisory
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DNSSEC Architecture
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Authoritative DNS ServerE U CEIET 3D Y R— MR

DS Record Hash Algorithm SHA-1, SHA-256 MDAl hH
NSEC3 Hash Algorithm SHA-1, SHA-256

EZBOTITIX L RSA/SHAL
RSA/SHA256
RSA/SHA512

SE 1026, 2048, 4096

Key Rollover KSK, ZSKEIZZEFE4 %

Latest Version : v11.3.0 10
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DS Records
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+ OpenDNSSECTH B+

- REFHF
— /config/gtm d
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 dsset-<dnssec_domain_name>

<Sample>

# cat /config/gtm/dsset-example.org

example.org. 86400 IN DS 560797 1
09f22e86b96725¢c2f41891bc260304b903¢c30448 ; xedez-durym-kuvyk-lunos-dituc-
meger-sunib-fecar-nibos-fuceg-maxex {key = example.ksk, gen = 0}
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£ :http://internet.watch.impress.co.jp/docs/event/janog26/20100714 _380523.html
http://www.atmarkit.co.jp/news/201007/20/janog26.html
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BIG-IP GTM Performance

« BIG-IP 1600: ~ 252,000 gps (DNS Query per Second)
« BIG-IP 3900: ~ 694,000 gps

« BIG-IP 8900: ~ 1,789,000 gps

« 1000/ Query per SecondE TR —ILT7 v

¥ : DNSSECOPerformance TIEZHYEH A,
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