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dane-protocol GEIFRTLSA)

* RFC 6698: The DNS-Based Authentication of Named Entities (DANE)
Transport Layer Security (TLS) Protocol: TLSA
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443. tcp.www.example.com. IN TLSA (
0 0 1 d2abde240d7cd3eebb4db28c54df034b9
7983a1d16e8a410e4561cbl106618e971

)

Matching Type @ 0: Exact match
— 1: SHA-256
2: SHA-512

Selector = o: Full certificate
1: subjectPublicKeyInfo
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Cert. 0: CA constraint (FPREJCAGERHFS THok)
| Usage 1: Service certificate constraint (CADPOFEf TSNz — 2 NGEHE)

2: Trust anchor assertion ()L —hCAGERHE)

3: Domain-issued certificate (H &8 £ Al B & ok)
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3: AN ADBREEA B




Running code

* RFHALIZHITF Srunning code
Datatracker—IESG Writeups
https://datatracker.ietf.org/doc/draft-ietf-dane-
protocol/writeup/

* SWEDE
TLSAL 22— KRR R « RG> —)
Python’N\—2A&
https://github.com/pieterlexis/swede
FEUTROHERELININBOES .

* DANE for NSS
NSS(MozillaiZkf3 %, v F
https://mattmccutchen.net/cryptid/#nss-dane
SSL_AuthCertificate TTLSA RRsetZ #5435
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smtp-04, mua-00, smime-03, (xmpp-02)
TLS7 BV DHITTLSAL A—FR2fi57bDFEZ EHL T
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IETF/DANE WG
https:/[/tools.ietf.org/wg/dane/
RFC 6698
https://tools.ietf.org/html/rfc6698
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