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. Stack Exchangett A B L 7-0SS

D('example.com',
'1.2.3.4'),

A('e’,

A('serverl',
AAAA('wide',

REG, DnsProvider('GCLOUD'),

12.3.4.5"),
12001:0db8:85a3:0000:0000:8a2e:0370:7334"'),

CNAME('www', 'serverl'),
CNAME('another', 'service.mycloud.com.'),
° BlND Route537g: EBSJ/){J:O) MX('mail', 10, 'mailserver'),
S MX('mail', 20, 'mailqueue'),
o R N R AR
DNS7 B /N A &3t ", 1
var addrA = IP('1.2.3.4') i) :
D("example.com', REG, DnsProvider{"RS3'),
A('@', addrA), f/ 1.2.3.4
A('www', addrA + 1),
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L D N S K EY % t O T < % N Migrating zones to DNSControl A
Domain Modifiers

Here are the articles in this section:

BHTD. EHBH D

\Y —
N % fd\ 75\ O tee Top Level Functions > A AAAA

Domain Modifiers v
ALIAS AUTODNSSEC_OFF
AUTODNSSEC_ON CAA
- CNAME DefaultTTL
AUTODNSSEC_ON
o W Eas DISABLE_IGNORE_SAFETY_CHECK DnsProvider
- - CNAM =
DefaultTTL DS FRAME
PronN DISABLE_IGNORE_SAFE™ Y CHEfK
IGNORE IGNORE_NAME
TSRS @ Powered By GitBook
[
P - IGNORE_TARGET IMPORT_TRANSFORM
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Analyzing DNSSEC problems for atana.jp

Found 2 DNSKEY records for .

« BIND & deSEC# 11 #F 4. TDNSSECD |

2 RRSIG=zo0zz6 and DNSKEY=zozze/sep verifies the DNSKEY RRset

— — & Found 1 DS records for jp in the . zone
¢<i> EJ—-E L: ﬁ:ﬁ IEE_E_ f—d: \) \ - é % EE E?:L?\ 2 DS=35516/5HA-256 has algorithm RSASHA256
S —
H & Found 1 RRSIGs over DS RRset
@ RRSIG=c0955 and DNSKEY=cosss verifies the DS RRset

. f— > > — : & Found 3 DNSKEY records for
® d I g -(\\ a d 7 7 7 75\ % % — C\_,_ @ DS=39916/sHA-256 verifies DNSKEY=3s916/seP
# Found 1 RRSIGs over DNSKEY RRset
@ RRSIG=33916 and DNSKEY=z3ss1e/sep verifies the DNSKEY RRset

. Verisign™®DNSSEC Analyzer THEER D found 103 records fo atana 1 e o one

2 DS=1ss56/5Ha-256 has algorithm RSASHA256

& Found 1 RRSIGs over DS RRset

@ RRSIG=23526 and DNSKEY=zzs2¢ verifies the DS RRset
Found 2 DNSKEY records for atana.jp

= = & DS-1sss6/sHA-256 verifies DNSKEY=1sss6/seP
$ dig +dnssec atana.jp | © Found 2 RRSIGs over DNSKEY RRset
T @ RRSIG-12856 and DNSKEY=1esse/ser verifies the DNSKEY RRset
; <<>> DiG 9.16.23-RH <<>> +dnssec atana.jp 9 ns.work.menx.jp Is authoritative for atana.jp
. & und 1 RRSIGs over NSEC RRset
" glObal OptlonS: +Cmd @ RRSIG=3324¢ and DNSKEY=zs345 verifies the NSEC RRset
;;Gotanswel’: & NSEC proves no records of type A exist for atana.jp

:: ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26240  round 1 RRSIGs over S-;j{rfse; o
- flags: gr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 4, ADDITIONAL: 1 7 RSIGrzaeee and DNSKEY-esae verlies e SOA RRee:

Move your mouse over any @ or & symbols for remediation hints.

Want a second opinion? Test atana.jp at dnsviz.net.
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deSEC — BINDAZEFE(1)

« deSECDHODNSKEY #BIND~dnssec-importkey T4 7 R— r 9 3%

$ cat desec.key
atana.jp. IN DNSKEY 257 313

4YT7zoplsv2VmKb3Z90jZ/SX0OLelUgeljLT61BUtg/xIKrtOTEINzfT8q7FjhsEDy328tQhPUq73VRo7kfgztlQ==

$ dnssec-importkey desec.key
Katana.jp.+013+30481.key
Katana.jp.+013+30481.private
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deSEC — BINDAZEFE(2)

. zone 7 7 A JLIZIEEE L Tdnssec-signzoned %

# echo "¥$INCLUDE ¥"Katana.jp.+013+30481.key¥"" >> atana.jp.zone
(SUTILBHITD)

# dnssec-signzone -o atana.jp atana.jp.zone

Verifying the zone using the following algorithms:

- RSASHA?256

Zone fully signed:

Algorithm: RSASHA256: KSKs: 1 active, 0 stand-by, 0 revoked

/SKs: 1 active, 0 stand-by, 0 revoked
Algorithm: ECDSAP256SHA256: KSKs: 0 active, 1 stand-by, 0 revoked
/SKs: 0 active, 0 stand-by, 0 revoked
atana.jp.zone.signed
# named-checkzone atana.jp atana.jp.zone.signed
zone atana.jp/IN: loaded serial 2023061602 (DNSSEC signed)
OK
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BIND — deSEC~EXTE

« BINDDODNSKEY Z EIREHE A o & Bk

T deSEC v

TOKEN MANAGEMENT MORE ~
Type Subname Content TTL (seconds) Last touched Actions
Flags Protocol Algorithm  Public Key
DNSKEY 257 3 8 AWEAAcSgYmgkARgRJ4 X 3600 * 10 days ago B
256 3 8 AWEAAbHUzx0/Dj8QWNI X
X

IPv4 address
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$ whois atana.jp

Name Server] ns.work.mcnx.jp

Name Server] nsl.desec.io

Name Server] ns2.desec.org

Signing Key] 18856 8 2 (
C5F108595D02F7F2AE792A26803C12FA
5ED01600770D1E115E977E7082E92841 )

[Signing Key] 18856 8 4 (
609F1B682E20985005AC14D8504C9653
E53D026EAD1385C048D370A3D7CBAF12
065C74F069975EE002DCE7D3EF536E04 )

[Signing Key] 3048113 2 (
DDEF911B5830F219F191841B0816E4E3
B2F3D622DA467B8C24B5A667A046259A )

[Signing Key] 30481 13 4 (
663237E743DCBD354A8DFACF66FA6778
5D687A655A0CDF24257C72815C768A99
C17A73B9E733096D6403AAE9329974CE )
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% Analyzing DNSSEC problems for atana.jp

AN ® Found 2 DNSKEY records for .

3 DS=z0zz6/5HA-238 Verifies DNSKEY=z0zz6/sep

< Found 1 RRSIGs over DNSKEY RRset

@ RRSIG=z20zz2s and DNSKEY=zozz2¢/ser verifies the DNSKEY RRset

Lt
\ e

|
~
g

® Found 1 DS records for jp in the . zone

% DS=zss16/5HA-25s has algorithm RSASHA256

@ Found 1 RRSIGs oveighSsRRseb

? RRSIG=s09ss and DNSKEY=enss5 verifies the DS RRset

Z P
= 7] \\ i\ > : % Found 3 DNSKEY records for jp
o H IJ q: / % DS=39916/5HA-256 WENNes DNSHEY=/15916/5:0
@ Found 1 RRSIGS over DN QS CF | =it

% RRSIG=3331s and DNSKEY=zss1s/sep verifies the DNSKEY RRset
~ L 7
Found 4 DS records for atan/sit (in'ibhe jpitvae

% DS=z04s1/5Ha-384 has algorithm ECDSAP2565HA256
Ld | C\\ d ; 7 D C \/ \ ) s has algoritt
[ 2 DS=1sss6/sHa-256 has algorithm RSASHA256
@ DS=1ss56/5Ha-384 has algorithm RSASHA256
3 DS=30481/5HA-236 Nas AlGORIEH m == DS “0I56SHAZS &

\\ —_ % Found 1 RRSIGS over DS RP=z:
N L \ N ot
l:l - @ RRSIG= & and DNSKEY=2zs52¢ verifies the DS RRset
1 3 DNSKEY recor 7 i

2 DS=z04s1/5Ha-384 Verifies DNSKEY=z0451/5EP
Found 1 RRSIGs over DNSKEY RRset

« DNSSEC Analyzer TIEZX A DR D E : fﬁf’f?ii;;l‘ff?’IE‘SSF;“} Jr

@ ns2.desec.orgis a

w
o
w
=

% nsl.desec.io seria

2 ) diff ns.v
d < nd 1 RRSIGs over SOA RRset
A \ X _ )
d\ M @ RRSIG=z04z1 and DNSKEY=zo04s1/sep verifies the SOA RRset

% ns.work.mecnx.jp is authoritative for atana.jp
Found 1 RRSIGs over NSEC RRset

$ d|g +dnssec atana_jp % RRSIG-39345 and DNSKEY=3s345 verifies the NSEC RRse
atana.jp & Found DNSKEY, but no RRSIG, for algorithm 13
; <<>> DiG 9.16.23-RH <<>> +dnssec atana.jp 9 Found 1 RRSIGS over SOA RRset
# RRSIG=39z46 and DNSKEY=zsz4¢s verifies the SOA RRset

.: global options: +cmd
:» Got answer:
n->>HEADER<<- OpCOde: QUERY, status: NOERROR, id: 45709 AMANAIP | G RRSIG-s04s: and DNSKEY-sossi/sep verifies the SOA RRset
. flags: gr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 4, ADDITIONAL: 1 9 Tound PRSKET, but no RESIC, for slgonthm

nsl.desec.io is authoritative for

Found 1 RR

Gs ove

Move your mouse over any & or 4 symbols for remediation hints
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