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HEDOHE dosnns

W AEZITOIEDNSY J DT

___________________________________________

JILVG—EZUYILC: (bind9 | unbound ! ! knot-resolver\‘i
FERIDNS: 'bind9 |1 NSD i knotDNS
. ISC ;iNLnetlLabs : €z NIC

_———————— ——— = == —— e -

mRAEZIT D JoHLEE

HiE : LIRS MUDNSD1 > X b—)LE]E. dnstap. DoH. Prometheus& MiE . tep-idle-timeout
J)ILH—EXUY)L/\: RFC8806xF&. HTTPSL O— RICH I BA/AAAARTE
¥ERUDNS: HTTPSL O— RDEER. CAAL O— ROEEK

mREER

SEZHRN T SFIRPCEESD S T TEMFETEIZLDH AN LE UTZEDICRDEXT,
RIRCY I MO IFPZIHRATNZIESFIEFIVUT 1 2B R UILHEEZITV. FEHMBRZITOTIEEL.
ARESREREUREBESICHEVWTER(FAED)F—IOBREZEVVHRIITDTHSHIUHZ TESIEE L,

© NTT Communications Corporation All Rights Reserved. 4



— 4H— — &b f— )\ b docomo
SRR Z{T DO TEHEE(CDVWT  HiEi#eE(1/2) business
mHEERMAF
Rocky8.6%&minimal-f > X b—JLU. #dnf -y update UJZIRRE CHREIRE = X8 (2023458LE
updateD#EER. Rocky8.8 « 1 A M—=ILENTWVWSrpm#BI361DIRENS AT —
SELinux. filrewalld(Zoff. ¥EZ(Iroot TE(—HlZR<)
mHEHEEL. LIRS NUMNSD > A h—)LA]E

dnf install (/\w&—=82)TA > X b—=ILIMTZ DHVERR
Rocky8AK LM NUMNSA X =)L TERVIBGE(FEPELZAWLT A > X b—)LHTX D H ViR

m @ #EEE2. dnstap
m HEREES3. DoH

dnstapd KUDoHAFH T = 3 h R
DoHDMEER(C (Fbind9. 18(CftE 9 BdigV —I)LZAUT. dig +https @(DNSH—/\) example.comZ% s
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AEZTOMEECDWT  tiEieEe(2/2) de
m IE#EE4. Prometheus & DiEHE

http://127.0.0.1:(7h— F&ES)/metricsiC 7R U, #HEtEEkzEUS I gEHiER
FTUBEKRTHIEU TULRWES(ZEINITI T U %A > X b—)L UBUSEIgE (Rt ul 68 ) h SR

O Prometheus/GrafanazBU\ZB]tR{E> X5 LD

- _p—
Urlzeune | prometheus grafana
_ telemetry -

http://192.0.2.1:9167/metrics

— . . 7 BN SEVE ]
m HIEHERES. tep-idle-timeout

TCPig#E (3t Lidle-timeouti¥ge = Efis U TULND HVERR
EER(C(Stelnet 127.0.0.1 53ZAL), IBE U (CUIM NS C & ZiHER
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http://127.0.0.1/

AEETOEMEEICDWT  TIY—ERUY )L Digaed s
mJ)L—EXVUY)L)\DEEL. RFC88063% it

Root DNSHhSRootY — > #ZEUE L. Root DNSICEIWLWVEHEE T (CILE IR T hVIER
(RFC8806(Cxf U CEAZE (CEEHLL TLNB M ET(EISEIMEZ LIRLY)

“ “ . " $dig @192.0.2.1 www.google.co.jp https
m)LO—EXUYVILI\DHEEE2. .
w— P <<>> .18.0 <<>> : .CO.
HTTPSL O— RICH 3 BA/AAAARNS  oerver foun © 192.0.2.1 www.google.co jp https
;» global options: +cmd
;; Got answer:
;; ->>HEADER< <- opcode: QUERY, status: NOERROR, id: 27249
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 3

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;7 QUESTION SECTION:
;WwWw.google.co.jp. IN HTTPS

F Y3 2CA/AAAAD G SIRIE THTTPSE ZRTABRL
Additional SeCtlon((_A/AAAAD\{TJ’%_'&“%D\;EEEEE . ANSWER SECTION:

www.google.co.jp. 7114 IN HTTPS 1. alpn="h2,h3"

;; ADDITIONAL SECTION:
www.google.co.jp. 299 IN A 142.251.222.35
www.google.co.jp. 292 IN AAAA 2404:6800:4004:818::2003
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B Z{TDITHEEE(CDVT HERIDNSODEEE

mHERIDNSOHEEL. HTTPSL O — RDEE
mHERIDNSDOHEE2. CAAL O— ROEFR

HTTPSL J— RERUCAAL O — RAVESRA]AEN SR

digZz FHU\NCTRABIRER R HEDVHERD

# cat example.com
$TTL 3H

NS @
A 127.0.0.1
AAAA ::1

@ IN SOA @ rname.invalid. (

1

1D
1H
1W
3H)

; serial
; refresh
; retry
; expire
; minimum

d:

BUFOLS8L - MeE iU,
ZHIFRER CEDNEONEHERD

|

WWW HTTPS 1.
WWW CAA

0 issue “example.com"

docomo
usiness
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IIWH—EXVUVIVI\DHRBERR YU (o [

™ Toindo " unbound | knot-resolver

Himtkae L LIRS KNUDNSDA >R h—)LAIE 09.16.23 0O1.16.2 A5.6.0(EPEL)
HiErkeE2 dnstap O XEBE)LR O

HiEREES DoH x9.17m5 xEEILR O

HiEHEES Prometheus & D& O A(3M Party®) O

HBHERES tcp-idle-timeout O O RHEED
JILB—EXVUY)L)\DHEEL  RFC8806XT/it: @, O O
TILH—EXUYV)L)\DHEE2 HTTPSL O— RICH I BA/AAAARE X X X
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IIH—EXVUVYVILINDRAERER bind9 dissers
| |binds

HiEtEEel LR MUNSDA > X h—)LE]E 09.16.23

LIRS NUDSDAL A M=
N TN

# dnf install bind9.16 e . #dnf install bind

DIHEF. 11BN VA M=ILENS
- SEldFrEEEZ N I DLWV —>32(9.16) 2 > A =)L 9D

# rpm -ga | grep "~bind9.16" | sort
bind9.16-9.16.23-0.14.el8.x86_64
bind9.16-dnssec-utils-9.16.23-0.14.el8.x86_64
bind9.16-libs-9.16.23-0.14.el8.x86_64
bind9.16-license-9.16.23-0.14.el8.noarch
bind9.16-utils-9.16.23-0.14.el8.x86_64

m e

# systemctl start named - LIRS NURR(SHEREDY \WIIR— han B e dizsh
ISChR(OSShR ) HEREN RS

BIND 9.16.23-RH (Extended Support Version) <id:fde3b1f>
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IINH—ERXVUVYVIVI\DRAEREER bind9 Bosas

o o = R N
V—XAI—RHh5D1 A=) WA b
'7:17)1/";5?‘7'5\ \
# dnf install tar gcc openssl-devel libcap-devel perl JEI2L, TIAN NOREIERAEN BB
# dnf --enablerepo=devel install libuv-devel libnghttp2-devel N=17UCEERDBVEDEA VA h=)LDAE

-Perlz4>ZAR=)LFdEmakeREEA >R I\—)lxéﬂZa/

# tar -Jxvf bind-9.18.15.tar.xz
# cd bind-9.18.15

(configure AT 3> 73 0L) /. HE A
# ./configure Y217 IVCEE & DHS0ptional Features®>%

# make BEZIREOEEYI 7Y

# make install . LR NMROnamed -VESZ(CATIIVIEE y

(configureA 7> 3> &n) M—

# dnf install json-c-devel protobuf-c-devel fstrm-devel libidn2-devel

# ./configure --with-tuning=large --with-libidn2 --with-json-c --enable-dnstap --enable-fixed-rrset ¥
--enable-full-report

# make

# make install
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IIH—EXVUVYVILINDRAERER bind9 dissers

HEtkEE2 dnstap O

dnstap

(named.confdik#%)

options {
dnstap { all; }; # Configure filter
dnstap-output file "/var/named/data/dnstap.bin";

# dnstap-read -y /var/named/data/dnstap.bin
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JIVB—ERVUVYVIV\DREFRER bind9

HEtEeES DoH

DoH

xX9.17h\5

(LR BUMRIGFERIEDIZH EIL RhRTHEER

(named.confdik#E)

tls local-tls {
key-file "/var/named/server.key";
cert-file "/var/named/server.crt";

b

options {
listen-on port 443 tls local-tls http default {any;};
listen-on port 53 { 127.0.0.1; };

ks

# dig +https @127.0.0.1 example.com a

docomo
business
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IIH—EXVUVYVILINDRAERER bind9 dissers
| bind9 |

Hi@E#eed Prometheus & DiEE O
Prometheus & DiEE p
(named.confdik%) mR1>b

-Exporter(isc-stork-agent) i"F 9%
e e ———————— i ———— 8080,9119,9547%@([1\ %L\Téﬁi_l\%gﬁﬁ
statistics-channels {
inet 127.0.0.1 port 9000 allow { 127.0.0.1; };

B e

- ISCEERIDEXxpoterHFIFABIEE (% 1)

-namedh'sEAHAA TLVBnamed.confz/{—ZU.
named JOCR(IEHEZITD

# rpm -ivh isc-stork-agent-1.10.0.230404081327-1.x86_64.rpm
# systemctl start isc-stork-agent
# curl http://127.0.0.1:9119/metrics

(x1) UT=E8R
https://kb.isc.org/docs/exporting-statistics-to-prometheus
https://www.isc.org/download/#Stork
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INH—ERVUYILI\DRERER bind9 d:

FOEHKAEES
DI —EXVUY)IL) DHEREL

tcp-idle-timeout O
RFC8806X1/its

O

JILS—EXUYV)L/\DKEEE2  HTTPSL O— R(CX T DA/AAAATS X

tcp-idle-timeout

RFC8806x7Jits

docomo
usiness

(named.confdDiki%)

options {
tcp-initial-timeout 1;
tcp-idle-timeout 1;
#tcp-keepalive-timeout 1;

(named.confdiki%:)

zone "." { type mirror; }:

© NTT Communications Corporation All Rights Reserved.
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JIVH—EXRVUVYVIVINORAERR unbound dsems
—_m

LR RUDNSDA > X b—)LajE O1.16.2

LIRS NUDSDA X =)L

# dnf install unbound

# systemctl start unbound

# /usr/sbin/unbound -V | head -1
Version 1.16.2

© NTT Communications Corporation All Rights Reserved. 17



IINH—EXVUVYV)IVI\DRABERER unbound osinass

~

\ ) RS ~ — W 1
Y—AA—RD501 A=) <IN Z27JUICFUbuntuémacOSOFIEL RS,

: INESE(IFRIRZAHIEDS
# dnf install tar gcc make openssl-devel expat-devel -bisontflexEAESLUVA. BXTEIY) A ILEES

\_ SUBBAE # dnf install bison flex UTLIZEL )

# tar zxvf unbound-1.17.1.tar.gz
# cd unbound-1.17.1

(configureA 7> 3> 71R0L)

# ./configure 4 ™\
# make m e . _ _
# make install B> T )confige TS5 —R<EMESEBIC
WSOMETE
(configureA7>3>dH D) \- dnstapéDoHZ{FE IS (FIRS FDEPINAE

# dnf install libevent-devel protobuf-c-devel fstrm
# dnf --enablerepo=devel install libnghttp2-devel
# ./configure --with-libevent --enable-dnstap --enable-ipsecmod --enable-subnet ¥

--with-pthreads --with-ssl| --enable-sha2 --enable-ecdsa --enable-linux-ip-local-port-range --with-libnghttp2
# make
# make install
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JIVH—EXRVUVYVIVINORAERR unbound disems

HmtkEE2 dnstap

dnstap

(LR BUMRISIEISDIZSO EJL RARTHESR

(unbound.confdik#%t)

dnstap:
dnstap-enable: yes
dnstap-socket-path: "/var/run/unbound/dnstap.sock"
dnstap-send-identity: yes
dnstap-send-version: yes
dnstap-log-resolver-query-messages: yes
dnstap-log-resolver-response-messages: yes
dnstap-log-client-query-messages: yes
dnstap-log-client-response-messages: yes
dnstap-log-forwarder-query-messages: yes
dnstap-log-forwarder-response-messages: yes

xEBE)LR

(&%) dnstap7 U DFI

# dnf install golang

# go install github.com/dnstap/golang-dnstap/dnstap@Iatest

# cp go/bin/dnstap /usr/local/bin/

# chmod 755 /usr/local/bin/dnstap

# sudo -u unbound /usr/local/bin/dnstap -u ¥
/var/run/unbound/dnstap.sock

© NTT Communications Corporation All Rights Reserved.
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JIVH—EXRVUVYVIVINORAERR unbound disems

HIEHEEES DoH xEBE)LR

DoH
(LR BUMRIGFERIEDIZH EIL RhRTHEER

(unbound.confdik%:)

server:
interface: 192.0.2.1@53

interface: 192.0.2.1@443
tls-service-key: "/etc/unbound/unbound_server.key"

tls-service-pem: "/etc/unbound/unbound_server.pem”
access-control: 192.0.0.0/8 allow

© NTT Communications Corporation All Rights Reserved. 20



JIVH—EXRVUVYVIVINORAERR unbound disems
| |unbound |

HiEHEE4 Prometheusé D& A (3" Party®)

Prometheus & D&
(unbound.confdik#%)

server: (£3) unbound_exporter®F|F
statistics-interval: 0

extended-statistics: yes . :
statistics-cumulative: no # go install github.com/letsencrypt/unbound_exporter@Ilatest

_____________________________ # go/bin/unbound_exporter
————————————————————————————— # curl http://127.0.0.1:9167/metrics

5 = 2 Klist - NHDExporter(ERIZH D8

T J#)L R Tunbound®8953(IEHEZ1TS

# dnf install golang

© NTT Communications Corporation All Rights Reserved. 21



I —EXVUVYVIVI\DRBRZR un

bound

HEHEEES tcp-idle-timeout O
INH—EZUVILINDHEEL RFC88063T it O
INHB—EZUYILINDHEEE2 HTTPSLJ— R 2A/AAAATS X

tcp-idle-timeout RFC8806x4/itx

d:

docomo
usiness

| 4h
(unbound.confdik#t) o o .
auth-zone:
name: "."
—eEE R R R R EE =S primary: 199.9.14.201 # b.root-servers.net
primary: 192.33.4.12 # c.root-servers.net
Sserver. primary: 199.7.91.13 # d.root-servers.net
H H . primary: 192.5.5.241 # f.root-servers.net
th_IdIe_tImeOUt' 1000 primary: 192.112.36.4 # g.root-servers.net
- - i =ti . primary: 193.0.14.129 # k.root-servers.net
ednS th keepa“ve tlmeOUt' 1000 primary: 192.0.47.132 # xfr.cjr.dns.icann.org
primary: 192.0.32.132 # xfr.lax.dns.icann.org
primary: 2001:500:200::b # b.root-servers.net
e e R e e e e e e primary: 2001:500:2::c # c.root-servers.net
primary: 2001:500:2d::d # d.root-servers.net
primary: 2001:500:2f::f # f.root-servers.net
primary: 2001:500:12::d0d  # g.root-servers.net
primary: 2001:7fd::1 # k.root-servers.net
N primary: 2620:0:2830:202::132 # xfr.cjr.dns.icann.org
u %ﬁl@ primary: 2620:0:2d0:202::132 # xfr.lax.dns.icann.org
fallback-enabled: yes
. 5_‘77” I/ h(%ﬁﬁiﬁ for-downstream: no

for-upstream: yes

© NTT Communications Corporation All Rights Reserved.
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IIWNH—EXVYIVINDORAERE knot-resolver businass
.| |knot-resolver

HiEtkeel LIRS NUDNNSDA > X h—)LA]E A5.6.0(EPEL)
LIRS FUDSDA VX =) ( mRA VN
-dnstapt*prometheus:E#E# 175128
# dnf install epel-release % TNHSmodule®b 1> A M=)

# dnf install knot-resolver
# dnf install knot-resolver-module-dnstap knot-resolver-module-http
# systemctl start kresd@1.service

# /Jusr/sbin/kresd -V
Knot Resolver, version 5.6.0

© NTT Communications Corporation All Rights Reserved. 23



IIWNH—EXVYIVINDORAERE knot-resolver

VY—RJ—RHED1 >R M—=)b(1/2)

docomo
business

# dnf install gcc-c++ make gcc protobuf-c-devel fstrm-devel cmake git python38-pip
# dnf install autoconf automake libtool gnutls-devel luajit-devel

# dnf --enablerepo=powertools install userspace-rcu-devel Imdb-devel libedit-devel
# dnf --enablerepo=devel install libuv-devel

(libknothAEIRD TEHI(CknotDNSZ 1 > X k=)L)
# git clone https://gitlab.nic.cz/knot/knot-dns.git
# autoreconf -if

# ./configure

# make

# make install

# vi /etc/ld.so.conf

# cat /etc/ld.so.conf

include Id.so.conf.d/*.conf

/usr/local/lib —KEI(Z/usr/local/libZ3EN
# Idconfig
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IIWNH—EXVYIVINDORAERE knot-resolver bosinass

VY—ZD—RHEDA X M—=IL(2/2)

$ pip3 install meson ninja —user

$ cd knot-resolver/
$ export PKG_CONFIG_PATH=/usr/local/lib/pkgconfig

$ meson configure build_dir -Ddnstap=enabled
$ ninja -C build_dir
$ ninja install -C build_dir

$ su -
# cd /tmp/kr/

$ meson setup build_dir --prefix=/tmp/kr --default-library=static

# sbin/kresd -c lib64/knot-resolver/distro-preconfig.lua -c etc/knot-resolver/kresd.conf -n

B {HE

$ git clone --recursive https://gitlab.nic.cz/knot/knot-resolver.git .X=17)U[14.2 Complilation |5 ZDFFEHE

212U, T I R TdnstapMEZ RV
meson_options.txtZ&E(CAT A #18E

B E
-EPELIRZSZE(CUTEIEZISTELLSEN
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docomo

I —EXVVYVIVI\DAEER knot-resolver business
| [knotresolver
HiEtkee2 dnstap O
HaEHgEE3 DoH O
HiErkRE4S Prometheus & M:&E#E O
W E
dnstap DoH -7 IANNCERTER
(kresd.confdik?) (kresd.confdDik#%) /
modules={ net.listen('127.0.0.1, 443, { kind = 'doh2’})
dnStap:{ — === —==—=—=—==—==—==—==—=—=—=—===—==—===
socket_path = "/tmp/dnstap.sock”,
identity = "1', M R
version = "My Custom Knot Resolver " .. package_version(), Prometheusa@g% ('WV{A\ |
client = { (kresd.confdik#%)

log_queries = true,
log_responses = true,

¥

- Bl Cexporterk
%X\Eﬁb )

net.listen('127.0.0.1', 9000, { kind = 'webmgmt' })
modules.load('http')

# curl http://127.0.0.1:9000/metrics

© NTT Communications Corporation All Rights Reserved.
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IIWNH—EXVYIVINDORAERE knot-resolver dsss
e

HEHEES tcp-idle-timeout KRR
JILH—EXUY)L)\DOKEEEL  RFC8806%d )t O
JILH—EXUY)L/NOEE2 HTTPSL O— RICH T DA/AAAARTE  x

tcp-idle-timeout RFC880631itx
(kresd.confdik#%) (kresd.confdik#%)
net.tcp_in_idle(1) modules.load('prefill')
\ [ =4
url = 'https://www.internic.net/domain/root.zone’,
mAHE . . interval = 86400, -- seconds
A5 D Dtimeout(3EE TS DD HlAA ca_file = '/etc/pki/tls/certs/ca-bundle.crt', -- optional
NZ17)UCHEEERL )
)
modules = { 'serve_stale < cache’ }
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IINH—EXVUVY)VI\ODORERZR R dissers
.| . |bind  [unbound | knot-resolver

HiEtkeel LIRS RUNSDA > X h—)LE]E 09.16.23 0O1.16.2 A5.6.0(EPEL)
HiErkEE2 dnstap O xEZE)L R O
HiEigaEES DoH x9.17m5 xZEEJILR O
HEikEe4 Prometheus & M3&EH#E O A(3rd Party®) O
HBEHEEES tcp-idle-timeout O O R
JILB—EXUY)L)\DBEEE1  RFC88063T/it: @, O O
IV —EXUYV)L)\DEE2 HTTPSL O— RICH T BA/AAAARRE % X X

- > )1 )L (Cdnstap EDoHZE(E SIHEDiIEIRR (Sknot-resolver(C/2Bd A, AMEEZLLDS & UTERFIC A
hoge-option yes/no/auto; XS ICERTE T DEDTIFIRL, TN Z2T7ILEHEHDOSWNERKRU

+ —73Cbind9(39.18~ =1 77)L [8.2.13 options Block Grammar] W29 B EIER(CAT S a>NE <,
IR —ZESBANR—D L RIRDTESEF 11— LTV DFEBEHI RSO
% fEsstEmP iR E, JtdidEhSunboundBNS DA IEAR AKX (HDEEERAMNTETNEEIL R(CHE ?) )
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docomo
business

HEEIDNSDHEETER

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________|]
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HEIDNSODRFERR BV

docomo
business

A3.2.6(EPEL)
xEBE)L R

HimkeEL LIRS RUDNSDA >R b—)LAIE
HEREE2 dnstap

HIEHEEES DoH

HiEkkaE4 Prometheus & DEH#E

HEkee tcp-idle-timeout

FERNDNSOO#EEE 1 HTTPSL O— RODEEK
FERNDNSDHEEE CAAL O— RODOEE

09.16.23
O
xX9.17Hh\5
O

O
O
O

A4.3.8(EPEL)
XELE)L R

X (DOTDHIIE)
A(3M Party®)

O
O
O

X

A (3 Party®)

O
O
O

© NTT Communications Corporation All Rights Reserved.
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HERYDNSODRAERESR NSD Vo [
| [N

HiEtEEel LR RUDNSDA > X b—)LajE A4.3.8(EPEL)

LIRS NUDSDA X =)L

# dnf install epel-release
# dnf install nsd
# systemctl start nsd

# nsd -v 2>&1 | head -1
NSD version 4.3.8
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}ERYDNSOABRBE NSD docomo

V—XAJ—RHIS5DA1 X M—=Ib

y&o: A
NN Z27)ICFUbuntuémacOSOFIEUN R 8D,
TNeSE(KFERZFEESES
-bison&flexbwmEBSLUWH, BKTEINAIVITES.
t f -4.6.1.tar. .
i Ce(l:lrr]z:gl/_4nfssd1 0.1 tar.gz SRR AE # dnf install bison flex UTLZ&0)
e (unbound&EI#R) Y,

# dnf install tar gcc make libevent-devel openssl-devel

(configureA 7> 3> 71R0L)
# ./configure

# make

# make install

(configure A>3 > &)

# dnf install protobuf-c-devel fstrm-devel
# ./configure --enable-dnstap

# make

# make install
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HERIDNSOAEEER NSD dicceme
| [N

Hmtkee2 dnstap xEZE)L R
dnstap
(LRZ MURRIEIESIED Iz EJL RARTHEER m AT
(nsd.confoDi) LIRS MRRDNsd. conflcdnstap D& EH

dnstap:
dnstap-enable: yes
dnstap-socket-path: "/tmp/dnstap.sock"
dnstap-send-identity: no
dnstap-send-version: no
dnstap-identity: ""
dnstap-version: ""
dnstap-log-auth-query-messages: yes
dnstap-log-auth-response-messages: yes
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H#EEIDNSDHEEFRR NSD

docomo
business

HaEtkee3 DoH X (DOTDHNFIE)

HEtkeeE4 Prometheus & MD3&EH#E A (3 Party®)

HmEHEEES tcp-idle-timeout O
Prometheus & DiEH#E (&%) nsd_exporterd#|H

(https://github.com/NLnetLabs/nsd ST ZEUS L3EIT)
# ./nsd-control-setup.sh
(T /etc/nsdic T (CHREEBEOFEEAZE HMERMR =11D)

(nsd.confdikk)

remote-control:
control-enable: yes
control-interface: 127.0.0.1

server-key-file: /etc/nsd/nsd_server.key
server-cert-file: /etc/nsd/nsd_server.pem
control-key-file: /etc/nsd/nsd_control.key
control-cert-file: /etc/nsd/nsd_control.pem

# dnf install golang
# go install github.com/optix2000/nsd exporter@latest
# go/bin/nsd_exporter -ca /etc/nsd/nsd_server.pem ¥
-key /etc/nsd/nsd_control.key ¥
-cert /etc/nsd/nsd_control.pem -nsd-address 127.0.0.1:8952

# curl http://127.0.0.1:8080/metrics

tcp-idle-timeout
(nsd.confdik#E)

server:
tcp-timeout: 1
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HERIDNSOAEER knotDNS (o [
| . |knotDNS

HiEtEEel LR RUDNSDA > X b—)LajE A\3.2.6(EPEL)

LIRS NUDSDA X =)L

# dnf install epel-release
# dnf install knot
# systemctl start knot.service

# knotd -V
knotd (Knot DNS), version 3.2.6
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HERYDNSOAEEER knotDNS Bosas

V—XAJ—RHIS5DA1 X M—=Ib

# dnf install tar libtool autoconf automake pkgconfig gnutls-devel make gcc
# dnf --enablerepo=devel install userspace-rcu-devel libedit-devel Imdb-devel

# tar xvf knot-3.2.6.tar.xz
# cd knot-3.2.6

(configureA >3 > 732 0L)
# ./configure

# make

# make install

(configureA7>3>d D)

# dnf --enablerepo=devel install libcap-ng-devel systemd-devel libidn2-devel protobuf-c-devel ¥
fstrm-devel libmaxminddb-devel libnghttp2-devel libmnl-devel

# ./configure --with-libnghttp2 --enable-dnstap --with-module-dnstap=yes

# make
# make install (lﬁ? }

L -dnstaptprometheusiE#EDzHDA T3> BN
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HERIDNSOAEER knotDNS (o [
| knotbNs

HiEREEE2 dnstap XEBE)LR

dnstap

(LIRS MURRIFIERIGD Iz EJL RhRTHER

(knot.confdik %)

mod-dnstap:
- id: capture_all
sink: unix://tmp/caputure.tap

template:
- id: default
global-module: mod-dnstap/capture_all

I —————————————————————————————————————————————————————————————————————————————————————————————————————,
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HEEADNSDRERER knotDNS
| kmotNS

docomo
business

HiEHgEE3 DoH X
HiErEES Prometheus & D& A (3 Party®d)
HmEHEEES tcp-idle-timeout O
Prometheus & DiEH#E (&%) knot_exporter®#|H
(knot.confdiki%) https://github.com/ghedo/knot exporter Z45>0O— K
mod-stats: # dnf install python3 mifE ]
- id: custom # pip3 install prometheus_client : IS pythonZ 9T
edns-presence: on # chmod 755 ./knot_exporter
query-type: on # ./knot_exporter --knot-library-path /usr/lib64/libknot.so.13
# curl http://127.0.0.1:9433/metrics
template:
- id: default . .
module: mod-stats/custom th'ldIe'tlmGOUt

server:
tcp-idle-timeout: 1
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HERIDNSDRERR PR

docomo
business

HiEHAE L LR NUNSDA >R N—JLAEIS  09.16.23 A4.3.8(EPEL)  A3.2.6(EPEL)
HEREE2 dnstap O xEZE)L R xEZE)L R
HiEEES DoH X9.17Hh'5  x(DoTOHHIIL) X
HiEtkeed Prometheus & DEHE O A(3rd Party®)  A(3r Party®)
HEHEEES tcp-idle-timeout O O O
FERNDNSDOHEEE 1 HTTPSL O— RODEEK O O O
FERNDNSODHEEE CAAL O— RODEEX O O O
T dnstapt°DoHDEHZ KUC UIRIFHUINSD°knotDNS iR & 72D
- IS —EXUYVILINIEREBUVLEDE (CDoHZENDIRUNZSIERIDNSDDoHAL [ IMB T E R
- BEMNESIEENRVWES hS EY IDRIFRIEICIRN— b =5 —1°DSCIE5| EHiSMHX D=8
dnstapDEAGEFTEFE TR
- EPELZfENDIRWDTHUEDbINAI, AibindZBE1EI 705, Aol CO2 /()L T DajgEtZZE L
g R F AR AIROINSDD A NS DFR (I A XA A
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docomo
2UHEEBELT S
BRDPIRE(C (& [EHE(FE D TH COFIRL] ZS A TUWIRWEHERICHIR/EHIT D EXRCEND D> TLDIET

[EE(CHLEEZED THD] <BWLWTHNIEZZETHBIEMMSR0
> IKFEFZRBUIEDTF 2D ROTEIL RBAVMZ1ID#HEF U THS ERVKS(ICRRUE
DoHDOENMEMEZRF (Cbind9.18digld—ZRIC—AmE
> knot-resolver/ZiFEJL RD/\— RILAAEWVLWD, BESLK [B21-)LZ2M/ENN] 952 E&EZ2EELT
LYTknot-resolver&ik(ZHED 77w T5— bURWVWEENE ?

« Rocky8AT LN NIRRT EBIEEIRIEDN WS ERDh o /e
« RockySQIIRFABTCMRIZFiE D EZLIRL
o Ubuntuld&ESBRATUED - ?

No F%=&IN9d,

BEETABRIEILRUED, E>THEDLTLEEL 00 No LIFE.

m REEIA(EN)

SEZHBN T 3FIREES S FTEAHFETEIZLDHZBENEUIZEDICRDET,
RIRCYI DI TFZIHFRATNZIESEEFIVUT 1 Z2BRBULEEZITV. FEHMBRZITOTIEEL,
AESRBREREUVEEBSCHBVWTEM(AASZH)E—I0EEZEVWHIREITDTHSIMUHT TESIEEL.
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IINHG—EXUYIVINEERDNSOH UV dissers
.| . |bind  |unbound |knot-resolver |

HiEHAE L LR RUNSDA >R ~N—)LAEIE  09.16.23  01.16.2 A5.6.0(EPEL)
HiEHkEE2 dnstap O XEBEJLR O

HEtaE3 DoH x9.17h'5 xEE)LR O

HiEtkeEE4 Prometheus & M;&E#% O A(3M Party®) O

HBHEEES tcp-idle-timeout O O RHEER
IV —EXVUY)L)\DtkEEL  RFC8806XT i @, O O
JILH—EXUY)L)\DO#EE2 HTTPSL O— RICH I DA/AAAARTE X

HEEE 1 LRSS NUNSDA A R—)LEIS  09.16.23  A4.3.8(EPEL)  A3.2.6(EPEL)
HiBHEEE2 dnstap O XEE)LR xEZE)LR
HEigEE3 DoH X9.17m5  x(DoTDOIHIL) X

HiEtkee4 Prometheus & DEHE O A(3rd Party®)  A(3rd Party®)
HEHEEES tcp-idle-timeout O O O
FERNDNSODOHEEE 1 HTTPSL O— RDEEx O O O
HERUDNSODHERE2 CAAL O— RODEEx O O O
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TINH—ERUYILINEEBDNSOYTY (BERL) dass
—_mm

HiErkeel LR RUNSDA X M—)LEIE O O

HiEtkee2 dnstap O X O
HmtkEES DoH X X O
HiEtkeEE4 Prometheus & M;&E#% O A O
HEHEEES tcp-idle-timeout O O —
IV —EXVUY)L)\DtkEEL  RFC8806XT i @, O O
JILH—EXVUYV)L)\DEEE2 HTTPSL O— RICH I BA/AAAATES X X X

HiEtkeel LIRS RUNSDA > X h—)LE]E O A A
HmEtkEE2 dnstap O X X
HEtkEES DoH X X X
HiErkeEE4 Prometheus & M;&E#% O A A
HEHEEES tcp-idle-timeout O O O
HERUDNSDHEEEL HTTPSL O— RODEEx @, O O
HERNDNSDHEEE2 CAAL OJ— RDEEx @ O O
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I H—ERUVILINEHERBDNSDOY U (EJLRAR) diss
T Toindo | unbound | knot-resoiver

HiErkee2 dnstap O O O
HmtkEES DoH O O O
HiEtkeEE4 Prometheus & M;&E#% O A O
HEHEEES tcp-idle-timeout O O —
IV —EXVUY)L)\DtkEEL  RFC8806XT i @, O O
JILH—EXVUYV)L)\DEEE2 HTTPSL O— RICH I BA/AAAATES X X

HiErkee2 dnstap O O O
HEtkEES DoH O X X
HiErkeEE4 Prometheus & M;&E#% O A A
HEHEEES tcp-idle-timeout O O O
HERUDNSDHEEEL HTTPSL O— RODEEx @, O O
HERNDNSDHEEE2 CAAL J— RDEER O O O
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