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trap.example.org

_______________________________ 203.0.113.5
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trap.example.org l IS :

function func() {

TTL=1#
trap.example.org IN A 203.0.113.5

const xhr = new XMLHttpRequest()
xhr.open("GET", "/wp-login.php")

}
setInterval(func, 2000)
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192.168.10.2
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# Before

server {
listen 80;
server_name 0.0.@.@;< P TCORA b4

Log In « XYZERR&HHAR-S) — X + S - ¢
“— _ O & pallys.net ‘-|:- ogin.php bk

W,

Username or Email Address

Password

| d

[] Remember Me
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# After (9=X—DF I AL bS—)\—Z=END)

server A
listen 80 default_server; . . .
server name ' '; S=—DFIAIL T —)(—
}
server {
listen 80; R & A& RR
## server_name 0.0.0.0;

server_name wp.example.jp;

\4

404 Mot Found 4 -

< C Q -.'- ogin.php
404 Not Found

nginx/1.18.0 (Ubuntu)
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Public network (https://example.com)

Private network (http://router.local) _E ';

Local device (http://localhost)

¥
= m-
Google Chrome 94LAf# T(E. FXRENDER

(More private) Cld. HTTPSHERENSD
https://developer.chrome.com/blog/private-network- =7 SEARE LT (/XD DNS Rebinding_C‘ =7R0)
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« SqUIdDIZE LT DO _FEEDI RN END
- P77 RLRICKD 7O Kl
— DNS Pinning
o IPV7 RLRICKD T ARl

acl localnet dst 192.168.0.0/24
http access deny localnet

« FFE R XA DHO—NIVAY NI —D%5F8] 9 D5

acl example dstdomain .example.jp
acl localnet dst 192.168.0.0/24
http access allow example

http access deny localnet
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POWerDNS | qyis =g |MINIMUMAT | bRy || 4aX U T NTHIEE
recursor override
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BIND 9 Administrator Reference Manual 8.2.16.17. & D

Note that this is not really an attack on the DNS per se. In fact, there is nothing wrong with having an “external”
name mapped to an “internal” IP address or domain name from the DNS point of view; it might actually be
provided for a legitimate purpose, such as for debugging. As long as the mapping is provided by the correct
owner, it either is not possible or does not make sense to detect whether the intent of the mapping is legitimate
within the DNS. The “rebinding” attack must primarily be protected at the application that uses the DNS. For a
large site, however, it may be difficult to protect all possible applications at once. This filtering feature is provided
only to help such an operational environment; turning it on is generally discouraged unless there is no other
choice and the attack is a real threat to applications.
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Any Questions?
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