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Akamai Intelligent Edge Platform



Akamai x DNS

" DNS ½õø¶·²

DNSi CacheServe / DNSi AuthServe

" DNS µüó¹

Edge DNS / Global Traffic Management / Linode DNS Manager

" DNS {¸»»½õúö³

Secure Internet Access

Akamai Guardicore Segmentation

" DNS ~ßo

T~ÝïýÕ´ Web »½õúö³ýÕ
{{zq»¸óùûöü¶üûþóôó°
(Þ{² CNAME {¸»ºóùó÷´
ACME DNS-01 { DNSx~·¿º�[u..)
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Akamai Blog https://www.akamai.com/blog

oo� https://www.akamai.com/ja/blog
(/ø~�Ï~oo�»´ooþ¯�Ï)
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" Undetected Attacks on Anti-Malware Agents Using DNS Spoofing (2022/04/14)
[�~²óñûþû¶·²ýÕ| DNS wõ±´û~ßï²_t\¿{»sx~sþg

" Linode + Akamai |�~�~¿ù¶ù~�to{Y¿²²�¹yvu (2022/04/12)
Akamai CEO øðûü´øó~�» Linode ¿ß~²�¹yþ_ûÿ

" Conti ~ÿó»üþûõ²û - ¯ßüóõüxV÷ (2022/04/05)
ùóµð�çÖ÷{¹mûw�åy{¹¯�ë��ç?ý

" TCP Middlebox Reflection: Coming to a DDoS Near You (2022/03/01)
2021 ~{~èu¼�õwtúõü¿·÷ó�çù¿¿ü|ÿßW
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https://www.akamai.com/blog
https://www.akamai.com/ja/blog
https://www.akamai.com/blog/security/attacks-anti-malware-dns-spoofing
https://www.akamai.com/ja/blog/news/linode-akamai-transform-how-developers-use-the-cloud
https://www.akamai.com/ja/blog/security/conti-hacker-manual-reviewed
https://www.akamai.com/ja/blog/security/tcp-middlebox-reflection
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DNS Cybersquatting: The Case for Edge DNS Zone Protect (2022/03/21)

µ´ðü¹¿ÿóö³ó°(ùñ´ó¹¿ÿóö³ó°) 3 õ³ó·ó°{~Okwot¹¼»Þ�~ö
ùóù²ksw�ùñ´ó]~ðú¸ü·÷ó

" Typosquatting
sq�Õt²ûv 3 domain[.]test ³ domein[.]test

" Combosquatting
¿Í²Þq¿y 3 domain[.]test ³ domainchangepassword[.]test

" Levelsquatting
�|²Þq¿y 3 domain[.]test ³ domain[.]test[.]test[.]test

" Bitsquatting
óóø²ßî 3 domain[.]test ³ doeain[.]test ("m":01101101 "e":01100101)

" IDN Homograph
ÿ�Wùñ´ó{¸ºÞ~¿�~��o_w�}ûx» 3 domain[.]test ³ domáin[.]test

" Soundsquatting
\x¿~¿Íûèÿw�}ûx» 3 domainforus[.]test ³ domain4us[.]test
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https://www.akamai.com/blog/security/dns-cybersquatting
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¿¸úw�öü¶üw� Combosquatting ´ Typosquatting |[t
oo�Þ~ÿx��wv Typosquatting |[tþ



Akamai Blog {¹ - iCloud Private Relay

Powering and Protecting Online Privacy: iCloud Private Relay and 
Information for Akamai Customers (2022/03/02)

iCloud Private Relay
Apple | iOS151iPadOS151macOS Monterey w iCloud+ öü¶ü{ù
ü¿xwvóßy»1öü¶ü~÷ù´ð·ü~ßÿy»�±~µüó¹
º²¸óùûôüû¸óù~øùõ³ó¿²ÿ�Ww}zt¸v{y»�±

" Multiplexed Application Substrate over QUIC EncryptionÿMASQUE)
" Oblivious DNS over HTTPS (ODoH)

²ot»2û}�
https://www.apple.com/privacy/docs/iCloud_Private_Relay_Overview_Dec2021.PDF

¸óùöü¶ü| iCloud Private Relay ²otvt»|\{ Akamai 
(CDN{) ~{o�|oÛyy}sx²ë®
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https://www.akamai.com/blog/cloud/powering-and-protecting-online-privacy-icloud-private-relay
https://www.apple.com/privacy/docs/iCloud_Private_Relay_Overview_Dec2021.PDF
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" \xöü¶üw² IP ²ùü¹|Y¿»~w�¾øü¿ó{ IP ²ùü
¹²ot»~�(Î~wïN{)ÿq»y}

" ¿ù´²óø IP ²ùü¹´ÛY IP ²ùü¹{ß[w�µüó¹(¼ý
üüö³ó°{){ºÜ|ox»

" T~¸º IP ²ot»|\� Apple óß~ú¹ø|ßfu¼vt»s
x²ú� (Akamai Edgescape �ßfn)

" IPv6 ~o|þþ|}{t~w÷õ²û¹¿ó¿²zyy±

" s~ß}���¾u¼�÷ð´¹pq|ot»sx|w}»¸v{z
svzº1ç[~»½õúö³½úõü·÷ó�_}ÿ}oû
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iCloud Private Relay {zq» DNS (ODoH)

Blog {¹úó¿u¼� Apple ~Ïý{¸»x..
" API ´ ODoH Proxy ~~¿ï_~]_ë~{ùo

(�pw Safari, unencrypted HTTP, custom-encrypted DNS xts�Ï_)
" ODoH Proxy � Apple |ûv1ODoH Target �ñüøúü|ûv
" ÿox ODoH Target x~�w÷÷W|¯¿¼»
" ODoH Proxy �÷÷Wu¼�¿¸ú² ODoH Target {¯V²¿ù´²óø IP ²ùü¹xwvoý
" ODoH Target |¿¸ú²ÿ÷
" ¿ù´²óø� ODoH Proxy {¹×q×s�ñöúó¿ IP ²ùü¹~åy{¸º¿¸ú{ ECS ²tq¹¼»
k[ýüðµüðütw»nu¼»¿¸ú{² ECS |ttvt»ù/(þþ~¯Û²_¿z)
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Device Access Network ODoH Proxy

(Apple |ûv)

ODoH Target

+ õûú¾ûðü
(ñüøúü|ûv)

k[ýüðµüðü

÷÷Wu¼�~~oý

y~¸vz]_|ë~u¼�{�V{¹zt

¿ù´²óø IP ²ùü¹�V{¹zt

Device ~ñöúó¿ IP ²ùü¹²�÷

÷÷Wu¼� ECS t}¿¸ú




