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MNAINe
[Encrypted DNSI] > TflDC & ? eiies
#1881 FUSA < naritaijp > HERUDNS
N ROOT
~J. < E? .Jp
ZFTVIILN (f‘_j\:\bg/yl)[l;{\fs) j: example.jp
(DNSOZA4T7> )

o RHTVYVILNETIWYILIEIODNSZIgZIESETd Bt HH

e DoT: DNS-over-TLS (RFC7858, May 2016)
e DoH: DNS-over-HTTPS (RFC8484, Oct 2018)

XEDMDIESE : DNScrypt (IETFZE). DNS-over-QUIC (draft). DNS-over-DTLS (RFC8094)

© 2019 COMMUNITY NETWORK CENTER INCORPORATED., 6



https://dnscrypt.info/
https://tools.ietf.org/html/draft-huitema-quic-dnsoquic-06
https://tools.ietf.org/html/rfc8094
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DNS-over-TLS (DoT) SrdMiry

e RFC7858 (May 2016)
o JANA port 853/tcp (%853/udp (¥ DTLS/RFC8094)
o TLSTYIa DHIGEEDNSAYE—Y (RFC1035)
e opportunistic (HHIR) E—ROEZRENZL)
- 853/tcp iU T. NGIZoleSi@EDNSAY I J L — R (STARTTLSHIREYZ (L))
o strict (FERAZEAREL) E—FEEFRSINTL\S (RECE8310E8])
- Y- \R2WE. FH;EETE. PKIX & DANE ZH7/R—-bh
o HAMCIATLFEDIYVIVINCHERRTD
- DNSEEHIZEDSBRVDTH MDY

© 2019 COMMUNITY NETWORK CENTER INCORPORATED, 7


https://tools.ietf.org/html/rfc7858
https://www.ietf.org/rfc/rfc1035.txt
https://tools.ietf.org/html/rfc8310
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E’

DoT D1 X—= (fl)

(6) Domain MName Serwver

= option:
Length: &

DHCPH—/(

O1PIALHL
DNS IPEL
_ (ISP)

it : FUHA < naritai.jp >

'ET

4 +tv21DNS
(ISP)

@DHCPTIE2MN/ZDNS
—2FD, SAFLVY IV
(CXFUT, tep/853 5L T

ML TONUE, DoTZfES

(opportunistic DoT)

© 2019 COMMUNITY NETWORK CENTER INCORPORATED.
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DoT % cli TiR9

$ kdig -d @103.2.57.5 +tls-ca +tls-host=public.dns.iij.jp _dmarc.cnci.nagoya txt
DEBUG: Querying for owner(_dmarc.cnci.nagoya.), class(1), type(16), server(103.2.57.5), port(853), protocol(TCP)

o

o

; DEBUG: TLS, imported 151 system certificates
; DEBUG: TLS, received certificate hierarchy:
; DEBUG: #1, C=JP,ST=Tokyo,L=Chiyoda-ku,0O=Internet Initiative Japan Inc.,CN=*.dns.iij.jp

; DEBUG: TLS, skipping certificate PIN check
; DEBUG: TLS, The certificate is trusted.
; TLS session (TLS1.2)-(ECDHE-ECDSA-SECP256R1)- (AES-128-GCM)

->>HEADER<<- opcode: QUERY; status: NOERROR; id: 39153
Flags: gr rd ra; QUERY: 1; ANSWER: 1; AUTHORITY: ©; ADDITIONAL: 1

EDNS PSEUDOSECTION:

; Version: @; flags: ; UDP size: 1220 B; ext-rcode: NOERROR

; QUESTION SECTION:

_dmarc.cnci.nagoya. IN TXT

; ANSWER SECTION:

; DEBUG: SHA-256 PIN: IGABkjOwTXzgOBDvakES1fCqgPyadhpA9AxaRWI9Qlss=
; DEBUG: #2, C=BE,O0=GlobalSign nv-sa,CN=GlobalSign Organization Validation CA - SHA256 - G2
; DEBUG: SHA-256 PIN: IQBnNNBEiFuhj+8x6X8XLgh@1V9Ic5/V3IRQLNFFc7v4=

_dmarc.cnci.nagoya. 15 IN TXT "v=DMARC1; p=none; adkim=s; aspf=s"

o
o

o

Received 93 B

; Time 2019-06-25 21:34:48 JST

From 103.2.57.5@853(TCP) in 12.5 ms

© 2019 COMMUNITY NETWORK CENTER INCORPORATED.
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DNS-over-TLS (DoT) JR¥E{LDsE

Cloudflare [1.1.1.1]
Cleanbrowsing

Pervasive Monitoring is EIL
DNS PRIVate
Exchange
DoT XJ/is

an Attack

Google [8.8.8.8]
IJ [public.dns.iij.jp]

DoT Xthts

Quad9 [9.9.9.9]
DoT Xt/

10

A)-TFEH

DNSO/LEBEIRZ2FHER

e DNS Privacy Considerations (RFC/626) — dprive WG
2019 COMMUNITY NETWORK CENTER INCORPORATED.

e Query minimisation (RFC/7816) = DNSOP WG
e EDNS(0) padding option (RFC/830, RFC8467/) — dprive WG



https://tools.ietf.org/html/rfc7258
https://datatracker.ietf.org/wg/dprive/charter/
https://datatracker.ietf.org/doc/rfc7858
https://tools.ietf.org/html/draft-bortzmeyer-dprive-rfc7626-bis-02
https://tools.ietf.org/html/rfc7816
https://tools.ietf.org/html/rfc7830
https://tools.ietf.org/html/rfc8467

(#2) Query minimisation (RFC7816)

L ;
e Query minimisation BL®D ILTRKOT
Queryb‘ﬁb‘j@ HERLDNS
g §
Dy

it : FUHA < naritai.jp >

www.example.jp. IN A?

1€

mi
H

IV
ZFTUYIIIN (Frv>1DNS)
(DNSTZ147>R)
CCDEE K |
www.example.jp. IN A?
example.jp
: 11
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E’

(#2) Query minimisation (RFC7816)

e Query minimisation Y055
Query 7= DEREBONET
Queryz=ftd 3 YERIDNS
jp. IN NS?

i : FUHA < naritai.jp >
example.jp. IN NS?

www.example.jp. IN A?

a5t
IV
ZFTUYIIIN (Frv>1DNS)
(DNSTZ147>R)
CCDEE K |
www.example.jp. IN A?
example.jp

© 2019 COMMUNITY NETWORK CENTER INCORPORATED.,
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(#2) EDNS(0) padding option ChNCi
e EDNS Option Code 12 (000c)

e 8 1
e e R it Rt B R R R R
| OPTION-CODE

e R e Et TR L R SR R SR e T
| OPTION-LENGTH

s s S s satats sietats satets s
| (PADDING) ... (PADDING) ...

- - - - - -

~+—+—+ 0

e DNSHIUNBESILEINTWVTE. Ny MAXAHSINT =221, 1—YHEBIBIEE
e PADDINGICA=—FT—%4 (0) ZANBE(CEOT, #ERIBALE

https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf

© 2019 COMMUNITY NETWORK CENTER INCORPORATED, 13



https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf

DOoTRERR : 517> M (1) il

Mode Stub Caching forwarder/proxy

Software ldns | digit getdns BIND Go Knot Unbound BIND Knot | dndist
(dril) (Stubby) | (dig) | D (kdig) Res

General | Send ECS with o o v

SOURCE PREFIX-
LENGTH value of 0

TCP fast open(b}'

Connection reuse

TCP/TLS | (Q/R, Q/R, Q/R)

Features
Pipelining of n/a

queries(Q Q.Q.R.R.R)

Process OO0OR n/a
(Q1,Q2,R2 R1)

EDNSO Keepalive'd (f)

TLS encryption (Port ()
853)

TLS TLS authentication
Features

EDNS50 Padding ()

TLS DNSSEC Chain
Extension(M

https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Implementation+Status © 2019 COMMUNITY NETWORK CENTER INCORPORATED. 14



https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Implementation+Status

DOTERFRR : 517> b (2) S

- Android 9 “Pie” L% - “opportunistic” DoT RAT47 X
Android - Quad9 Connect 77V (by Quad9)
- Tenta VPN J39H

- 1.1.1.1 77" (by Cloudflare)

B _ Stubby i0S 77 (% BaFER)
- OpenWRT
=4 - AsusWRT-Merlin
- Turris
ZDAth - systemd (Linux) — opportunistic DoT &A174J

https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients#DNSPrivacyClients-Operatingsystems

¥ AndroidE &1
https://drive.google.com/open?id=0B7vYCtIP8e6KOQ3RIYM40ZEIzZVHZJYOduYkZ4VUs4aFFGVzNF

© 2019 COMMUNITY NETWORK CENTER INCORPORATED., 15



https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients#DNSPrivacyClients-Operatingsystems
https://drive.google.com/open?id=0B7vYCtlP8e6KQ3RIYm40ZElzVHZJY0duYkZ4VUs4aFFGVzNF

DOTSRERIR : H—JX (1) A

Mode Load Recursive Auth
Balancer
Software dnsdist Unbound BIND Knot CoreDNS(E) Tentale) NSD = BIND Knot
Res Auth
General QMAME minimisation n/a 0 0 O
TCP fast open[b}' o (v o [v] & V]
:::tﬁi Process Pipelined queries v (V] (V] [v] (V] (V] (V]
Provide OOOR (g) 0 0 O n/a n/a n/a
EDNSO Keepalive'® o o O o
TLS encryption (Port 853) [v] O (d) O V] V]
Provide TLS auth credentials V] (] (d) (v V] O
TLs EDMS0 Padding (basic) 0 o 0

Features

TLS DNSSEC Chain
Extension (M

https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Implementation+Status

- — 7
CCEEIE

https://doh.defaultroutes.de/implementations.htmi © 2019 COMMUNITY NETWORK CENTER INCORPORATED., 16



https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Implementation+Status
https://doh.defaultroutes.de/implementations.html
https://doh.defaultroutes.de/implementations.html
https://doh.defaultroutes.de/implementations.html

DOHEFIRRN : B—/\ (2) Public DNS E it g
IS Quad9 .
Jo)\(4 Cloudflare Google (IBMIPCH/GCA) Cleanbrowsing I1]
IP/FQDN 1.1.1.1 8.8.8.8 9.9.9.9 }ggéggjggjgg public.dns.iij.jp
PR KE KE KE KE HA
Y2SZDNS O O O O X
DoT DoT DoT DoT DoT (&%)
el bl DoH DoH (52583 % DoH DoH DoH (E58)
— O
115U X X O O (XICSADH)
DNSSEC O O O O O
Qname
minimisation % % % O
EDNSO Client
Subnet (ECS) X © X X X

% 2019/6/26 IERFEXK

© 2019 COMMUNITY NETWORK CENTER INCORPORATED.
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https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html

3

DNS-over-HTTPS (DoH) g 7711778

o RFC8484 (Oct 2018)
e HTTPS J'OMIVE(C DNS Z&HEBIetildH (FEXXAITA—=IVINYIRRL)
e Wire-Format : application/dns-message (RFC1035) (or JSON or--)
e GET or POST
- DNSIOERFRIQUIC, HTTPSEMIEE THNIE 200 OK HhakD
e URIFYIV—MEREXLA (YATAUYINEDT, EBIICEEEN BHE)
— {8 : https://public.dns.iij.jp/dns-query
—  URIDNZ M&ZEIDHZRIFERT DDNSUYVILIGGEENNE (bootstrap IP)
e HTTP/2. (HTTP/3) OEFE L TKEDFFEZS
-  %E{b. BixFiEl. HPACK. server-push (1), 0-RTT. QUIC

© 2019 COMMUNITY NETWORK CENTER INCORPORATED, 18



https://tools.ietf.org/html/rfc8484
https://www.ietf.org/rfc/rfc1035.txt

DoH D1 XA—= (Hl)

@77V (Firefox) T
DoH BZEU.
FRIE

DNSH-/{
N

3

E’

@ AT LYV T
P ICEETESNTZDNS
(CDOHTZ R

DNSHENWDELE

B +rv>I1DNS
(Public)

Fv> 1DNS
(ISP)
© 2019 COMMUNITY NETWORK CENTER INCORPORATED
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DoH %& cli TiH9 - GET RIS

$ ./dnsbase64.py _dmarc.cnci.nagoya TXT
HOCBAAABAAAAAAAABLOkbWFyYwRjbmNpBm5hZ295YQAAEAAB

$ curl -H 'accept: application/dns-message' -v 'https://public.dns.iij.jp/dns-
query’dns HOcBAAABAAAAAAAAB19kbWFyYwRjbmNpBm5hZ295YQAAEAAB' | ./dnsbase64.py

* Connected to public.dns.iij.jp (2001:300::5) port 443 (#0)

GET /dns-query?dns=HOcBAAABAAAAAAAABIOkbWFyYwWRjbmNpBm5hZ295YQAAEAAB HTTP/1.1

User-Agent: curl/7.29.0

Host: public.dns.iij.jp

accept: application/dns-message

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 27 Jun 2019 07:19:10 GMT

Content-Type: application/dns-message

Content-Length: 82

Connection: close

Cache-Control: 15

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

AN AN NN NN ANANAN YV V V VYV

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8007
;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: ©
;; QUESTION SECTION:

;_dmarc.cnci.nagoya. IN TXT
;3 ANSWER SECTION:
_dmarc.cnci.nagoya. 15 IN TXT "v=DMARC1; p=none; adkim=s; aspf=s"

© 2019 COMMUNITY NETWORK CENTER INCORPORATED., 20




DoH & cli Til9 - POST SriMiry

$ ./dnsbytes.py _dmarc.cnci.nagoya TXT | curl -v -H 'Content-Type:application/dns-message’
"https://public.dns.iij.jp/dns-query' -X POST --data-binary @- | ./dnsbytes.py

Connected to public.dns.iij.jp (2001:300::6) port 443 (#0)

POST /dns-query HTTP/1.1

User-Agent: curl/7.29.0

Host: public.dns.iij.jp

Accept: */*

Content-Type:application/dns-message

Content-Length: 36

upload completely sent off: 36 out of 36 bytes

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 27 Jun 2019 07:28:48 GMT

Content-Type: application/dns-message

Content-Length: 82

Connection: close

Cache-Control: 2

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

AN ANANANANANAANANANANAN ¥V V V V V V Vo ¥

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29096
;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: ©
55 QUESTION SECTION:

;_dmarc.cnci.nagoya. IN TXT
;; ANSWER SECTION:
_dmarc.cnci.nagoya. 2 IN TXT "v=DMARC1; p=none; adkim=s; aspf=s"

© 2019 COMMUNITY NETWORK CENTER INCORPORATED., 21




=JuL—4—

a1/ DNS-over-HTTPS
DNS Over
HTTPS

Cloudflare [1.1.1.1] IJ [public.dns.iij.jp]

Quad9 [9.9.9.9] Google [8.8.8.8]
Cleanbrowsing DoH X/t
DoH Xthts

e [WebX ARl (I39YEEA. CDNEEA) [CLDEBEEFHE(L
e Representing DNS Messages in JSON (RFC8427) —> WGRRUL
e resolverless-dns@ietf.org — server-push RETDNSIE#H=ZES

2019 COMMUNITY NETWORK CENTER INCORPORATED. 22


https://datatracker.ietf.org/wg/doh/about/
https://tools.ietf.org/html/rfc8484
https://tools.ietf.org/html/rfc8427

3

DOHREHRIR : 51 P> (1) CAICS

Name Version Comments
Firefox 62 temporary docs

Bromite 67.0.3396.88 How to enable DoH

curl 7.62.0 See DOH-implementation

OkHttp 3.11 See Providers

curl-doh n/a basic stand-alone DoH client that uses curl

Chrome 66 https://bugs.chromium.org/p/chromium/issues/detail7id=799753

https://github.com/curl/curl/wiki/DNS-over-HT TP S#supported-in-browsers-and-clients

2019 COMMUNITY NETWORK CENTER INCORPORATED. 23



https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://github.com/curl/curl/wiki/DNS-over-HTTPS#supported-in-browsers-and-clients

3

E’

24

N - — L
DOHEERIR : 517> b (2)
Android - Intra 77V (by Google) % DoHY—/ & ERIHE
i0OS - 1.1.1.1 77 (by Cloudflare)
- cloudflared 7O+ (by Cloudflare)
oAt - dnscrypt-proxy
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients#DNSPrivacyClients-DOH

© 2019 COMMUNITY NETWORK CENTER INCORPORATED.,


https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients#DNSPrivacyClients-DOH
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients#DNSPrivacyClients-DOH
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Clients#DNSPrivacyClients-DOH

DoH=EFRWRIR : B—/\ (1)

Mode Load
Balancer
Software dnsdist Unbound
DoH support WIP

https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Implementation+Status

L CCHSHR

https://doh.defaultroutes.de/implementations.html

3

Recursive
BIND Knot Res
Experimental Implementation
released in 4.0.0

2019 COMMUNITY NETWORK CENTER INCORPORATED
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https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Implementation+Status
https://doh.defaultroutes.de/implementations.html
https://doh.defaultroutes.de/implementations.html

DoH=EF1RRN : B —J/\ (2) Public DNS (8) it
B Quad9 i
Jo)\(4 Cloudflare Google (IBMIPCH/GCA) Cleanbrowsing I1]
IP/FQDN 1.1.1.1 8.8.8.8 9.9.9.9 }ggéggjggjgg public.dns.iij.jp
PR KE KE KE KE HA
Y2SZDNS O O O O X
DoT DoT DoT DoT DoT (&%)
el bl DoH DoH (52583 % DoH DoH DoH (E58)
g O
J4IHU>7) X X O O (XICSADH)
DNSSEC O O O O O
Qname
minimisation % X % O
EDNSO Client
Subnet (ECS) X O X X X

% 2019/6/26 IERFEXK

© 2019 COMMUNITY NETWORK CENTER INCORPORATED.
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https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html
https://security.googleblog.com/2019/06/google-public-dns-over-https-doh.html

DoT/DoH > THTESIEHO I

e Case 1: @Y HIERI(C. iPhone (C 1.1.1.1 7TURANTHIE

= 14:28 - = 14:29 = g 14:30

-
Connection Options DNSO ' .
9 You're #1455775 on the Warp waitlist
settings.crashlytics.com

Disable for Cellular Networks

i CloudflareY VILI\—IcEHR L XL p35-buy.itunes-apple.com.akadns.net
Disable for Wi-Fi Networks
@ ® €

DNS over HTTPSZ (£ ) .
googleapis.l.google.com

DNS over TLS% (£

o L
@ Wi-Fixy bT—TDEMN p30-quota.icloud.com

gateway.fe.apple-dns.net

1112

3 14:29
. Protocol Options 1.0.01 mesu.g.aaplimg.com

2606:4700:4700:11M keyvalueservice.fe.apple-dns.net

DNS over HTTPS
2606:4700:4700::1001
www-cdn.icloud.com.akadns.net
[=HER DDNSHERE
—RiciE D E L,
www.google.ru
DNS over TLS jrgee ot

e . www.google.ru
INTUwZIPF LA

www.google.com

© 2019 COMMUNITY NETWORK CENTER INCORPORATED.
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DoT/DoH fE>THTES DI Sramiry

o Case 1: @4 HSEHPI(C. iPhone (C 1.1.1.1 77U ANTHIE

VPN7 A IEFN K =

7 TVDTHA > H N

EhE(CEXE (—DoT/DoHEA LBBIENRICRDICERIOE)
Captive Portal #2A1ULT. FF2TN3

N BY—DRFIWI-FITEZBRMOE (1.1.1.1 T59IURR?)

vV V VYV V V

© 2019 COMMUNITY NETWORK CENTER INCORPORATED., 28



DoT/DoH > THTESEDIE SrRmiry

e Case 2: Firefox 67 T DoH Z{E>THI-

A —w MER X

A >H—3y MERICIEAT 370+ —0ERE
() FOFs—E=ERLGLY)
() Toxy bO—o0T0FS —SEREBEL T B (W)

N

(@) AT LOTOF—BEEFAT ()

=/

O FHTIOF>—EHZETB(M)

HTTP FO+2—(X) R—~(P)
FATOIORLTCOTOFS—#ERTS(S)

ssL FOFz—(L) el u(¢)

FTP O+ —(F) H—FR)

SOCKS A H(C) A— kD)
SOCKS v4(K) SOCKS v5(V)

() BBFOFS—HERSUT - URL(A)

s 0 e FIVIANDS
A\
ZlTTTON!

#l: .mozilla.org, .net.nz, 192.168.1.0/24
[[] /S0 — FEEE L THIRSRFBIERD LAV
[ ] SOCKS v5 MY 3 £=(d DNS 570+ —&#EH33(D)

l' . DNS over HTTPS #HFC T3 (B)
I Eﬁﬁmt’iﬁﬂi (https /!mozﬂla cloudﬂare dns Com/dns query)(U)

) URL Z3BE(Q):

0K Fr2tl ALT(H)
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DoT/DoH > THTESIEDIE

e Case 2: Firefox 67 T DoH Z{E>THI:

about:config X
C @ @ Firefox  about:config &l s
BER): | O tr

trr.-mode=3 MDKF. bootstrap.address WA

FEH
network.trr.allow-rfc1918
network. trr. blacklist-duration
network.trr.bootstrapAddress
network.trr.confirmationNS
network.trr.credentials
network.trr.custom_uri
network.trr.disable-ECS
network.trr.early-AAAA
network. trm. max-fails
network.trrmode
network.trr. request-timeout
network.trr.uri
network. trm.useGET

network.trr. wait-for-portal

network.trr.mode

0: FirefoxTJA)L b (FRAK : EERD)

1: ISBENRBVWAZFIHTS (DoH/DNS)

2: DoHf25%t (DNSAfallbackdh)

3: DoH®MD# (DNSAfallbackiRU)

5: 3
FESNTWETD
TESTEE
FESNTWETD
TESTEE
PESTEE

2
EBE
EE
MFH
MFH
MFH
MFH
S{BE

BIE
EEE
MFH
E{B{E
E{R{E

& X bootstrap IP (CDOHTRILWEHETB50LL)
Xbootstrap IP & trr.uri HNEIUEERRZFE TR
trr.uri 3EHFCEERRZE IS5 — 7 MH<

false

60 ﬂ

9.9.9.9
quad9.net

https://dns.quad9.net/dns-query
true

true

5

3

1500
https://dns.quad9.net/dns-query
false

true

© 2019 COMMUNITY NETWORK CENTER INCORPORATED., 30




3

DoT/DoH fE>THTES DI

e Case 2: Firefox 67 T DoH Z{E>THIE
> trr.mode=2 (DNSAfallbackd) (FEEIfEZT

> trr.mode=3 (DNSAfallbackiQU) (&5 < HHLLY
ZRIART S —TR—ZB2EO— RURRLY (FSTEFI 1UIO0K)

A>T YNZNH A N, Bt O— REKE (F1=>07)
> trr.mode=3 T&ARO-HILY - HSIBTERL (D)

> ROEFRURH O
31
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\ — A =n====ns.
-— -— Y1 1rT
DOT/DoOH D> THTESEDE SriMery
e Case 3: Firefox 67 DoH TE&NEESRVEH
> (1EIB) trr.mode=3 T http://www.kame.net/ ZBW
==\
SRS
UPA !
about:networking#dns
rwww kame.net ipvd  true 2001:200:dff:fff1:216:3eff:feb1:44d7 43032 -i
e e e e e e !
23.62.109.81
detectportal.firefox.com ipvd  true izélilz'.llfféf“ﬁﬂll'bélﬁ 47
2600:1413:1::6011:b489 e
push.services.mozilla.com ipvd  true 52.11.213.147 47 ¢ It;\'éf 2 3@5 I
o _ 2001:200:dff:fff1:216:3eff:fedb:651c [IPV4 [(CIROTBAHhHS
www.wide.ad.]p ipvd  true 203.178.137 58 132 E%Bj—\b\ 5
:www.kame.net ipvd  true 203.178.141.194 43032 : & )
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DoT/DoH fE>THTES DI Sramiry

e Case 3: Firefox 67 DoH T&h ISR 0\SE4

> (2@EIA) trr.mode=3, trr.early-AAAA=1 T http://www.kame.net/ ZRW\

about:networking#dns

- =
2001:200:dff:fff1:216:3eff:feb1:44d7 1
:www.kame.net ipvd  true erre 43032 1
L 203.178.141.194 1
------------------------------------------------------------------- wl
23.62.109.81
23.62.109.64
detectportal.firefox.com ipvd  true 47

2600:1413:1::6011:b473
2600:1413:1::6011:b489

push.services.mozilla.com ipvd  true 52.11.213.147 47

de.ad. S 2001:200:dff:fff1:216:3eff:fedb:651c - .
el e PvE - HU€  503.178.137.58 BIUFSER
: www.kame.net ipvd  true 203.178.141.194 43032 : (I PV4)
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DoT/DoH fE>THTES DI Sramiry

e Case 3: Firefox 67 DoH T&h ISR 0\SE4

> (3EIH) DoHRU (FIv/#UL) T http://www.kame.net/ ZEWE

| XPDFfZL. BB (CTHALIZEW)
about:networking#dns
A B RE TRR FRLA HARR (#)
B e o I B - e —
| www.kame.net ipv6 false  2001:200:dff:fff1:216:3eff:feb1:44d7 i 86393
I -
T e T T T T 0001:470:a085:999: .80
www.netbsd.org ipvd  false

[IPV6 (22T
o | LVBDBEES |

199.233.217.205

2001:200:dff:fff1:216:3eff:feb1:44d7
203.178.141.194
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DOT/DoH D THTESEDIE CAIC;

e Case 3: Firefox 67 DoH T&h ISR 0\SE4

> (10[EIR) trr.mode=3 T http://www.kame.net/ ZB\

XPDFfZL. BB (CTHALIZEW)

ﬁ E-til el

about:networking#dns

fofoes o a7

WWW.momonga.org ipvd true  219.75.141.175 7149

github.com ipvd  true 13.114.40.48 9 |_I|:)V6J (:@D_C
www.ipveforum.com ipvd  true 158.64.50.42 l?y (/\573\5&%5 |
www.openbsd.org ipvd true 129.128.5.194 /4.404

Www.kame.net ipv6 true  2001:200:dff:fff1:216:3eff:feb1:44d7 " T 33380
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DoT/DoH fE>THTES DI

e Case 3: Firefox 67 DoH T&h ISR 0\SE4

> BI5LERTTISa1—NUIEhOTEFE, CARRRD |

2l

oo

5|52\ L P e s 2 2 L 2

[T=]

NoNLLLNN©LLOD

2l

o h

= ) s s 2

(=]

0 \0 0\ 0 WD e D WD oo

Destination
SEELT

.168.
.168.

> RIS,

Protocol
TLSV1.

TCP

TLSV1.
TLSV1.
TLSV1.

TCP

TLSV1.
TLSV1.
TLSV1.
TLSV1.

TCP

TLSV1.
TLSV1.
TLSV1.
TLSV1.

TCP

TLSV1.
TLSV1.
TLSV1.
TLSV1.

TCP
TCP

TLSV1.

2

PR R R LAS I S I AN I )

LRSI S I S I

Length Info
5/1 Client Hello
60 443-60858 [ACK] Seg=1 Ack=518 win=30464 Len=0
1514 server Hello
1514 certificate
78 server Key Exchange
54 60858-443 [ACK] 5eq=518 Ack=2945 Win=65700 Len=0
240 Client kKey Exchange, Change Cipher Spec, Encrypted Handshake Message
223 application Data
269 application Data
130 Aapplication Data
60 443-60858 [ACK] 5eq=2945 Ack=1088 win=33536 Len=0
232 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
108 application Data
88 application Data
84 application Data
54 60858-443 [ACK] Seq=1164 Ack=3241 win=65404 Len=0
84 application Data
88 application Data
435 Application Data
226 application Data
54 60858-443 [ACK] S5eq=1194 Ack=3828 win=64816 Len=0
60 443-60858 [ACK] Seq=3828 Ack=1194 wWin=33536 Len=0
114 application Data

OVSHEEBHD ? (25RO f)

Importing Master Key Secrets into Wireshark
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/INSS/Key Log Format

https://wiki.wireshark.org/TLS?action=show&redirect=SSL
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https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS/Key_Log_Format
https://wiki.wireshark.org/TLS?action=show&redirect=SSL

DoT & DoH DiEL) Rt
X IR DEE
DNSUY)LJ\ERTE 32T 1-4,/77VE
1BIEDiEA! < 1R A oJAE (tcp/853) AoJHs
“opportunistic” E{E & U
XA L—R &Hh BU
Z &b - X1 U HH (HTTP/2+)
server-push 32U & (HTTP/2+)
EEIBHAD R, 2L BU

> IRFSMDoH(E. RY NI —=IARL—=IHT> MO—=IV TR, Public DNSZ{EHE 2% X 70\
SERBIDOHNDEETH B,
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SENEDOHIRERICT IREHID ? CNCE

- statcounter
Press Releases FAQ About Feedback

GlobalStats

Chrome safari Firefox Edge Samsung Internet

4486%  3219% 854%  6.07%  458%  1.04%
Browser Market Share in Japan - May 2019

> 17 50% LA EDOTSIHI0ARSELTENS
Google&Mozillaht

Centralized DNS over HTTPS (DoH) Implementation Issues and Risks (draft) &D i -
T IAIMEUTZS.

To illustrate th tential f id Centralized DoH, if just t [ A I DOHORAA

o illustrate the potential for rapid Centralized DoH, if just two £z

organizations, Google and Mozilla, were to implement Centralized DoH =UR{EL. ﬂﬁlqﬂﬂ)
DNSIZIVUDXED

in Android, Chrome, and Firefox, then global adoption of DoH could N A
- IR \
occur rapidly and represent the majority of DNS queries on the DoHICcB 58NN 5D

Internet.
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https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://tools.ietf.org/html/draft-livingood-doh-implementation-risks-issues-03
https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
http://gs.statcounter.com/browser-market-share/all/japan

M M e
- \ Z = 3 T F 3 =
Mozilla&GoogleD A% > SeiMary
https://mailarchive.ietf.org/arch/msg/doh/JhFPKoyGU2JaKmUk3GEe5yjuSHI

"Provide our users with meaningful choice and control,

e.g. allow end users/admins to control and configure the FIAIWMEFELRU

feature, whether they want to use a custom DoH server SEIRETS NO-ILEEE

or just keep on using their regular DNSJ...].There are no B4 L UH s

plans to force any specific resolver without user consent / 5%1{1,}1{;} \g Dl_lolljéjgbc

opt-in.[...]JWe are considering a first milestone where Ty FH - o

Chrome would do an automatic upgrade to DoH when a YT — |\§_5

user's existing resolver is capable of it" —opportunistic DoH?

https://mailarchive.ietf.org/arch/msq/doh/po6 GCAJ52BAKuyL-dZiU91v6hLw

-FIA)N MEFBESLBD we may have DoH/TRR on by.defaglt in some regions
¥ and not others|...].The user will be informed that we have

( nﬂa)tEiEﬁ) o enabled use of a TRR and have the opportunity to turn it

.j—_-U-/\E%I]\ ﬂﬁ‘j]{bjj Off at that time”

>t

FIe, RFKHA--- “Sky is not falling” (yet)?
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https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://mailarchive.ietf.org/arch/msg/doh/JhFPKoyGU2JqKmUk3GEe5yjuSHI
https://www.afnic.fr/medias/documents/JCSA/2017/5.JCSA17-DNS-over-TLS-experiments.pdf
https://mailarchive.ietf.org/arch/msg/doh/po6GCAJ52BAKuyL-dZiU91v6hLw

3

SKPEDoHDRE (ISPiR) (1) E i

o @ HiR—PMIHTERCRS

- DNSBEERZRIOTVWADT. M2 1—RTERV IIETER0

-  BEERICI Cloudflareh'. - - IFRBATERL. BEQBWNIENTUED. FU
e @ Y—EALNIUET DENDHS

- EF|RETE. AEHOMSR0. AIEFMT TRV

- UE—IDNSETORRIETHEZIZ2a]8eEN'DD
e @ T1NAVYINZEDS

- BERILJOYF TN TERRD

- BAMINBEOWER IRV, EOTIVIU T ENZNAEE
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SRPEIDoHDERE (ISPIR) (2)
DS TUES (EICCDNRIE)

e @ RYPMNI—IFZIRESE

ETEUTRWVWECANS NI IWIMNMER DT BEICRD ;

Gz B C. sk

Public DNS 5-) (‘1%5@\@*/
C55h0
YEREIDNS <

(CDN) Ebh3

&IICiEB

b:ﬂsr

CDNE
Backboy )

NSO AN EEND. JAMEDENEHD

.|
e e 3 A
< o
Q’S
\
Bt
Backbone ”

Fry> 19—\

a* " ‘7
. FUHA < naritai.jp > g 73:(’3\\5
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SKPEDoHDRE (ISPR) (3) CNCi

e ® 1-YEF+1UFILANIDIET
- tF2UT1YIMH'DNSEETITEN/H— > DI TERLRDD T, ARFNZRIE T OBNNHSD
-  DoHZ{E>cEERRY MY MYERU. BBHEICENTULFED

e ® AVypzRRULL
- BUFPRIO/NAI-AOEFEENMED. SXEDEWNHD. BARI-HICEHTOXY ML ?
- JIUYEREANBINS. MIGUBVEWFRONTE, ISPEL TEXY MU

o @ BHI-YWIEFETNBDHKICLSLRL

I | | CAIRHTES,
Mozilla is working to improve privacy and security on the web. We are i— ---------- OK/Uwh
1

1
(¥ conducting studies that send encrypted DNS requests to CloudFlare, Disable DNS Studies OK, Got It | X N
a secure, cloud-based service. LearnMore T s======mmms N IBUNEN

X MozillahDDoHZEIIEERDEF (CRRESNTAYVE—2
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SRPEIDOHDRE (—A%iR) (1)

e © IVATFAARYNI—-INDRE
— O-AhJ (split-horizon) DNS. .local/.home.arpa. DNS64 H'EH R0
- TIAR=bRYRNI=TRD TNV T N TERLIRD
e @ TFANI—{REDBINIEDIELL
- WebRTC, AN\TOYSLRBENT AT AVVIVIMEOITLFSID T, TR TIFAL
- ApEMNITTSANS—REY-ILIFLWVWE(E. VPN/Tor/PsiphonBE(C{E>TULS
JXTUYDNSAS(SFETEDN —» T—F&F
e @ DNSTF1UF MRELTATTE
—  IWIYIILINETEOONFE, TV ERLSBFEED (FrvS 15552, I3 A NIERY)
- WEMEEVVTE, TREORIETERV (TR EEDNSSECHAE )
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SRR DoHDFRE (—hi%iR) (2)
(TERULTUVS

e @ JONAHERICLDRRE (“"DNS-over-Cloud”)

WELDPIRD. ATV, [ DB 5 —Ry N O
ROOTHE ADBIEEME (KICWVBSRWTLDZEY . BSRICTLDIEY T, 1RE)

f DETAEN
HTTPlZE. 1—H58RI(CDRNBIEEHRNZ L) (cookie. AV AYAIEEFIRE)
)« HTTPIZED—H5HBIC DRN B IBEEHRNZ L)

. QYRS

—SBAOEN CRERDT: -
e ® EHZ)TE*(I\/—{% [COBHS
HBETIE. TLS MITM HwnZA(IC123. BURFDNSHIFAN AR DEN NS
BMTONZENN®S

44

—
S{LIE
© 2019 COMMUNITY NETWORK CENTER INCORPORATED

BT (L DHE



SRIPRDOHDRE (—AR) (3) PRIN:

e ® HAN—-tF1UFT(TARADFE
— Passive DNS hMEZ R0, DHTHEELRD
- FIUTAYITMORRFIZRAR T (CORNOTUERIENN DD
e (? BOT! Exfiltration! Abuse!
—  C&C (C2) over DoH (PoCHBECARENTWLS)
— HTTPAYABRTRAASIOYTAY (HostAy DB THIY—/IAUSALIR)

https://blog.redteam.pl/2019/04/dns-based-threat-hunting-and-doh.html
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/doh-dns-over-https-poses-possible-risks-to-enterprises/
https://github.com/SpiderLabs/DoHC2

https://sensepost.com/blog/2018/waiting-for-godoh/

https://blog.netlab.360.com/an-analysis-of-godlua-backdoor-en/
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https://blog.redteam.pl/2019/04/dns-based-threat-hunting-and-doh.html
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/doh-dns-over-https-poses-possible-risks-to-enterprises/
https://github.com/SpiderLabs/DoHC2
https://sensepost.com/blog/2018/waiting-for-godoh/
https://blog.netlab.360.com/an-analysis-of-godlua-backdoor-en/

FxED Seruiry

e Encrypted DNS (IZRBESULLWE

e DNS-over-TLS (DoT) : hh0pd), SEEEMRTLEL

e DNS-over-HTTPS (DoH) : JOMILEYCOWD, IRTEDFHEETERENZL)
o DOHHZRIZIENMDIZH BOVERGRNT LD T, SEIAYFUIZLY

SFEDoHD
T IAIMEPH TN
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https://speakerdeck.com/yamaya/https
https://dnsprivacy.org/wiki/

(BFF) IPAAWGICDWT CAIC;

v V. V VY V VY

3

EAAWG [ Japan Anti-Abuse Working Group| F& !

https://www.jpaawqg.org/

201811 H(C1[EI[HDGeneral Meetingz =i

KIER General Meeting (& 1[Bl/Fi2ERE

5 7T—N8(C Sub Working Group Z#&pk, NSICDOVWTOES(FERARICFHE

RRBEILSN TOFRRRRANRY MNBEE(TIHU CHfELIZLY

xSP, ESP. "4, BUFHRE. 7Hh7 w7, tF1U7(BERGE. IBILCRESE
EANTD7E1- AL F 1T 3R EZ D _EIFCGEIRL . BHARDIRIE(CHOIEBCPZSEARU TOLEL
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