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https://dnsops.jp/bof/20161201/CVE-2016-2848.pdf
https://access.redhat.com/security/cve/CVE-2017-3139
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https://www.isc.org/blogs/bind-9-refactoring/
https://twitter.com/ISCdotORG/status/864923438808301568
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new release

«BIND 9.11.0 (10/4)
- Fr&ge R
o Catalog zone, LMDB(*),DynDB, dnstap, dnsec-
keymgr, SERVFAIL TTL, Negative Trust Anchor,

EDNS Client Subnet(auth), EDNS EXPIRE, ¥7RR
Type, minimal-any, fetch limit default ON

%) V— > OBIIRGH - BB TRESH D (~9.11.1)
X RHAESV., IHRESV(9.9(32018/06F T
«BIND 9.9.10, 9.10.5, 9.11.1 (4/19)
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https://dnsops.jp/event/20160624/zone-axfr.pdf

- ESEE
o TSIGHEDIREE
- PowerDNS

- KnotDNS

these versions fix a flaw within the TSIG protocol
implementation that would allow an attacker with a
valid key name and algorithm to bypass the
TSIG authentication if no additional ACL
restrictions is set.

2.5.2,245V)=—AF7FI2AKD
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https://lists.nic.cz/pipermail/knot-dns-users/2017-June/001144.html

AR
eUnbound
- viewHge(!)
- serve-expired
- source IP rate limit

- Response actions based on IP address
— EDNS Client subnet
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ePowerDNS Authoritative Server

— ALIAS record, API, Dynamic DNS
ePOowerDNS Recursor

- RPZ, EDNS Client subnet
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Any Questions?
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